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idalib
IDA Pro’s headless analysis engine.
Automate, scale, and integrate.

Available now
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introduction
IDA as a library



5

idalib
IDA Pro minus the Qt GUI

Use IDA as a library to automate, scale, and integrate binary analysis.

Disassembly, decompilation, names, cross references, strings, etc.

▪ …from Python script
▪ for example: capa, idasql 

▪ …from C++ (or native) application
▪ for example: 0xdea/Rhabdomancer vulnerability hunting

https://github.com/0xdea/rhabdomancer


idalib: IDA Pro minus Qt GUI



idalib: IDA Pro minus Qt GUI



Domain API vs Python SDK
Idiomatic Python API for IDA
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examples
idalib in the wild



12

idals

personal CLI for IDA

  idals /path/to/binary [<address or name>]

shows what IDA GUI shows at the address.

williballenthin/idawilli/idals

https://github.com/williballenthin/idawilli/tree/master/idals
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idals

personal CLI for IDA
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shows what IDA GUI shows at the address.
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allthingsida/idasql
IDASQL is a SQL interface for IDA Pro databases

created by Elias Bachaalany

exposes 30+ virtual tables covering:

● functions
● cross-references
● strings
● types
● imports
● disassembly
● decompilation
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mandiant/capa/…/loader.py

https://github.com/mandiant/capa/blob/2c12cbb4854265e013f03c42d1bb1404f198adc6/capa/loader.py#L386-L423


What do you want to do with idalib?
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installation



You do not have to touch any of this

IDA install directory

virtualenv

How idalib links with IDA

libida.dll

python.exe

ida-domain package

your program

ida-config.json



IDA 9.4 Installer

<=9.3: <IDA installation path>/idalib/python/py-activate-idalib.py



Install IDA(lib) via HCLI
https://hcli.docs.hex-rays.com

https://hcli.docs.hex-rays.com


Install Domain API
http://domain-api.docs.hex-rays.com 

http://domain-api.docs.hex-rays.com
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licensing



OEM license vs. Standard IDA Pro license
▪ Personal automation
▪ Experimentation any IDA Pro license 
▪ Solo workflows (Essential, Expert, Ultimate or Classroom)

▪ Team workflows
▪ Server-side analysis IDA Pro OEM license (Free during dev)
▪ Production integration

OEM stands for Original Equipment Manufacturer. It simply means you’re licensed to run IDA as part of another system. 
Like a video conferencing app embedding third-party noise-reduction tech into its platform. 



OEM license vs. Standard IDA Pro license
Under the hood, an OEM deployment is essentially:

➥ idalib + a standard IDA Pro

configured to operate legally and efficiently on servers or inside products.

The OEM license also includes:

● scalability for headless/server workflows
● flexible deployment (containers, VMs, cloud)
● embedding IDA’s decompiler engine in your

tooling
● permission for team use and multi-user access
● the ability to integrate IDA functionality

into commercial offerings

● access to all decompilers (quite an upgrade if 
you don’t already have them!)

● direct access to our technical experts for 
architecture guidance

● accelerated support for setup, integration, and 
ideation

● collaborative product feedback and
feature-proposal pathways
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real world tricks



Deployment ideas

CI/CD
▪ HCLI to install IDA(lib)

▪ Totally headless
▪ Depends on secrets: token + license ID, provide via env vars
▪ Two shell commands

▪ GitHub Actions (or similar) to test many configurations (OS/Arch/version)
▪ e.g., HCLI runs full test suite against matrix with 34 combinations
▪ https://github.com/HexRaysSA/ida-hcli-actions

▪ Docker: same idea, build image with idalib, push to private registry
▪ IDA is single threaded, so allocate 1 vCPU per container
▪ Example: Dockerfile

https://github.com/HexRaysSA/ida-hcli/blob/main/.github/workflows/test.yml
https://github.com/HexRaysSA/ida-hcli/blob/main/docs/advanced/docker/Dockerfile


Tips & Tricks

▪ Common pattern: follow xrefs to gather context

▪ IDA is single threaded - must access from the primary thread

▪ IDA uses a FS-backed database - operate in $TMP for transient analysis

▪ IDA avoids a complete decompilation unless requested
▪ Therefore its very fast, and you can tune interactions
▪ Target your decompilation requests for best performance
▪ Decompile all for most thorough analysis
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AI and MCP



Agentic IDA

▪ MCP server: https://github.com/mrexodia/ida-pro-mcp
▪ or write your own

▪ “Code is all you need”: teach Agent to use the Domain API and encourage
temporary/inline script evaluation

▪ Skills: https://github.com/HexRaysSA/claude-marketplace

▪ ida-domain llms.txt

https://github.com/mrexodia/ida-pro-mcp
https://github.com/HexRaysSA/claude-marketplace
https://ida-domain.docs.hex-rays.com/llm/


31

q & a



Contact

● support@hex-rays.com (General questions & support)
● msobon@hex-rays.com  (Michal, IDA Domain)
● dogilvie@hex-rays.com (Duncan, IDA Malware)
● wballenthin@hex-rays.com (Willi, IDA Malware)

mailto:support@hex-rays.com
mailto:msobon@hex-rays.com
mailto:dogilvie@hex-rays.com
mailto:wballenthin@hex-rays.com



