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1. INTRODUCTION

IdaDiscover is an IDA python plugin whose functionality is mostly focused on analysis of malware, but
not necessarily restricted to this, it could be useful for other kind of tasks.

I started to implement this plugin long time ago, and all the options and functionalities of the plugin 
were born of my own necessity while I was analyzing malware samples. Every time I needed to 
automatize a task that is frequently performed in analysis of malware, I automatized this task as an 
option of the plugin. 

Because of this, I feel that the plugin implements options and functionalities that are going to be really 
useful in the process of analyzing a malware, because it was born from my own necessity during years 
as malware analyst. It has made my life much easier and for this reason I decided to share it with other 
malware analysts.

2. INSTALLATION

IdaDiscover needs some external libraries to work properly:

• future (should be installed automatically by the plugin if it is not already installed)
• yara-python (should be installed automatically by the plugin if it is not already installed)
• py_aho_corasick (should be installed automatically by the plugin if it is not already installed)
• pycrypto (should be installed automatically by the plugin if it is not already installed)
• unicorn (should be installed automatically by the plugin if it is not already installed)
• capstone (should be installed automatically by the plugin if it is not already installed)
• revealPE (git submodule from https://github.com/vallejocc/RevealPE)
• pefile (git submodule from https://github.com/erocarrera/pefile)

One of the options of idaDiscover could be used to search patterns in the code or data with yara rules. 
You could use your own yara rules. By default, the yaras’ folder is a git submodule from 
https://github.com/Yara-Rules/rules.

So, to install the plugin, you would only need to clone the git repository and its submodules, and load 
the plugin on IDA (it should install the python modules that it will need).

3. BASIC CONCEPTS OF THE PLUGIN IDADISCOVER

https://github.com/Yara-Rules/rules
https://github.com/erocarrera/pefile
https://github.com/vallejocc/RevealPE


3.1. INTERNAL VARIABLES

IdaDiscover uses a set of internal variables, depending on the option that you choose, it will use the 
content of a subset of these internal variables. For example, if you choose the option ‘Crypto’ → 
‘Calculate Xor’, the variables Key1 and Content1 should have been filled, because that option will xor 
both buffers (introduced into these variables with options of the ‘Select’ menu) and will keep the result 
in a file.

In the section 4.2 it is explained how to fill the values for these variables.

In the next sections the idaDiscover options and functionalities will be explained and for each option 
that uses these internal variables, it will be explained what they should contain.

List of internal variables:

• Key1
• Key2
• Content1
• SearchSize
• SearchString

3.2. WILDCARDS

Another important mechanism in idaDiscover are the wildcards. They are special values that can be 
introduced into the internal variables previously explained or other configuration fields like memory 
ranges in the emulator memory address space or the emulator registers.

Wildcards work with some options of idaDiscover, and basically they mean that the chosen idaDiscover
operation (the chosen option) should be repeated N times, replacing the wildcard by a set of values 
from the IDA disassembly (a different set values of depending on the introduced wildcard).

In the next sub-sections, each type of wildcard is described.

3.2.1. %IDANAMESADDRESS1%

As IDA dissasembler’s user probably knows, IDA identifies objects in the analyzed binary, and sets 
names for these objects. For example, these two buffers:



If the wildcard %IDANAMESADDRESS1% is introduced into some IDA internal variables, the 
chosen option will be repeated and executed multiple times, and for each time that the option is 
executed, the wildcard will be replaced by addresses of names of objects identified by IDA 
disassembler.

For example, in the previous example, imagine that we have started an emulation (emulator options 
will be explained later) and register EAX is configured with %IDANAMESADDRESS1% wildcard. In
this case, the emulation will be launched N times (one for each name in IDA), and for each emulation, 
the register EAX will be filled with the address of a different name of the IDA disassembly. In one of 
the emulations, EAX value will be 0x1545970 (because of the name unk_1545970), and in the next one
EAX value will be 0x1545982 (because of unk_1545982), etc...

It exists two more addresses wildcards: %IDANAMESADDRESS2%, %IDANAMESADDRESS3%, 
just in case you would need to bruteforce more than one parameter.

For example, lets imagine a function that receives two arguments, and a piece of code calls this 
function in this way:



addr_my_code:
    push eax
    push ebx
    call my_function

Imagine that we know that this function’s parameters are an encrypted buffer and a key, but we don’t 
know where is the key and the encrypted buffer in the disassembly. So we decide to emulate the 
function and for each emulation we want that the addresses of a name of the IDA disassembly was 
introduced into EAX, and the address of another name in EBX.

If we want to do that, this won’t work:

EAX = %IDANAMESADDRESS1%
EBX = %IDANAMESADDRESS1%

Because in this case, the same address will be pushed two times for the funcion, because EAX and 
EBX will be replaced by the same address.

However, if we do this:

EAX = %IDANAMESADDRESS1%
EBX = %IDANAMESADDRESS2%

In this case, idaDiscover will loop over the full list of IDA names in the disassembly two times, one for 
%IDANAMESADDRESS1% and another one for %IDANAMESADDRESS2%. Something like this:

for address_name1 in GetIDANames():
for address_name2 in GetIDANames():

emuconfig.registers.EAX =  address_name1
emuconfig.registers.EBX = address_name2
emulate_code(addr_my_code, emuconfig)

It is important to be careful when we are working with wildcards. Imagine that we start an emulation 
with a limit of 0x10000 instructions (we will talk about the emulator and its options later) and two 
wildcards, and imagine that IDA disassembly contains 300 names for example. The emulation would 
be launched 300*300 times, emulating 0x10000 instructions each time, and it will take long time to 
finish.

3.2.2. %IDANAMESCONTENT1%size%

Before reading this section, it is recommendable to understand well the wildcard described in the 
previous section 3.2.1.



This wildcard is similar to %IDANAMESADDRESS1%, idaDiscover will loop over all the names that 
IDA dissasembler has set on all the objects that it has identified, however instead of replacing the 
wildcard with the address of the object, it will read the content of that address (the size of data to be 
read is specified in the own wildcard) and the wildcard will be replaced by that content. For example, if
we have the same buffers of the section 3.2.1:

Lets suppose we have introduced this wildcard into the variable Content1:

%IDANAMESCONTENT1%s20%: 

And lets suppose that we have read another buffer into the variable Key1 (using the ‘Select’ menu that 
will be explained in the next sections).

And now we execute the option ‘Crypto’ → ‘Calculate Xor’.

If we do this, the option ‘Calculate Xor’ will be executed N times (one time for each IDA disassembly 
name), and it will xor the content introduced into Key1 with 20 bytes read from each IDA name 
address. For example, when the name unk_1545970 is reached while idaDiscover loops over the IDA 
names, this buffer will be introduced into Content1:

“\x22\x23\x0F\x39\x3C\x50\x12\x0B\x79\x04\x01\x0E\x50\x26\x0E\x5F\x31\x51\x35\x39”

And this buffer will be xored with the content of Key1.



3.2.3. %IDANAMESCONTENT1%-1%

Before reading this section, it is recommendable to understand well the wildcards described in the 
previous section 3.2.2.

This wildcard is very similar to the previous one, %IDANAMESCONTENT1%size%.

Sometimes, we would like to loop over all the IDA names and replace the wildcard with the contents at 
that addresses, but we don’t want a specific fixed size.

For this reason it was born this wildcard. For each IDA name, it will read the content at the current 
name, and it will read all the bytes until reaching the next IDA name. For example, in the capture of the
previous sections:

In this case, when idaDiscover loops over the IDA names, for the name unk_1545970, it will read the 
buffer until reaching the next name unk_1545982:

“\x22\x23\x0F\x39\x3C\x50\x12\x0B\x79\x04\x01\x0E\x50\x26\x0E\x5F\x31\x51”

3.2.4. %IDANAMESCONTENT1%-2%



Before reading this section, it is recommendable to understand well the wildcards described in the 
previous section 3.2.3.

This wildcard works exactly like the wildcard described at section 3.2.3, the only difference is that once
a buffer between names is read, trailing zeros are removed. For example:

In this case, if the wildcard %IDANAMESCONTENT1%-2% is used, when idaDiscover loops over the
IDA names and reachs the name unk_15459F0, it will replace the wildcard with the following buffer:

"\x15\x3E\x00\x23\x2A\x58\x03\x54\x07\x04\x0C\x18\x4D\x2B\x13\x48\x7B\x01\x01\x3B\x26\x55\
x0E\x79"

3.3.5. %IMMOPERANDS1%



Before reading this section, it is recommendable to understand well the wildcard described in the 
previous section 3.2.1.

Maybe this wildcard is not going to be used so frequently like the other wildcards, however sometimes 
it could be interesting.

When this wildcard is set, idaDiscover will loop all the instructions of the IDA disassembly. When an 
instruction with an immediate value is found, the wildcard is replaced by that immediate value and the 
chosen option is executed.

For example, this piece of code:

When idaDiscover loops the instructions and reachs the instruction at 0x1541396, the wildcard will be 
replaced by 0x100, and when the instruction at 0x15413A7, the wildcard will be replaced by 
0xFFFFFF80. And in both cases, the chosen option will be executed after replacing the wildcard in the 
variable or the emulator memory or register, or whatever...

4. PLUGIN OPTIONS

4.1. CONFIG



4.1.1. CONFIG – CONFIGURATION

When this menu option is clicked, a IDA window is open where it is possible to configure some general
parameters of the plugin:

• yararulespath: path to the yara rules file (the string %~dp0 would be replaced by the plugin 
directory path).

• bcolorizeloops: enable loops coloring in the analysis of loops.
• banalyzeloops: configure if full analysis option should include analysis of loops.
• banalyzeheuristicidentificationalgorithms: configure if full analysis option should include 

heuristic analysis and identification of well-known algorithms.
• bsearchencryptedtxts: configure if full analysis option should include x-raying analysis of 

encrypted strings with revealPE tools (https://github.com/vallejocc/RevealPE).
• bsearchmostusedfunctions: configure if full analysis option should include analysis of functions

to sort them based on number of times that have been used.
• bsearchstackstrings: configure if full analysis option should include analysis of strings built on 

stack.

https://github.com/vallejocc/RevealPE


• bupnamefunctions: configure if full analysis option should include up-name functionality (it 
will be explained later).

• bapicrc32usageanalysis: configure if full analysis option should include analysis of usage of 
crc32 of API names.

4.1.2. CONFIG – CALL TARGETS

Internally, idaDiscover uses a list of well-known names where disassembly’s calls could be calling. 
Usually api names, for example,  “call    ds:RegSetValueExW” (but it could be any other name). 
Mainly, this list of names is used by the option Up-Names that will be explained later.

With this configuration option, a window will appear where it is possible to customize the list of call-
targets to be used by idaDiscover:

By default, a long list of apinames is configured here. But maybe you could be interested in introduce a
custom name of your disassembly (for example, “strings_decryptor” if you want that calls of the type  
“call    strings_decryptor” are considered for the Up-Names option or other options that could be 
implemented in the future).



4.1.3. CONFIG – CALL API NAMES

This list could look similar to the Call-Targets list (because Call-Targets list is composed mainly by 
names of apis), however Call-Targets list is a list of names where call instructions could be calling (for 
example, string_decryptor for “call string_decryptor” or crc32 for “call crc32”) meanwhile the list of 
api names are only api names, and this list is used in different options of idaDiscover (for example, it is
used in the option “Apis Crc32 usage”, that search for instructions using values that are crc32 of api 
names).

In this configuration option a window is open where it is possible to customize the list of api names 
used by idaDiscover:

4.1.4. CONFIG – ENCRYPTED TEXT

Another list that is used internally by idaDiscover is the list of encrypted texts. With this option, a 
window is open where it is possible to customize this list of strings:



For the moment, these strings are used in the option Analysis - Encrypted text, that perfoms a veeery 
simple cryptoanalysis (under the hood, it is using RevealPE tool) to try to find candidate encrypted 
strings that could be strings of the list once they are encrypted (with simple encryption algorithms), and
try to get the decryption method and key. It will be explained later.

With this configuration option you could customize the list of target strings that are going to be used as 
plaintext in the cryptoanalysis.

4.2. SELECT

Select menu is very important, because with the options of this menu you can fill some different 
internal variables used internally by idaDiscover (content1, key1, key2,...):

https://github.com/vallejocc/RevealPE


And these variables will be very important because they are used to introduce data for the other options
(crypto, emulator, etc…), as we will see later. For the moment, in this section lets learn how to select 
(fill) these variable from different sources.

4.2.1. SELECT – SELECT KEY 1 (from a visual selection in IDA segments)

This menu’s option can be used to store in the idaDiscover’s internal variable Key1, the content 
selected in IDA disassembly or hexa dump:



The shortcut for this option is Crtl+Shift+Alt+K.

4.2.2. SELECT – SELECT KEY 2 (from a visual selection in IDA segments)

This option works like the option explained in the previous section 4.2.1, but it stores the selected 
content into Key2.

4.2.3. SELECT – SELECT CONTENT 1 (from a visual selection in IDA 
segments)

This option works like the option explained in the previous section 4.2.1, but it stores the selected 
content into Content1.

4.2.4. SELECT – SELECT KEY 1 (from a file)

This option works like the option explained in the previous section 4.2.1, but it asks for a path to a file, 
then the content of the file is read, and it is stored into the variable Key1.

4.2.5. SELECT – SELECT KEY 2 (from a file)

This option works like the option explained in the previous section 4.2.1, but it asks for a path to a file, 
then the content of the file is read, and it is stored into the variable Key2.

4.2.6. SELECT – SELECT CONTENT 1 (from a file)

This option works like the option explained in the previous section 4.2.1, but it asks for a path to a file, 
then the content of the file is read, and it is stored into the variable Content1.



4.2.7. SELECT – SELECT KEY 1 (from IDA segments, specify a range of 
addresses)

This option works like the option explained in the previous section 4.2.1, however an initial addresses 
and an ending address is asked (instead of getting the selected area in IDA disassembly), and the block 
of code or data between both addresses is stored into Key1.

4.2.8. SELECT – SELECT KEY 2 (from IDA segments, specify a range of 
addresses)

This option works like the option explained in the previous section 4.2.1, however an initial addresses 
and an ending address is asked (instead of getting the selected area in IDA disassembly), and the block 
of code or data between both addresses is stored into Key2.

4.2.9. SELECT – SELECT CONTENT 1 (from IDA segments, specify a range of
addresses)

This option works like the option explained in the previous section 4.2.1, however an initial addresses 
and an ending address is asked (instead of getting the selected area in IDA disassembly), and the block 
of code or data between both addresses is stored into Content1.

4.2.10. SELECT – SEARCH BLOCK SIZE 1

Dispite the most used idaDiscover internal variables are Key1, Key2 and Content1, another internal 
variables are used for some specific options. This is the case of the ‘Search Block Size 1’ variable, that 
is used for the moment in the four ‘Search’ options under ‘Crypto’ menu (they will be explained later).

With this select option, a menu asking for a size will appear and the size will be stored in this internal 
variable.

4.2.11. SELECT – SEARCH STRING (accepts hexadecimal)

Again, this option fills another internal variable of idaDiscover, ‘Search String 1’, that is used for the 
moment in the four ‘Search’ options under ‘Crypto’ menu (they will be explained later).



4.2.12. SELECT – SELECT KEY 1 (introduce a string into a dialog box)

This option works like the option explained in the previous section 4.2.1, but it asks for an string (this 
string accepts hexadecimal values encoded in this way: \x00,\x01,...), then the content of the string is 
stored into the variable Key1.

4.2.13. SELECT – SELECT KEY 2 (introduce a string into a dialog box)

This option works like the option explained in the previous section 4.2.1, but it asks for an string (this 
string accepts hexadecimal values encoded in this way: \x00,\x01,...), then the content of the string is 
stored into the variable Key2.

4.2.14. SELECT – SELECT CONTENT 1 (introduce a string into a dialog box)

This option works like the option explained in the previous section 4.2.1, but it asks for an string (this 
string accepts hexadecimal values encoded in this way: \x00,\x01,...), then the content of the string is 
stored into the variable Content1.

4.2.15. SELECT – ZEROS TO CONTENT 1

This option works like the option explained in the previous section 4.2.1, but it asks for a number of 
zeros, and it fills the variable Content1 with that number of zeros.

4.2.16. SELECT – WILDCARD TO KEY 1

With this option it is possible to introduce an idaDiscover wildcard (wildcards have been introduced in 
the section 3 and it will be explained in detail for each option where a wildcard can be set) in 
idaDiscover internal Key1:



4.2.17. SELECT – WILDCARD TO KEY 2

With this option it is possible to introduce an idaDiscover wildcard (wildcards have been introduced in 
the section 3 and it will be explained in detail for each option where a wildcard can be set) in 
idaDiscover internal Key2.

4.2.18. SELECT – WILDCARD TO CONTENT 1

With this option it is possible to introduce an idaDiscover wildcard (wildcards have been introduced in 
the section 3 and it will be explained in detail for each option where a wildcard can be set) in 
idaDiscover internal Content1.

4.2.19. SELECT – PRINT CURRENT SELECTIONS

With this option it is possible to print the values of the idaDiscover internal variables.



4.2.19. SELECT – EDIT CURRENT SELECTIONS

This option opens a new window where the list of idaDiscover internal variables is shown with their 
values. In this window it is possible to edit the values of the variables:

4.3. SIGNATURES

4.3.1. SIGNATURES – ANALYSIS YARA RULES

As it was explained in the section 4.1.1, in the main config of idaDiscover is stored a parameter 
yararulespath. 

By default, this parameter is pointing to <idaDiscover directory>/rules-master/index.yar, and this folder
rules-master is a submodule from this wellknown yara collection github repository:

https://github.com/Yara-Rules/rules

However this parameter could be customized to point to the own yaras of the idaDiscover’s user.

When this option of idaDiscover is used, patterns of the yara rules are searched in the code and data of 
the segments of the IDA disassembly. A new window with the results is open when the analysis 
finishes. For example:

https://github.com/Yara-Rules/rules


Additionally, comments are set at addresses of code or data where the matches happened:

4.3.2. SIGNATURES – ANALYSIS YARA RULES (INLINE)

This option is similar to the previous one. However, the yara rule to be searched in the binary is 
introduced inline:



And introduce a pattern for the yara rule, for example:

The yara rule pattern should be introduced in the yara format, with {} if it is hexa values, with “” if it is
an string, etc...

Then, the pattern will be search in the code and results will be displayed in the same way that described
in the previous section.

4.3.3. SIGNATURES – API CRC32 USAE

We have already talked about this option in section 4.1.2 (read this section to know how to configure 
api names used to search crc32).

Basically, this option search code and data of the IDA disassembly for values (in data dwords, 
instructions’ inmediates, etc…) matching crc32 of api names. A window is open with the searching 
results and a comment will be set at the address of the code or data where the match happened.

4.4. CRYPTO

Crypto menu contains some options related to cryptography algorithms:



4.4.1. CRYPTO – SEARCH ENCRYPTED TEXT

This option was already introduced in the section 4.1.4, where it was explained how to modify the 
default configuration and add o remove encrypted strings to search.

When we execute this option, the set of configured string is searched, trying to find encrypted forms 
(with simple encryption algorithms) of these strings. For this purpose it is using veeery simple 
cryptoanalysis methods (my RevealPE tool is used under the hood, I recommend you to read this article
to understand the methods used to find the encrypted strings).

Once this option is executed and finished, a new window is open with the results:

http://www.vallejo.cc/2017/08/tools-for-unpacking-malware-part-2-weak.html
https://github.com/vallejocc/RevealPE


4.4.2. CRYPTO – SEARCH STRINGS BUILT IN STACK

This option will search for strings built in the stack. For example, the following piece of code:

If we run this option with the sample owning this code, a new window will be open with these strings 
built in stack and some comments will be added to the lines where the strings are build:



4.4.3. CRYPTO – CALCULATE RC4

Before reading this section, it is important to understand the idaDiscover internal variables, explained 
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with RC4 the content of the internal variable Content1 with the key stored in 
the internal variable Key1. Then, a file path must be chosen where the decrypted content will be kept.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained 
how to use wildcards with the crypto options.

4.4.4. CRYPTO – CALCULATE AES CBC

Before reading this section, it is important to understand the idaDiscover internal variables, explained 
in section 3.1, and the Select menu, explained in the section 4.2. 

This option will decrypt with AES CBC the content of the internal variable Content1 with the key 
stored in the internal variable Key1 and IV stored in Key2. Then, a file path must be chosen where the 
decrypted content will be kept.



It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained 
how to use wildcards with the crypto options.

4.4.5. CRYPTO – CALCULATE AES ECB

Before reading this section, it is important to understand the idaDiscover internal variables, explained 
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with AES ECB the content of the internal variable Content1 with the key 
stored in the internal variable Key1. Then, a file path must be chosen where the decrypted content will 
be kept.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained 
how to use wildcards with the crypto options.

4.4.6. CRYPTO – CALCULATE XOR

Before reading this section, it is important to understand the idaDiscover internal variables, explained 
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with XOR the content of the internal variable Content1 with the key stored in 
the internal variable Key1. Then, a file path must be chosen where the decrypted content will be kept.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained 
how to use wildcards with the crypto options.

4.4.7. CRYPTO – CALCULATE MD5

Before reading this section, it is important to understand the idaDiscover internal variables, explained 
in section 3.1, and the Select menu, explained in the section 4.2.

This option will calculate MD5 of the content of the internal variable Content1. Then, a file path must 
be chosen where the calculated hash.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained 
how to use wildcards with the crypto options.



4.4.8. CRYPTO – CALCULATE SHA256

Before reading this section, it is important to understand the idaDiscover internal variables, explained 
in section 3.1, and the Select menu, explained in the section 4.2.

This option will calculate SHA256 of the content of the internal variable Content1. Then, a file path 
must be chosen where the calculated hash.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained 
how to use wildcards with the crypto options.

4.4.9. CRYPTO – SEARCH STRING ENCRYPTED WITH RC4

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in 
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, SearchString and 
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with RC4 and Key1 as key, then it will check if SearchString 
appears into the decrypted block.

If the SearchString appears in the decrypted block, idaDiscover will log the address where the 
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.

4.4.10. CRYPTO – SEARCH STRING ENCRYPTED WITH AES CBC

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in 
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, Key2, SearchString and 
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with AES CBC and Key1 as key and Key2 as IV, then it will 
check if SearchString appears into the decrypted block.



If the SearchString appears in the decrypted block, idaDiscover will log the address where the 
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.

4.4.11. CRYPTO – SEARCH STRING ENCRYPTED WITH AES ECB

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in 
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, SearchString and 
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with AES ECB and Key1 as key, then it will check if 
SearchString appears into the decrypted block.

If the SearchString appears in the decrypted block, idaDiscover will log the address where the 
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.

4.4.12. CRYPTO – SEARCH STRING ENCRYPTED WITH XOR

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in 
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, SearchString and 
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with XOR and Key1 as key, then it will check if SearchString 
appears into the decrypted block.

If the SearchString appears in the decrypted block, idaDiscover will log the address where the 
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.



4.4.13. CRYPTO – WILDCARDS IN CRYPTO OPTIONS

‘Calculate’ crypto options explained in sections 4.4.3 to 4.4.8 accept the following wildcards. It is 
possible to use the options of the select menu to configure these wildcards into the idaDiscover internal
variables, as explained in the sections 4.2.16, 4.2.17 and 4.2.18:

Basically, when you introduce wildcards in the crypto operations, they will be executed N times, 
replacing the wilcard by the content associated to the wildcard (this is explained in section 3.2), and all 
the results will be kept in the specified directory with the following format for the name of the written 
files:

dec_content1_<replaced wildcard offset>_<replaced wildcard size>_key1_<replaced wildcard 
offset>_<replaced wildcard size>_key2_<replaced wildcard offset>_<replaced wildcard size>.bin

(only the variables with wildcards will appear in the name, for example if only content1 is configured 
with a wildcard, the name will be: dec_content1_<replaced wildcard offset>_<replaced wildcard 
size>.bin).

Lets see an example to understand this better. We have an unpacked sample of trickbot. We know it 
contains an ECS30 key, encrypted with a simple xor. The xor key is stored in some part of the binary, 
but we don’t know where. Same thing with the encrypted ECS30 key, the encrypted ECS30 key is 
stored in the binary and we don’t know where.



Ok, so we are going to configure %IDANAMESCONTENT1%-2% into the internal variable content1, 
and %IDANAMESCONTENT2%-2% into the internal variable key1. In this way, the operation will be
repeated for all the contents of the objects identified by IDA (where IDA have set names), a loop 
similar to this:

for name1 in GetIDANames():
for name2 in GetIDANames():

content1 = GetContent(name1)
key1 = GetContent(name2)
content1 = removeTrailingZeroes(content1)
key1 = removeTrailingZeroes(key1)
XorAndKeep(content1, key1)

All the results will be kept in the target directory:

Have in mind that if we set two wildcards, it will cause a lot of operations (number_of_IDA_names * 
number_of_IDA_names) and will generate a lot of result files, and will take a long time to finish. In the
example that it is being explained, 172000 files were generated, most of them small files, and it toke 
around 45 minutes to finish. In spite of this fact, it is still acceptable and useful, because it was done 
automatically while you can be doing another things, and probably trying to find the xor key and the 
encrypted ECS30 by manual reversing, could take you a time too (specially if you don’t know the 
malware in depth) and you will spend your effort, instead of doing it in an automatic way.

Frequently, it is not necessary to use two or more wildards. If, for example, you know where a xor (or 
rc4, or other algorithm,…) key is stored, you could use one wildcard only, to decrypt all the data blocks
identified by IDA, and search for the decrypted contents that you are interested in.

Once the files are generated, we search for the file containing the plaintext that we know:



 

So, now we know the xor key is located at hex(21458828):

And the encrypted ECS30 key is located at hex(21438608):

So, in this way, we have found the xor key, that is the same xor key to decrypt the xor layer of the 
config (following the references of the code using this xor key, we can find easily the pointer to the 
encrypted config). In a very automatic way and only with static analysis, we have been able to find the 
key of the xor layer, the ecc key, and the trickbot config.

Pending work: it is pending to add the possibility to configure a filter for the results: only the result 
files containing a given string will be written to disk. In disk way, we avoid to generate a big amount of
files. For example in this case, we would add a filter ECS30, and only two files would have been 
written to disk and we would have needed to search with find and grep later.



4.5. LOOPS

From my experience, this option has been quite useful for me during malware analysis, because it 
helped me frequently to find decryption algorithms, decryptors of strings, etc…

Based on some heuristic rules, this option will enumerate the more suspicious loops of the IDA 
disassembly:

In addition, a comment will be added in the disassembly, at the address of the loop. The suspicious loop
located in the previous image is a decryptor of strings.

The format of the results:

<loop address> - suspicious_loop(<suspicious instructions summary> /// …<list of specific 
suspicious instructions>... /// )(len=<len of the loop in bytes>)(function = <name of the funcion 
owning the loop>)

4.6. FUNCTIONS



This menu’s options are related to disassembly’s functions: identification of algorithms, statistics about 
the functions, renaming of functions to better understanding of the code, etc...

4.6.1. FUNCTIONS – STRUCTURES HEURISTIC IDENTIFICATION

This option will try to identify well-known algorithms in a heuristic way (not yara patterns or ids, it 
performs a more heuristic and less restrictive identification).

For the moment only RC4 algorithm identification is implement, but new algorithms will be supported 
soon.

4.6.2. FUNCTIONS – MOST USED FUNCTIONS

This option was useful for me frequently too, to find, for example, string decryptors. When this option 
is executed, a new windows is open, where the list of functions is shown, ordered by the number of 
references to it, and a small summary of suspicious instructions in the funcion:



The format of the results is:

Function <address> - references <number of references> ( <name of the funcion> ) - ( <summary 
suspicious instructions> )

4.6.3. FUNCTIONS – UP-NAME FUNCTIONS

This option is a bit more complicated to explain. When this option is executed, the functions are 
renamed trying to add some information about the function itself, into the own name that is set. In 
addition, the names ‘spread up’ to the higher level functions, so the names of the higher level functions 
contains information about the functions that are called under them (a kind of tree). It is going to be 
much easier to explain and to understand this functionality with an example, that we will see in the 
following lines.

Before continuing the reading of this section, it is important to read and understand the section 4.1.2. It 
talks about the list of names that this functionality will have in mind when it rename functions.



Lets imagine a tree of functions (based on the references between them) like this:

ExitProcess, CreateToolhelp32Snapshot, Process32First, Process32Next, Module32First and 
Module32Next, are names in the list of targets explained in the section 4.1.2. 

So if we are in func4 and we execute the option described in this section, each function is renamed 
having in mind the calls to names in the list of section 4.1.2. And in addition, as we said, that names 
will spread up. 

The format of the names of the renamed functions is like this:



fwd@<target1>@<target2>@...@<targetN>@fwd<X>

The last value <X> is used simply to avoid naming two functions in the same way (in the moment 
when the function is renamed, if the name exists, X is increased until the name didn’t exist).

So, if we execute this option, the previous functions will be renamed in this way:

func4 fwd@process32first@process32next@fwd0

func5 fwd@module32first@module32next@fwd0

func2 (func4 spreads up) fwd@process32first@process32next@fwd1

func3 (func4 and func5 
spread up) 

fwd@process32first@process32next@module32first@module32next@cre
atetoolhelp32snapshot@fwd0

func1 (func2 and func3 
spread up)

fwd@process32first@process32next@module32first@module32next@cre
atetoolhelp32snapshot@exitprocess@fwd0

This functionality could look crazy and unuseful, but sometimes it has been very helpful for me. 
Sometimes you have big binaries, with a lot of code, and it is difficult to trace what is happening, what 
parts of the code are using other parts of the code, etc… Using this option, when you reach func1 (once
it is renamed with the new name), you know under this function, at some point, it is called ExitProcess,
CreateToolhelp32Snapshot, Process32First, Process32Next, Module32First and Module32Next.

I know with the super useful IDA option “Xrefs graph from” you can get similar results, and much 
more powerful, because you see a graph of calls. I didn’t pretend to repeat functionality here. This 



idaDiscover’s option renames the funcions and, while you explore the code, it is easy to know at a 
glance what is doing a function inside.

By the way, un-renaming all the functions that this option renames, it is easy, you only need to use the 
next idaDiscover option: Reset up-name functions.

4.6.4. RESET – UP-NAME FUNCTIONS

Already explained in the previous section, un-renames the names created by the option explained in 
section 4.6.3.

4.6.5. CREATE – FUNCTIONS FROM UNREFERENCED CODE BLOCKS

Frequently this option is not necessary, because IDA usually covers and identifies perfectly each part of
a binary. But sometimes, specially when analyzing arbitrary dumped areas of memory (shellcodes 
without PE headers or other well-known headers etc…), some parts of the binary could have no 
references and appear as data non identified data. Sometimes this options is useful to convert that 
unknown data into functions.

4.6.6. SEARCH – SET CANDIDATE WINDOWS API FOR DWORDS

IdaDiscover’s directory has a subfolder named WinDlls. This subfolder must contain a set of Windows 
dll (by default, some dlls, from a win7SP1 6.1 build 7601 32, are into this directory).

Using the offset of the exports of the dlls into the WinDlls directory, this option search for each 
DWORD in the IDA disassembly, if they match the low WORD of that DWORD with an export of a 
dll of the WinDlls directory, it renames the DWORD with the name of the export.

This option can be really useful when you dump a memory region from a running process to analyze it.

When I analyze a packed malware, I frequently let it run, and then I stop the execution with WinDbg or
another debugger, and I dump the suspicious regions of the memory, such as RWE regions containing 
PEs, regions that seem shellcodes, etc…

What happens when you analyze a PE or a shellcode dumped from memory? Usually, the malware 
would have searched for APIs that it is going to use, and pointers to that APIs are kept in DWORDs. 
With this option, it is possible to rename that DWORDs to the name of the API.

Because of that, to get this option working, it is important to copy the most important Windows’ 
dlls (kernel32, ntdll, wininet, user32, etc…) from the machine where we run the malware (and 
where we have dumped memory regions from) into the idaDiscover’s subfolder, WinDlls.



Example:

4.7. EMULATOR

An emulator is a powerful tool. Among the existing emulators, Unicorn is probably one of the most 
powerful.

Emulation is a generic tool, it can be used in different ways to build more powerful tools. You could 
create, for example, a kind of emulator-based debugger. Emulators have been used for years in 
antivirus products. Etc…

https://www.unicorn-engine.org/


There are IDA plugins using internally an emulator. That doesn’t mean idaDiscover’s ‘Emulator’ option
is repeating the functionality of that other plugins. I have tried to build a set of emulator-based tools 
that, from my point of view, are really powerful in the task of analyzing malware.

The target of these options that use internally the emulator, it is not having a kind of emulator-based 
debugger for example. Some of the tasks that you could perform aumatically with these emulator 
options could be:

• Bruteforce functions’ parameters
• Massively emulate funcions on specific arguments
• Emulate all the calls to strings decryptors, get the decryptor string and set comments foreach 

line calling the decryptor with the obtained decrypted string
• Enable verbose output or debug mode to deeply trace the emulated code
• Etc...

When an emulation is started, these steps are followed:



• A new instance of the emulator is created
• IDA disassembly segments are mapped into the emulator memory address space
• Stack is created
• Registers’ values are set to the configured registers’ values
• Buffers specified by the user are copied to the emulator’s memory addresses specified for them
• Set starting address (EIP)
• Start emulation (if wildcards, emulate N times, replacing wildcards. It will be explained later)

In the next section I will explain all the options that the emulator uses internally, and I will give some 
examples about how these options could be used in a useful way.

4.7.1. EMULATOR - CONTENT1 TO EMU MEMORY ADDRESS

When this option is used, idaDiscover will ask for a memory address into the emulator’s address space 
where the current buffer selected in Content1 will be copied before starting the emulation.

4.7.2. EMULATOR - DWORD TO REGISTER

In this option, idaDiscover will ask for a register and a value to be introduced into that register.



The configured values for registers will be copied to the emulator’s registers before starting the 
emulation.

4.7.3. EMULATOR - DWORD TO EMU MEMORY ADDRESS

Like the previous described option, this option will ask for a value, but in this case idaDiscover will ask
for a memory address of the emulator’s address space, and the 4 bytes of the specified DWORD value 
will be copied into the specified memory address.

4.7.4. EMULATOR - INIT EMULATOR STACK

Most of the cases, a correct emulation will need to create a valid stack. It would be possible to create 
the stack manually. For example, move 0x20000 zeros to content1 with the select options, copy that 
0x20000 zeros to the address 0x0 of the address space of the emulator with the option explained in the 
section 4.7.1, set ESP = 0x10000 with the option explained in section 4.7.2, to point in the middle of 
the copied buffer. And usually with that it would be enough.

It is boring to have to create manually the stack each time that you want to emulate something. This 
option ‘Init emulator stack’ automatically creates a stack with this parameters:

• 0x20000 bytes (zeroes) copied to address 0x0
• ESP = 0x10000
• EBP = 0x10000

4.7.5. EMULATOR - SET REGISTER TO RECOVER (RESULTS AFTER 
EMULATION)



Emulator’s options show a log of the most important events happened, however, frequently it is 
necessary to recover some specific registers or regions of memory.

For example, if we emulate a function just until the return of the call, we could be interested in setting 
the register EAX to be recovered and showed in the results after the emulation, to know the return 
value of the emulated function.

This is possible with this option.

4.7.6. EMULATOR - SET MEMORY ADDRESS TO RECOVER (RESULTS 
AFTER EMULATION)

Very similar to the option explained in the previous section, with this option it is possible to configure a
memory address of the emulator’s address space and a size, and the region of memory configured will 
be recovered and shown in the results when the emulation finishes.

4.7.7. EMULATOR - SET START ADDRESS

The value configured with this option will be moved to emulator’s EIP register before starting the 
emulation.

4.7.8. EMULATOR - SET END ADDRESS

With this option it is possible to configure an address of the emulator’s address space, once the 
emulation has started, it will finish when EIP reachs the configured address.

4.7.9. EMULATOR - SET MAXIMUM NUMBER OF INSTRUCTIONS TO 
EMULATE (DEFAULT 1000)

The name of the option is self-explanatory. Once the emulation has started, when the number of 
emulated instructions reach the value configured here (default is 1000), the emulation stops.

4.7.10. EMULATOR - ADD TYPES OF INSTRUCTION TO SKIP



Here it is possible to configure a list of instructions that should be skipped. This list really contains 
patterns that must match the disassembly of the instruction, and if it matches, the instruction is skipped.

For example, we could configure this type of instruction to skip:

• “call dword ptr [“

If we configure this pattern, we would be skipping, for example, typical calls to imports. When an 
instruction of this type is reached, it is simply not emulated and EIP is set to the next instruction after 
the “call dword ptr […]“.

4.7.11. EMULATOR - ADD RECOMMENDED INSTRUCTIONS TYPES TO 
SKIP

This option is similar to the previous one, but in this case a set of predefined recommended instructions
to skip are configured. For the moment only this pattern is added “call dword ptr [“ (the main reason to 
add this pattern is to skip calls to imports). In the future this predefined list of types of instructions to 
skip will be increased.

4.7.12. EMULATOR - SET FLAG: MAP INVALID ADDRESSES ON ACCESS 
VIOLATION?

This option activates or deactivates a flag in the emulator that defines if the page of an invalid memory 
address of the emulator’s address space should be mapped when an instruction accesses it. If this flag is
true, the page will be mapped and filled with zeroes, and the emulation will continue. If this flag is 
false, the emulation will stop when an invalid address is accessed.

By default, this flag is true.

4.7.13. EMULATOR - SET FLAG: MAP FULL IDA SEGMENTS CODE IN 
EMULATOR ADDRESS SPACE?

This option activates or deactivates a flag in the emulator that defines if all the segments of the IDA 
disassembly should be mapped into the address space of the emulator.

Frequently it is highly recommended to set this flag = true, but sometimes, if we want to emulate a very
specific part of the code that we know well, we could want to deactivate this flag, and then we should 



use the option explained in the section 4.7.1 to copy the parts of code and data that we want to the 
emulator’s address space.

By default this flag is true.

4.7.14. EMULATOR - SET FLAG: ENABLE DEBUG MODE?

If this flag is enabled debug messages will be printed.

By default this flag is false.

4.7.15. EMULATOR - SET FLAG: ENABLE VERBOSE OUTPUT?

If this flag is enabled, additional output messages will be printed.

By default this flag is false.

4.7.16. EMULATOR - SET FLAG: EMULATOR RESULTS TO IDA 
COMMENTS?

In previous sections (4.7.5 and 4.7.6) we have talked about the possibility of specifying registers and 
memory regions to be recovered when the emulation finishes.

With this option, it is possible to add comments in the IDA disassembly (exactly, at the address where 
the emulation started) with the contents of the registers and memory regions that were specified to be 
recovered after the emulation.

For example, with the following code:



We are going to emulate the function strings_decryptor, we are going to set start_address = 0x1518b9c 
and end_address = 0x1518BA6. We initialize the stack too.

The second parameter of the function is the address where the decrypted string will be copied. We have
started the emulation when the first argument is pushed, so the function string_decryptor is going to 
find in the stack a zero for the second argument and is going to copy the decrypted string in the address
0x0. Another option would be to copy a buffer in the address space of the emulator, move to EAX the 
address of that buffer, and start the emulation at the address of the instruction ‘push eax’, and in this 
way the decrypted string will be copied to that buffer. But really, it is not necessary, it is enough to let it
to copy the decrypted string to the address 0x0.

So now we use the option explained in section 4.7.6 to ask the emulator to recover the content at the 
address 0x0 when the emulation finishes (we specify for example a region of size 20 bytes). We start 
the emulation and when it finishes the comment with the decrypted string (hexa and text) is printed and
added as comment:

4.7.17. EMULATOR - INTRODUCE WILDCARD TO EMULATOR MEMORY 
ADDRESS

Wildcards also works with some emulator menu’s options and they are very powerful together with the 
emulator. In section 4.7.25 it is explained deeply how wildcards works together with the emulator.

With this option it is possible to introduce wildcards into a memory region of the emulator’s address 
space, of this type:

• %IDANAMESADDRESS1%
• %IDANAMESADDRESS2%
• %IDANAMESCONTENT1%size%
• %IDANAMESCONTENT2%size%
• %IDANAMESCONTENT1%-1%
• %IDANAMESCONTENT1%-2%
• %IMMOPERANDS1%
• %IMMOPERANDS2%

It is important to read the section 3.2 to understand how to use each type of wildcard.



4.7.18. EMULATOR - INTRODUCE WILDCARD TO EMULATOR REGISTER

Wildcards also works with some emulator menu’s options and they are very powerful together with the 
emulator. In section 4.7.25 it is explained deeply how wildcards works together with the emulator.

With this option it is possible to introduce wildcards into emulator’s registers, of this type:

• %IDANAMESADDRESS1%
• %IDANAMESADDRESS2%
• %IMMOPERANDS1%
• %IMMOPERANDS2%

It is important to read the section 3.2 to understand how to use each type of wildcard.



4.7.19. EMULATOR - START EMULATION

With this option it is possible to start the emulation with the current config.

4.7.20. EMULATOR - RESET EMULATION CONFIG

With this option it is possible to reset the current emulator config and remove all the configuration 
parameters introduced.

4.7.21. EMULATOR - EDIT EMULATION CONFIG

With this option it is possible to edit the current introduced emulator config. 

A new window is open where it is possible to edit them:



4.7.22. EMULATOR - SHOW CURRENT EMULATION CONFIG

With this option the current emulator config is printed in the output window.

4.7.23. EMULATOR - EMULATE FROM CURRENT ADDRESS WITH DEFAULT
CONFIG (CTRL-SHIFT-ALT-E)

This option is very useful because you can start an emulation at the current address in the IDA 
dissasembly screen just with one click.

The current config is kept before starting the emulation with this option, but the following basic config 
is introduced:

• address 0x0 = 0x200000 bytes (zeroes)
• ESP = 0x100000
• EBP = 0x100000
• EIP = current screen EA
• endaddr = (until reaching the max number of instructions to emulate)
• flag map IDA segments = True

4.7.24. EMULATOR - EMULATE FROM WILDCARD MATCHES WITH 
DEFAULT CFG

In addition to the wildcards that can be configured into the emulator registers and memory regions (it 
was explained in sections 4.7.17 and 4.7.18 how to configure this wildcards, and it will be explained in 
the next section 4.7.25 how they work, with examples), it is possible to specify a pattern that should 
match a part of the disassembly of the instructions, and if the pattern matches the disassembly of an 
instruction, the emulation will start at that point.



Additionally, it is possible to configure a number of instructions previous to the match where the 
emulation should start (in this way, it will be possible to emulate, for example, the params to a call to a 
function whose name matches our pattern).

Lets see an example. We have a disassemble where we know that a function is a decryptor of strings. 
We would like to emulate all the calls to this function that is a decryptor of strings and create comments
for each address where the emulation started with the decrypted string:

We are going to emulate at an instruction before each address where the word ‘strings_decryptor’ 
appears, to emulate also the push of the address of the encrypted string. The second parameter of the 
function is the address where the decrypted string will be copied, and the third argument is the size.



We don’t know the exact size for each string, so we are going to keep in the third argument of the stack 
a fixed big size, and in the second argument any address, for example 0x60000000, where the 
decrypted string will be copied.

We are going to use the default stack described in section 4.7.23 (in the beginning ESP = 0x100000).

So, as explained in the section 4.7.3 (move a DWORD to a memory address of the emulator), we are 
going to move the value 0x60000000 to the address 0x100000 (the initial ESP) and a fixed value for 
the size, for example the value 0x2000 to the address 0x100004 (the third argument). Then, when the 
emulation starts, the address of the encrypted string will be pushed and the call to strings_decryptor 
will be emulated:

ESP Content at the beginning of strings_decryptor

0xffff8 <return addr of call strings_decryptor>

0xffffc <address of the encrypted string>

0x100000 0x60000000 <dest buffer decrypted string>

0x100004 0x2000 <size of the string>

Once we have set this configuration, we only need to specify the results that we want to recover with 
the option explained in section 4.7.6 (set memory address to recover after emulation). We will specify 
that we want to recover, for example, 0x20 bytes from the address 0x60000000. And, additionally, we 
are going to enable the flag described in section 4.7.16 to create comments for each emulation’s results.
In this way, the content of 0x60000000 after each emulation (the decrypted string) will be added as 
comment in the disassemble at the address where the emulation started.

So, with this configuration, we are going to use this option (emulate from wildcard matches) to emulate
all the calls to strings_decryptor:

As we said, we want to emulate from the previous instruction to the call strings_decryptor:



IdaDiscover will search for the matches of strings_decryptor and will start to emulate in the previous 
instruction, and, when the emulation finishes, comments will be added with the results:



4.7.25. EMULATOR – WILDCARDS IN EMULATOR OPTIONS

We have already explained how to introduce wildcards into the emulator registers and memory regions 
in sections 4.7.17 and 4.7.18.

In this section we are going to explain, with an example, how to use the wildcards together with the 
emulator.

It is very similar to the way that wildcards were used with crypto options, that was explained in section 
4.4.13. Basically, when a register contains a wildcard or a memory region contains a wildcard, N 
emulations will be launched, replacing for each emulation the wildcard by the associated content 
(associated content for each wildcard was explained in section 3.2).

As example, lets analyze a sample with a decryptor of strings:

The first argument of this function ‘strings_decryptor’ is the pointer to the encrypted string. The second
argument is a buffer where the decrypted string will be copied. And the third argument is the size of the
string.

We want to get the full list of decrypted string, so we could start our emulation at 0x151e640 (the 
strings_decryptor function) introducing a wildcard to emulate N times the function, pushing a different 
encrypted string each time.

First, we are going to use the option described in the section 4.7.17 (introduce a wildcard to emulator 
memory address) to write the wildcard %IDANAMESCONTENT1%-2% (you can read about this 
wildcard in the section 3.2) to the address 0x20000000 of the emulator’s address space. In this way, all 
the data with name identified by IDA will be copied to that address for each emulation.

Having in mind that with the default stack ESP = 0x100000, now, as explained in the section 4.7.3 
(move a DWORD to a memory address of the emulator), we are going to move the value 0x20000000 
to the address 0x100004 (this is going to be the encrypted string address, 0x100000 would contain the 
ret address of strings_decryptor), the value 0x60000000 to the address 0x100008 (this is going to be the
address where the decrypted string is going to be copied) and a fixed value for the size, for example the
value 0x2000 to the address 0x10000c (the third argument). 



Once we have set this configuration, we only need to specify the results that we want to recover with 
the option explained in section 4.7.6 (set memory address to recover after emulation). We will specify 
that we want to recover, for example, 0x20 bytes from the address 0x60000000. 

And we launch the emulation (with default config to get the stack in the default region, and we increase
the maximum number to 20000, to avoid that the emulation finishes before decrypting the strings). 
Once the emulation finishes, the emulation will be launched N times, trying to decrypt each buffer with
name identified by IDA. Because of this, the decryption will be applied on a lot of buffer that won’t be 
encrypted strings, we will need to search the results for the decrypted strings that we are interested on. 

Some of the decrypted strings that are shown in the results of the example:
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