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1. INTRODUCTION

IdaDiscover is an IDA python plugin whose functionality is mostly focused on analysis of malware, but
not necessarily restricted to this, it could be useful for other kind of tasks.

[ started to implement this plugin long time ago, and all the options and functionalities of the plugin
were born of my own necessity while I was analyzing malware samples. Every time I needed to
automatize a task that is frequently performed in analysis of malware, I automatized this task as an
option of the plugin.

Because of this, I feel that the plugin implements options and functionalities that are going to be really
useful in the process of analyzing a malware, because it was born from my own necessity during years
as malware analyst. It has made my life much easier and for this reason I decided to share it with other
malware analysts.

2. INSTALLATION

IdaDiscover needs some external libraries to work properly:

» future (should be installed automatically by the plugin if it is not already installed)

* yara-python (should be installed automatically by the plugin if it is not already installed)

* py_aho_corasick (should be installed automatically by the plugin if it is not already installed)
* pycrypto (should be installed automatically by the plugin if it is not already installed)

* unicorn (should be installed automatically by the plugin if it is not already installed)

* capstone (should be installed automatically by the plugin if it is not already installed)

* revealPE (git submodule from https://github.com/vallejocc/Reveal PE)

» pefile (git submodule from https://github.com/erocarrera/pefile)

One of the options of idaDiscover could be used to search patterns in the code or data with yara rules.
You could use your own yara rules. By default, the yaras’ folder is a git submodule from
https://github.com/Yara-Rules/rules.

So, to install the plugin, you would only need to clone the git repository and its submodules, and load
the plugin on IDA (it should install the python modules that it will need).

3. BASIC CONCEPTS OF THE PLUGIN IDADISCOVER


https://github.com/Yara-Rules/rules
https://github.com/erocarrera/pefile
https://github.com/vallejocc/RevealPE

3.1. INTERNAL VARIABLES

IdaDiscover uses a set of internal variables, depending on the option that you choose, it will use the
content of a subset of these internal variables. For example, if you choose the option ‘Crypto’ —
‘Calculate Xor’, the variables Key1 and Content1 should have been filled, because that option will xor
both buffers (introduced into these variables with options of the ‘Select’ menu) and will keep the result
in a file.

In the section 4.2 it is explained how to fill the values for these variables.

In the next sections the idaDiscover options and functionalities will be explained and for each option
that uses these internal variables, it will be explained what they should contain.

List of internal variables:

* Keyl
* Key2
e Contentl

¢ SearchSize
* SearchString

3.2. WILDCARDS

Another important mechanism in idaDiscover are the wildcards. They are special values that can be
introduced into the internal variables previously explained or other configuration fields like memory
ranges in the emulator memory address space or the emulator registers.

Wildcards work with some options of idaDiscover, and basically they mean that the chosen idaDiscover
operation (the chosen option) should be repeated N times, replacing the wildcard by a set of values

from the IDA disassembly (a different set values of depending on the introduced wildcard).

In the next sub-sections, each type of wildcard is described.

3.2.1. %IDANAMESADDRESS1%

As IDA dissasembler’s user probably knows, IDA identifies objects in the analyzed binary, and sets
names for these objects. For example, these two buffers:



db @
db @
db @
db @
db @
unk_154597@ db 22h

db 23h ; #
db @Fh
db 39h ; ©
db 3Ch ; -
db 5@h ; P
db 1zh
db @Bh
db  739h ; vy
db 4
db 1
db @Eh
db 5s8h ;
db ; B
db @Eh
db 5Fh ;
db 31h ;
db 51h ;
unk_1545982 db 35h ; & ; DATA XREF: sub 158B358+42Tc

»
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=
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A D =

db ;
db  1Bh
db 39k ;
db 24k
db  53h
db  13h

| . =l -

L
w
=

fu}

[i=]

LA b5

If the wildcard %0IDANAMESADDRESS1% is introduced into some IDA internal variables, the
chosen option will be repeated and executed multiple times, and for each time that the option is
executed, the wildcard will be replaced by addresses of names of objects identified by IDA
disassembler.

For example, in the previous example, imagine that we have started an emulation (emulator options
will be explained later) and register EAX is configured with %IDANAMESADDRESS1% wildcard. In
this case, the emulation will be launched N times (one for each name in IDA), and for each emulation,
the register EAX will be filled with the address of a different name of the IDA disassembly. In one of
the emulations, EAX value will be 0x1545970 (because of the name unk_1545970), and in the next one
EAX value will be 0x1545982 (because of unk_1545982), etc...

It exists two more addresses wildcards: %IDANAMESADDRESS2%, %IDANAMESADDRESS3%,
just in case you would need to bruteforce more than one parameter.

For example, lets imagine a function that receives two arguments, and a piece of code calls this
function in this way:



addr_my_code:
push eax
push ebx
call my_function

Imagine that we know that this function’s parameters are an encrypted buffer and a key, but we don’t
know where is the key and the encrypted buffer in the disassembly. So we decide to emulate the
function and for each emulation we want that the addresses of a name of the IDA disassembly was
introduced into EAX, and the address of another name in EBX.

If we want to do that, this won’t work:

EAX = %IDANAMESADDRESS1%
EBX = %IDANAMESADDRESS1%

Because in this case, the same address will be pushed two times for the funcion, because EAX and
EBX will be replaced by the same address.

However, if we do this:

EAX = %IDANAMESADDRESS1%
EBX = %IDANAMESADDRESS2%

In this case, idaDiscover will loop over the full list of IDA names in the disassembly two times, one for
%IDANAMESADDRESS1% and another one for %IDANAMESADDRESS2%. Something like this:

for address_namel in GetIDANames():
for address_name?2 in GetIDANames():
emuconfig.registers. EAX = address_namel
emuconfig.registers. EBX = address_name?2
emulate_code(addr_my_code, emuconfig)

It is important to be careful when we are working with wildcards. Imagine that we start an emulation
with a limit of 0x10000 instructions (we will talk about the emulator and its options later) and two
wildcards, and imagine that IDA disassembly contains 300 names for example. The emulation would
be launched 300*300 times, emulating 0x10000 instructions each time, and it will take long time to
finish.

3.2.2. %IDANAMESCONTENT1%size%

Before reading this section, it is recommendable to understand well the wildcard described in the
previous section 3.2.1.



This wildcard is similar to %)IDANAMESADDRESS1%, idaDiscover will loop over all the names that
IDA dissasembler has set on all the objects that it has identified, however instead of replacing the
wildcard with the address of the object, it will read the content of that address (the size of data to be
read is specified in the own wildcard) and the wildcard will be replaced by that content. For example, if
we have the same buffers of the section 3.2.1:

uo L

unk_1545378 db 22h ; " ; DATA XREF: sub 158B358+11To

db 23h ; #
db @Fh
db 39h : 9
db 3ch ; -
db sSe8h ; P
db 12h
db @Bh
db 79h ; v
db 4
db 1
db @Eh
db s5eh ;
db 26h ;
db @Eh
db SFh ;
db 31h ;
db 51h ;

unk_1545982 db  35h ; & ;3 DATA XREF: sub 158B3568+42To

La)

[rs]

M |

db 339h ; 3
db 1Bh

db 39h ;
db 24h ;
db 53h ;

[Fal - ]

Lets suppose we have introduced this wildcard into the variable Content1:
%IDANAMESCONTENT1%s20%:

And lets suppose that we have read another buffer into the variable Key1 (using the ‘Select’ menu that
will be explained in the next sections).

And now we execute the option ‘Crypto’ — ‘Calculate Xor’.

If we do this, the option ‘Calculate Xor’ will be executed N times (one time for each IDA disassembly
name), and it will xor the content introduced into Key1 with 20 bytes read from each IDA name
address. For example, when the name unk_1545970 is reached while idaDiscover loops over the IDA
names, this buffer will be introduced into Content1:

“x22\x23\x0F\x39\x3C\x50\x12\x0B\x79\x04\x01\x 0E\x 50\x26\xOE\x 5F\x 31\x51\x35\x39”

And this buffer will be xored with the content of Key1.



3.2.3. %IDANAMESCONTENT1%-1%

Before reading this section, it is recommendable to understand well the wildcards described in the
previous section 3.2.2.

This wildcard is very similar to the previous one, %IDANAMESCONTENT1%size%.

Sometimes, we would like to loop over all the IDA names and replace the wildcard with the contents at
that addresses, but we don’t want a specific fixed size.

For this reason it was born this wildcard. For each IDA name, it will read the content at the current
name, and it will read all the bytes until reaching the next IDA name. For example, in the capture of the
previous sections:

unk_ 1545978 db 22h ; " ; DATA XREF: sub 156B358+11to

db 23h ; #
db ®Fh
db 33h ; 9
db 3ch ; -
db seh ; P
db 12h
db 8Bh
db  79h ;
db 4
db 1
db ®Eh
db seh ;
db 26h :
db 8Eh
db SFh :
db  31h :
db 51h :

unk_1545982 db  35h ; S ; DATA XREF: sub 158B358+42To

=]

[r=]

i =

In this case, when idaDiscover loops over the IDA names, for the name unk_1545970, it will read the
buffer until reaching the next name unk_1545982:

“x22\x23\x0F\x39\x3C\x50\x12\x0B\x79\x04\x01\x OE\x 50\x26\xOE\x5F\x31\x51”

3.2.4. %IDANAMESCONTENT1%-2%



Before reading this section, it is recommendable to understand well the wildcards described in the

previous section 3.2.3.

This wildcard works exactly like the wildcard described at section 3.2.3, the only difference is that once
a buffer between names is read, trailing zeros are removed. For example:

db
unk_15459F@ db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
unk_ 1545416 db
db

15h

3Eh ;
23h ;
28h ;7
58h : )

s4h

ach
18h

4bh 3 M
2Bh ;

13h

48h ;
7Bh ; 1

3Bh ;
26h ; &
55h ;

= 0
wom
[ s s

=] 5
™om

= s S R I s O Y O %

In this case, if the wildcard %IDANAMESCONTENT1%-2% is used, when idaDiscover loops over the
IDA names and reachs the name unk_15459F0, it will replace the wildcard with the following buffer:

"\x15\x3E\x00\x23\x2A\x58\x03\x54\x07\x04\x0C\x 18\x4D\x2B\x13\x48\x7B\x01\x01\x3B\x26\x55\

x0E\x79"

3.3.5. %IMMOPERANDS1%



Before reading this section, it is recommendable to understand well the wildcard described in the
previous section 3.2.1.

Maybe this wildcard is not going to be used so frequently like the other wildcards, however sometimes
it could be interesting.

When this wildcard is set, idaDiscover will loop all the instructions of the IDA disassembly. When an
instruction with an immediate value is found, the wildcard is replaced by that immediate value and the
chosen option is executed.

For example, this piece of code:

. e ————— ——— e e

Ltext:els413598 H 5ub:15353?8+39Tp
Ltext:els41398 3 sub_153EF484321p
Ltext:el5413598

Ltext:81541398 arg_@ = dword ptr B8
Ltext:81541398 arg_4 = dword ptr @ch
Ltext:els413598

Jtext:81541398 55 push ebp

Ltext:81541391 89 ES mow ebp, esp
.text:81541393 BB 45 B3 mow eax, [ebpt+arg @8]
text:815413596 B9 @8 61 a8 ae mow ecx, 188h
Ltext:81541396 23 @D 3C 79 54 al and ecx, dword_154793C
Ltext:815413A1 3B 45 @C cmp eax, [ebp+targ_4]
Ltext:8l5413A4 BF 94 C8 setz al

Lext:815413A7 83 C1 88 add ecx, BFFFFFF3Bh
Ltext: 81541384 89 B0 38 VE 54 a1 mow dword_1547E38, ecx
.text:81541380 5D pop ebp

Ltext:81541361 C3 retn

Jtext:81541361 sub_ 1541396 endp

Ltext: 81541361

Ltext: 81541361 T T T T T
LText:81541362 99 968 99 98 98 99 98 98 96 98+ align 1@h

Ltext:els4130e

Ltext:els413Ce ; s============== 5 U B ROUTTINE ==========================
Ltext:els41308

Ltext:915413C8 ; Attributes: bp-based frame

Ltext:els41308

When idaDiscover loops the instructions and reachs the instruction at 0x1541396, the wildcard will be
replaced by 0x100, and when the instruction at 0x15413A7, the wildcard will be replaced by
OxFFFFFF80. And in both cases, the chosen option will be executed after replacing the wildcard in the
variable or the emulator memory or register, or whatever...

4. PLUGIN OPTIONS

4.1. CONFIG



IDADsCcowver

4.1.1. CONFIG — CONFIGURATION

Ltext:
Jdext:

tewt -

2

BUgus 1YE
Ba4a519E

AAS19F

fext:
Ldext:
Jdext:
Ldext:
fext:
Ldext:
Ldext:
tewt:

BE485 1A
2485 1A
2485 1A
@485 LAG
BE485 1A
2485 1A
Ba4a5 1AG
PRAAST AR

Analysis - Full (Ctel-Shift-Ak-24)
Canfig

Signatures

Crepto

Loaps

Functions

Select

Ernu

Canfig - Api names

Caonfig - Configuration
Config - Call targets

Config - Encrypted texts

; CODE XREF: sub_48
; sub 4B58E@+2384p
+ suh AASEFA:Toc 44

When this menu option is clicked, a IDA window is open where it is possible to configure some general

parameters of the plugin:

?_E—I Configuration D
ConfigMarme ‘Walue
e

o

["z] vararulespath
*2] bealarizeloops
*2] banalyzeloops

%eredplfrules-master findex, war

False
True

E banalyzeheuristicidentificationa... True
E bsearchencrypredtxts
EE] bsearchmostusedfunctions
EE] bsearchstackstrings
E bupnarnefunctions

E bapicrc3zusageanalysis

True
True
True
False
True

» yararulespath: path to the yara rules file (the string %~dp0 would be replaced by the plugin

directory path).

* bcolorizeloops: enable loops coloring in the analysis of loops.

* banalyzeloops: configure if full analysis option should include analysis of loops.

* banalyzeheuristicidentificationalgorithms: configure if full analysis option should include
heuristic analysis and identification of well-known algorithms.

* bsearchencryptedtxts: configure if full analysis option should include x-raying analysis of

encrypted strings with revealPE tools (https://github.com/vallejocc/Reveal PE).

* bsearchmostusedfunctions: configure if full analysis option should include analysis of functions
to sort them based on number of times that have been used.
* bsearchstackstrings: configure if full analysis option should include analysis of strings built on

stack.


https://github.com/vallejocc/RevealPE

* bupnamefunctions: configure if full analysis option should include up-name functionality (it
will be explained later).

* bapicrc32usageanalysis: configure if full analysis option should include analysis of usage of
crc32 of API names.

4.1.2. CONFIG — CALL TARGETS

Internally, idaDiscover uses a list of well-known names where disassembly’s calls could be calling.
Usually api names, for example, “call ds:RegSetValueExW?” (but it could be any other name).
Mainly, this list of names is used by the option Up-Names that will be explained later.

With this configuration option, a window will appear where it is possible to customize the list of call-
targets to be used by idaDiscover:

?i—l Configure Call Targets D

CallTargets

E CreateProcessa

FE] CreateProcessAsUserd
E CreateProcessfssarind
?i—l CreateProcessInternald
?i—l CreateProcessInternal
E CreateProcessin

F'_z—l CreateProcessihithLogon'h
?i—l CreateProcessiWithToken'
E CreateProxyArpEntry

FE] CreateProxyFromTypeInfo
E CreateRectRgn

?i—l CreateRectR.gnindirect
?i—l CreateRemoteThread

E CreateRemoteThreadE:
F'_z—l CreateRestrickedTaken
?i—l CreateRoundRectRgn

E CreateScalableFontResourced
FE] CreateScalableFontResourceiy
E CreateSemnaphored

?i—l CreateSemaphoreEx s

?i—l CreateSemaphoreExw
E CreateSemaphoreih

F'_z—l Createberviced

*2] CreateServicew
b_| - . - . -

By default, a long list of apinames is configured here. But maybe you could be interested in introduce a
custom name of your disassembly (for example, “strings_decryptor” if you want that calls of the type
“call strings_decryptor” are considered for the Up-Names option or other options that could be
implemented in the future).



4.1.3. CONFIG — CALL API NAMES

This list could look similar to the Call-Targets list (because Call-Targets list is composed mainly by
names of apis), however Call-Targets list is a list of names where call instructions could be calling (for
example, string_decryptor for “call string_decryptor” or crc32 for “call crc32”) meanwhile the list of
api names are only api names, and this list is used in different options of idaDiscover (for example, it is
used in the option “Apis Crc32 usage”, that search for instructions using values that are crc32 of api
names).

In this configuration option a window is open where it is possible to customize the list of api names
used by idaDiscover:

f}_i‘—l Corfigure Api Mames B

SpilMarres

E HtkpIsHoskHstsEnabled

?i—l HttpOpenhependencyHandle
?i—l HttpOpenkequesta

E HEtpOpenRequestiy

F'_z—l HttpPushClose

E HttpPushEnable

¥2] HttpPushwait

{El HttpueryInfos

E HtEpQuery TnFoi

?i—l HttpSendRequestd

?i—l HttpSendrequestExs

E HttpSendRequestExis

F'_z—l HttpSendRequestiy

E HttptWebSocketClose

E HttpiebSocketCompleteUpara...
{El HttpiebSocketQueryClosesta. .,
E Htkp'WebSocketReceive

2] HitpwebsocketSend

?i—l HtkpwebSocketShutdown

.bz—l HungWwindowFromizhostindow

4.1.4. CONFIG — ENCRYPTED TEXT

Another list that is used internally by idaDiscover is the list of encrypted texts. With this option, a
window is open where it is possible to customize this list of strings:



E Configure Encrypled Texks D

EncryptedTexts

E GetProcaddress
E This program
f}_a—l ik e,
fEl hkkps: )

For the moment, these strings are used in the option Analysis - Encrypted text, that perfoms a veeery
simple cryptoanalysis (under the hood, it is using RevealPE tool) to try to find candidate encrypted
strings that could be strings of the list once they are encrypted (with simple encryption algorithms), and
try to get the decryption method and key. It will be explained later.

With this configuration option you could customize the list of target strings that are going to be used as
plaintext in the cryptoanalysis.

4.2. SELECT

Select menu is very important, because with the options of this menu you can fill some different
internal variables used internally by idaDiscover (contentl, key1, key2,...):

ST

Select - Key 1 (Chrl-Shift-2lt-K)

BinDiff 5 Ctrl+8
IDADis conver 4 Analysis - Full (Ctrl-Shift-2lt-4) lect- ey 2
. Select - Content 1 (Ctrl-Shift-&lt-C)

Canfig ’ Select - Key 1 framn file
Signatures ' Select - Key 2 from file
Crypta ' Select - Content 1 fromm file
LDDPS- g Select - Key 1 from ask range
Functions ' Select - Key 2 from ask range
Select ¢ Select - Content 1 from ask range
Ernu ’

Select - Search block size 1

Select - String (Accept hexa)

Select - Key 1 from ask string (Ctrl-Shift-Alt-P)
Select - Key 2 from ask string

Select - Content 1 from ask string (Ctrl-Shift-2lt-5)
Select - Set zeros to Content 1

Select - Introduce wildcard to keyl

Select - Introduce wildcard to key?

Select - Introduce wildcard to content]

Select - Show Current Selections

Select - Edit Current Selections


https://github.com/vallejocc/RevealPE

And these variables will be very important because they are used to introduce data for the other options
(crypto, emulator, etc...), as we will see later. For the moment, in this section lets learn how to select
(fill) these variable from different sources.

4.2.1. SELECT — SELECT KEY 1 (from a visual selection in IDA segments)

This menu’s option can be used to store in the idaDiscover’s internal variable Key1, the content
selected in IDA disassembly or hexa dump:

® |.rdata:9154592F @@ db B
bl . ~data:@1545938 s ; DATA XR
.rdata: 81545936 ; sub 158
bl . rdata:@1545931 2 -
bl . rdata: 1545932
bl . rdata: 81545933
bl . rdata:#1545934
bl . ~data:@1545935
bl . rdata: 81545936
il . rdata: 1545937
bl . rdata:@1545938
bl . data: 81545939 3
bl . rdata: 91545934
bl . rdata:@1545938
bl . rdata:8154593C
bl . rdata: 91545930
bl . ~data:@154593E
bl . data:@154593F
bl . rdata: 91545040
ol -data:A1545941
Chrl+3
[=1:] db ]
[=1:] db ]
[=1:] db ]
[=1:] db ]
Alt+F12 8@ do @
[=1:] db ]
[=1:] db ]
[=1:] db ]
[=1:] dhb ]
Alt+F11 [=1z] db a
il Reconstruct $ jt; 2
1E unk_1545958 db  1Eh ; DATA XR
rdatar 01545943

o G

Analysis - Full (Ctrl-Shift-Alt-2) Select - Key 2 L
config " Select - Content 1 {Ctrl-Shift-Alt-C)
Signatures g Select - Key 1 from file
Crypto ’ Select - Key 2 from file
LDDPS_ g Select - Content 1 fram file
Functions g Select - Key 1 from ask range
500 &4 bit (AHDEH)] F Select - Key 2 from ask range
Select - Content 1 from ask range
Calart - Tazmveh hlark siva 1



The shortcut for this option is Crtl+Shift+Alt+K.

4.2.2. SELECT — SELECT KEY 2 (from a visual selection in IDA segments)

This option works like the option explained in the previous section 4.2.1, but it stores the selected
content into Key?2.

4.2.3. SELECT — SELECT CONTENT 1 (from a visual selection in IDA
segments)

This option works like the option explained in the previous section 4.2.1, but it stores the selected
content into Content1.

4.2.4. SELECT — SELECT KEY 1 (from a file)

This option works like the option explained in the previous section 4.2.1, but it asks for a path to a file,
then the content of the file is read, and it is stored into the variable Key1.

4.2.5. SELECT — SELECT KEY 2 (from a file)

This option works like the option explained in the previous section 4.2.1, but it asks for a path to a file,
then the content of the file is read, and it is stored into the variable Key?2.

4.2.6. SELECT — SELECT CONTENT 1 (from a file)

This option works like the option explained in the previous section 4.2.1, but it asks for a path to a file,
then the content of the file is read, and it is stored into the variable Content1.



4.2.7. SELECT — SELECT KEY 1 (from IDA segments, specify a range of
addresses)

This option works like the option explained in the previous section 4.2.1, however an initial addresses
and an ending address is asked (instead of getting the selected area in IDA disassembly), and the block
of code or data between both addresses is stored into Key1.

4.2.8. SELECT — SELECT KEY 2 (from IDA segments, specify a range of
addresses)

This option works like the option explained in the previous section 4.2.1, however an initial addresses
and an ending address is asked (instead of getting the selected area in IDA disassembly), and the block
of code or data between both addresses is stored into Key?2.

4.2.9. SELECT — SELECT CONTENT 1 (from IDA segments, specify a range of
addresses)

This option works like the option explained in the previous section 4.2.1, however an initial addresses
and an ending address is asked (instead of getting the selected area in IDA disassembly), and the block
of code or data between both addresses is stored into Content1.

4.2.10. SELECT — SEARCH BLOCK SIZE 1

Dispite the most used idaDiscover internal variables are Key1, Key2 and Content1, another internal
variables are used for some specific options. This is the case of the ‘Search Block Size 1’ variable, that
is used for the moment in the four ‘Search’ options under ‘Crypto’ menu (they will be explained later).

With this select option, a menu asking for a size will appear and the size will be stored in this internal
variable.

4.2.11. SELECT — SEARCH STRING (accepts hexadecimal)

Again, this option fills another internal variable of idaDiscover, ‘Search String 1°, that is used for the
moment in the four ‘Search’ options under ‘Crypto’ menu (they will be explained later).



4.2.12. SELECT — SELECT KEY 1 (introduce a string into a dialog box)

This option works like the option explained in the previous section 4.2.1, but it asks for an string (this
string accepts hexadecimal values encoded in this way: \x00,\x01,...), then the content of the string is
stored into the variable Key1.

4.2.13. SELECT — SELECT KEY 2 (introduce a string into a dialog box)

This option works like the option explained in the previous section 4.2.1, but it asks for an string (this
string accepts hexadecimal values encoded in this way: \x00,\x01,...), then the content of the string is
stored into the variable Key2.

4.2.14. SELECT — SELECT CONTENT 1 (introduce a string into a dialog box)

This option works like the option explained in the previous section 4.2.1, but it asks for an string (this
string accepts hexadecimal values encoded in this way: \x00,\x01,...), then the content of the string is
stored into the variable Content1.

4.2.15. SELECT — ZEROS TO CONTENT 1

This option works like the option explained in the previous section 4.2.1, but it asks for a number of
zeros, and it fills the variable Contentl with that number of zeros.

4.2.16. SELECT — WILDCARD TO KEY 1

With this option it is possible to introduce an idaDiscover wildcard (wildcards have been introduced in
the section 3 and it will be explained in detail for each option where a wildcard can be set) in
idaDiscover internal Key1:



!} Flease enter a string

Enter text value -
- ‘wildcard -
If wou insert wildcards, some operations (Ffor example crvpto options) will be launched M times.,

For each tirme, kewl will be filled with IDA data at different addresses (where IDW names were sek)
or imm values, depending on the inserted wildcard.

CAREFUL setking multiple wildcards could cause the operation to take loooong time.

Accepred values |

% IDANAMESCOMTEMNT 1 %size%% (the content at names of the IDA disassemble, size indicates the amount of byvtes ko be copied)

Y IDAMNAMESCONTENT 2% size% (identical like %IDANAMESCONTENT] Yosize%s)

e IDAMNAMESCOMTENT 1%6-1% (identical to #IDANAMESCONTENT] %sizes, but the size is automatically set ko the size of the block)
e IDAMNAMESCOMNTEMNT 1%6-2% (identical to S IDAMAMESCOMTENT 1 %-1%:, but trailing zeroes are removed From the read data)

% IMMOPERAMNDS1%: (imm operands among all the instructions of the IDA disassembly)

IMMOPERANDSZ%: (identical like 24IMMOPERAMDS1%:)

Cancel

4.2.17. SELECT — WILDCARD TO KEY 2

With this option it is possible to introduce an idaDiscover wildcard (wildcards have been introduced in
the section 3 and it will be explained in detail for each option where a wildcard can be set) in
idaDiscover internal Key2.

4.2.18. SELECT — WILDCARD TO CONTENT 1

With this option it is possible to introduce an idaDiscover wildcard (wildcards have been introduced in
the section 3 and it will be explained in detail for each option where a wildcard can be set) in
idaDiscover internal Content1.

4.2.19. SELECT — PRINT CURRENT SELECTIONS

With this option it is possible to print the values of the idaDiscover internal variables.



4.2.19. SELECT — EDIT CURRENT SELECTIONS

This option opens a new window where the list of idaDiscover internal variables is shown with their
values. In this window it is possible to edit the values of the variables:

i)

Edit Selections

Selection

Option Value

['z] selectedContent1RangeEnd
E selectedStringFromteny
E selectedSearchBlockSize 1
E selectedkey 1Rangestart
E selectedkey 1RangeEnd
?i—l selectedk ey ZRangestart
E seleckedContent 1

E selectedkeyZRangeEnd
E selectedContent 1Rangestart
E selectedkeyl

E selectedkey?

lama: 1545952

skr:

int:0

[org: 1545930

lonos 1545942

int:0

sty Yl 13w xS0H b
int:0

lama: 1545954

stris"Nr < l67- =0 L@H[IBU[
skr:

4.3. SIGNATURES

4.3.1. SIGNATURES — ANALYSIS YARA RULES

As it was explained in the section 4.1.1, in the main config of idaDiscover is stored a parameter
yararulespath.

By default, this parameter is pointing to <idaDiscover directory>/rules-master/index.yar, and this folder
rules-master is a submodule from this wellknown yara collection github repository:

https://github.com/Yara-Rules/rules
However this parameter could be customized to point to the own yaras of the idaDiscover’s user.
When this option of idaDiscover is used, patterns of the yara rules are searched in the code and data of

the segments of the IDA disassembly. A new window with the results is open when the analysis
finishes. For example:


https://github.com/Yara-Rules/rules

Yara - IDA Discover resulks @

ara matches:

154a8d4 - yara(CRC32_poly Constant({%c@))
154%9ed4 - yara(CRC32_table(%c@))
lafbef® - yara(maldoc_find_kernel32 base method_1(%a2))

Additionally, comments are set at addresses of code or data where the matches happened:

.data:@1549E0C 68 B0 88 B0 dword_1549EDG dd @
.data:@1549ED®

.data:81549EDB

.data:@1549ED4 @8 B0 80 80 dwurd_1549ED4 dd @ I
.data:@1549ED4

.data:@81549ED4L

.data:@1549EDE 96 db 96h ; -
.data:@1549ED9 30 db 38h ; ©
.data:@1l549EDA 87 db 7
.data:@1549EDE 77 db 77h ; w
.data:@1549EDC 2C db  2ch ; ,
.data:@1549EDD 61 db 61h ; &
.data:@1549EDE BE db  @Eh
.data:@1549EDF EE db BEEh ; i
.data:@1549EE® BA db @Bah ; =
.data:@1l549EE]1 51 db 51h ; Q
.data:@1549EE2 B9 db 9
.data:@1549EE3 99 db 99k ; °
.data:@1549EE4 19 db  19h

4.3.2. SIGNATURES — ANALYSIS YARA RULES (INLINE)

This option is similar to the previous one. However, the yara rule to be searched in the binary is
introduced inline:

T I Analysis - Full (Ctrl-Shift-Alt-2) ;zél :;: -’Eéﬁad”
> .rdar:18ea4809 33 F3 Config » cmp eax, @
00004054 000000001000 Signatures 4 Lnalysis - Yara
Crypto b Analysis - Yara Inline
Loops b Analysis - SignSech
Functions b Analysis - Apis cre3? usage
Select 4

Ermu 4



l} Please enter a string x

Flease enter a name For the inline vara rule | test w

Cacel

And introduce a pattern for the yara rule, for example:

% Flease enter a string x

Flease enter a patkern for the inline vara rule | JEECT I TT4S 00} w
Canel

f; Please enter a string x

Please enter a pattern For the inline vara rule | "GetModule"| w |
Cancel

The yara rule pattern should be introduced in the yara format, with {} if it is hexa values, with “” if it is
an string, etc...

Then, the pattern will be search in the code and results will be displayed in the same way that described
in the previous section.

4.3.3. SIGNATURES — APl CRC32 USAE

We have already talked about this option in section 4.1.2 (read this section to know how to configure
api names used to search crc32).

Basically, this option search code and data of the IDA disassembly for values (in data dwords,
instructions’ inmediates, etc...) matching crc32 of api names. A window is open with the searching
results and a comment will be set at the address of the code or data where the match happened.

4.4. CRYPTO

Crypto menu contains some options related to cryptography algorithms:



Analysis - Full {Ctrl-Shift-Alt-A)

Caonfig ¢

Signatures r

Crypta ’ Analysis - Encrypted text

Loops / Linalysis - Stack strings

Functions ’ Snalysis - Stack strings permuted code
Select ¢ Calculate - RC4

Ermu b Calculate - S CBC

Calculate - AESECH

Calculate - Xor

Calculate - MdS

Calculate - Sha2he

Search - String encrypted with Red
Zearch - 3tring encrypted with fes Che
Search - String encrypted with Ses Ech
Search - String Encrypted with Xor

4.4.1. CRYPTO — SEARCH ENCRYPTED TEXT

This option was already introduced in the section 4.1.4, where it was explained how to modify the
default configuration and add o remove encrypted strings to search.

When we execute this option, the set of configured string is searched, trying to find encrypted forms
(with simple encryption algorithms) of these strings. For this purpose it is using veeery simple
cryptoanalysis methods (my RevealPE tool is used under the hood, I recommend you to read this article
to understand the methods used to find the encrypted strings).

Once this option is executed and finished, a new window is open with the results:


http://www.vallejo.cc/2017/08/tools-for-unpacking-malware-part-2-weak.html
https://github.com/vallejocc/RevealPE

Crypto - IDA Discover resulks @

Search encrypted texts results:

Encrypted PE found pos: 15438ac alg: XOR1 key: d9 inc: @

Encrypted PE found pos: 15438ac alg: XOR1 key: d9 inc: @

Encrypted PE found pos: 15438ac alg: XOR4 key: d9d9d9d9 inc: @

Encrypted PE found pos: 15438ac alg: XOR4 key: d9d9d9d9 inc: @

Encrypted PE found pos: 154385c alg: vigenere key: @ inc: @

Encrypted PE found pos: 154437e alg: vigenere key: 1 inc: @

Encrypted text found: This program pos: 15438a3a alg: XOR1 key: d9 inc: @
Encrypted text found: This program pos: 15438aa alg: XOR1 key: d9 inc: @
Encrypted text found: This program pos: 15438aa alg: XOR4 key: d9d9d9d9 inc: @
Encrypted text found: This program pos: 15438aa alg: XOR4 key: d9d9d9d9 inc: @

4.4.2. CRYPTO — SEARCH STRINGS BUILT IN STACK

This option will search for strings built in the stack. For example, the following piece of code:

LIE RN e e I S R |

call unknown_libname 54 ; BDS 2885-24
test 2ax, eax

jz loc_414CES

mov [ebp+var_24], 786F6276h

mov [ebp+var_2@8], 76726573h

mov [ebp+var_1C], 2EEB5636%9%h

mov [ebptvar_18], 657865h

lea eax, [ebptvar_ 18]

lea edx, [ebptvar_ 24]

call unknown_libname_41 ; BDS 2885-24
mowv [ebpt+var_24], 68747976h

mov [ebp+var_2@8], B652EGEGFh

mov [ebp+var_1C], 6578h

lea eax, [ebpt+var_14]

lea edx, [ebptvar_24]

call unknown_libname 41 ; BDS 2@865-24
mov eax, [ebptvar_ 4]

If we run this option with the sample owning this code, a new window will be open with these strings
built in stack and some comments will be added to the lines where the strings are build:



Search encrypted texts results: call unknown_libname_54 ; BDS 2@885-2
__________________________________________________________ test e@x, eax
__________________________________________________________ jz loc_414CEB
mov [ebp+var_24], 786F6276h ; wvbox
mow [ebp+var 28], 76726573h ; serv
Strings constructed in stack: Mo [ebptvar_1C], 2E65636%h ; ice.
__________________________________________________________ mow [ebp+var_18], 657865h
sub_414BF@ - 414c2b - vboxservice. lea eax, [ebp+var_18@]
sub_414BF@ - 414c52 - python.e lea edx, [ebptvar_24]
sub_414E48 - 4ldebf - myapp.ex call unknown_libname_41 ; BDS 2885-2
sub_414E48 - 4ldeec - self.exe Mo [ebpt+var 247, 68747978h ; pyth
__________________________________________________________ mov [ebpt+var_28], 652EGEGFh ; on.e
mov [ebp+var_1C], 6578h
lea eax, [ebp+var 14]
w1l the candidate pieces for strings constructed in stack: lea edx, [ebptvar_24]
__________________________________________________________ call unknown_libname 41 ; BDS 2885-2

414c2b - vbox
414c32 - serwv
414c39 - ice.
414252 - pyth
414c59 - on.e
414299 - t.ex
41d4ebf - myap
dldecs - p.ex
Mldeec - self
Ml4ef3d - .exe

4.4.3. CRYPTO — CALCULATE RC4

Before reading this section, it is important to understand the idaDiscover internal variables, explained
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with RC4 the content of the internal variable Content1 with the key stored in
the internal variable Key1. Then, a file path must be chosen where the decrypted content will be kept.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained
how to use wildcards with the crypto options.

4.4.4. CRYPTO — CALCULATE AES CBC

Before reading this section, it is important to understand the idaDiscover internal variables, explained
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with AES CBC the content of the internal variable Content1 with the key
stored in the internal variable Key1 and IV stored in Key2. Then, a file path must be chosen where the
decrypted content will be kept.



It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained
how to use wildcards with the crypto options.

4.4.5. CRYPTO — CALCULATE AES ECB

Before reading this section, it is important to understand the idaDiscover internal variables, explained
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with AES ECB the content of the internal variable Content1 with the key
stored in the internal variable Key1. Then, a file path must be chosen where the decrypted content will

be kept.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained
how to use wildcards with the crypto options.

4.4.6. CRYPTO — CALCULATE XOR

Before reading this section, it is important to understand the idaDiscover internal variables, explained
in section 3.1, and the Select menu, explained in the section 4.2.

This option will decrypt with XOR the content of the internal variable Content1 with the key stored in
the internal variable Key1. Then, a file path must be chosen where the decrypted content will be kept.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained
how to use wildcards with the crypto options.

4.4.7. CRYPTO — CALCULATE MD5

Before reading this section, it is important to understand the idaDiscover internal variables, explained
in section 3.1, and the Select menu, explained in the section 4.2.

This option will calculate MDS5 of the content of the internal variable Contentl1. Then, a file path must
be chosen where the calculated hash.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained
how to use wildcards with the crypto options.



4.4.8. CRYPTO — CALCULATE SHA256

Before reading this section, it is important to understand the idaDiscover internal variables, explained
in section 3.1, and the Select menu, explained in the section 4.2.

This option will calculate SHA256 of the content of the internal variable Contentl. Then, a file path
must be chosen where the calculated hash.

It is possible to use wildcards with this option. Take a look at the section 4.4.13 where it is explained
how to use wildcards with the crypto options.

4.4.9. CRYPTO — SEARCH STRING ENCRYPTED WITH RC4

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, SearchString and
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with RC4 and Key1 as key, then it will check if SearchString
appears into the decrypted block.

If the SearchString appears in the decrypted block, idaDiscover will log the address where the
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.

4.4.10. CRYPTO — SEARCH STRING ENCRYPTED WITH AES CBC

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, Key2, SearchString and
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with AES CBC and Key1 as key and Key2 as IV, then it will
check if SearchString appears into the decrypted block.



If the SearchString appears in the decrypted block, idaDiscover will log the address where the
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.

4.4.11. CRYPTO — SEARCH STRING ENCRYPTED WITH AES ECB

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, SearchString and
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with AES ECB and Key1 as key, then it will check if
SearchString appears into the decrypted block.

If the SearchString appears in the decrypted block, idaDiscover will log the address where the
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.

4.4.12. CRYPTO — SEARCH STRING ENCRYPTED WITH XOR

Before reading this section, it is important to understand the idaDiscover’s Select menu, explained in
the section 4.2.

For this option, it is necessary to configure these variables: Content1, Key1, SearchString and
SearchSize.

When this option is executed, idaDiscover will loop on the content of Content1, getting blocks of size =
SearchSize, it will decrypt each block with XOR and Key1 as key, then it will check if SearchString
appears into the decrypted block.

If the SearchString appears in the decrypted block, idaDiscover will log the address where the
decrypted block started and will continue.

When the operation finishes, all the matches will be shown.



4.4.13. CRYPTO — WILDCARDS IN CRYPTO OPTIONS

‘Calculate’ crypto options explained in sections 4.4.3 to 4.4.8 accept the following wildcards. It is
possible to use the options of the select menu to configure these wildcards into the idaDiscover internal
variables, as explained in the sections 4.2.16, 4.2.17 and 4.2.18:

E} Please enter a string

Enker bexk walue -
- Wildcard -
If wou insert wildcards, some operations (For example crypko options) will be launched M times.,

For each time, keywl will be filled with IDA data at different addresses (where IDA names were sek)
of imm values, depending on the inserted wildcard.

CAREFUL setting multiple wildcards could cause the operation to take loooong time,

Accepted values

i IDAMAMESCOMTEMNT 1 %size%s (the content at names of the IDA disassemble, size indicates the amount of bytes ko be copied)

e IDAMNAMESCONTEMNT 2% size% (identical like %IDAMNAMESCOMTENT 1 %siza%:)

R IDAMNAMESCOMTEMT 1%:-1%: (identical to SEIDANAMESCOMTEMT 1%size%%, but the size is automatically set to the size of the block)
e IDAMNAMESCOMTEMT 1 %-2% (identical to <LIDANAMESCONTEMNT 19%-1%:, buk traiing zeroes are removed From the read data)
ZIMMOPERAMNDS 1% (imm operands among all the instructions of the IDA disassembly)

WIMMOPERANDS2%: (identical ke SIMMOPERANDS1%:)

Carcel

Basically, when you introduce wildcards in the crypto operations, they will be executed N times,
replacing the wilcard by the content associated to the wildcard (this is explained in section 3.2), and all
the results will be kept in the specified directory with the following format for the name of the written
files:

dec_content1_<replaced wildcard offset>_<replaced wildcard size>_key1_<replaced wildcard
offset>_<replaced wildcard size>_key2_<replaced wildcard offset>_<replaced wildcard size>.bin

(only the variables with wildcards will appear in the name, for example if only content1 is configured
with a wildcard, the name will be: dec_content1_<replaced wildcard offset>_<replaced wildcard
size>.bin).

Lets see an example to understand this better. We have an unpacked sample of trickbot. We know it
contains an ECS30 key, encrypted with a simple xor. The xor key is stored in some part of the binary,
but we don’t know where. Same thing with the encrypted ECS30 key, the encrypted ECS30 key is
stored in the binary and we don’t know where.



Ok, so we are going to configure %IDANAMESCONTENT1%-2% into the internal variable content1,
and %IDANAMESCONTENT?2%-2% into the internal variable key1. In this way, the operation will be
repeated for all the contents of the objects identified by IDA (where IDA have set names), a loop
similar to this:

for namel in GetIDANames():
for name2 in GetIDANames():
content]l = GetContent(namel)
key1l = GetContent(name2)
content] = removeTrailingZeroes(content1)
key1l = removeTrailingZeroes(key1)
XorAndKeep(content1, key1)

All the results will be kept in the target directory:

| dec_content1_21372092_3431_key1_21372092_3431.bin
dec_content]_21372092_3431_key1_21375524_16.bin
dec_content]_21372002_3431_key1_21375540_63068.bin
dec_content]_21372082_3431_key1_21438608_5208.bin
dec_content]_21372092_3431_key1_21446516_3856.bin
| dec_content1_21372092_3431_key1_21450752_4.bin
dec_content]_21372082_3431_key1_21450756 d.bin
dec_content]_21372092_3431_key1_21450760_4.bin
dec_content]_21372082_3431_key1_21450764_d.bin
dec_content]_21372082_3431_key1_21450765 d.bin
| dec_content1_21372002_3431_key1_21450772_4.bin

do o o cacod AARTAAMT TARA Lo 4 A1 ACDATTS A Lo

L

L

L

L

Have in mind that if we set two wildcards, it will cause a lot of operations (number_of_IDA_names *
number_of_IDA_names) and will generate a lot of result files, and will take a long time to finish. In the
example that it is being explained, 172000 files were generated, most of them small files, and it toke
around 45 minutes to finish. In spite of this fact, it is still acceptable and useful, because it was done
automatically while you can be doing another things, and probably trying to find the xor key and the
encrypted ECS30 by manual reversing, could take you a time too (specially if you don’t know the
malware in depth) and you will spend your effort, instead of doing it in an automatic way.

Frequently, it is not necessary to use two or more wildards. If, for example, you know where a xor (or
rc4, or other algorithm,...) key is stored, you could use one wildcard only, to decrypt all the data blocks

identified by IDA, and search for the decrypted contents that you are interested in.

Once the files are generated, we search for the file containing the plaintext that we know:



% find . g Xargs grep EC538
file ./dec_contentl 2143 LBy 8.bin matches
file ./dec_contentl 21458 5_key! 4.bin matches

P

—+ L1

)
a7
as
Ga
b

_.:'I_
b
1
b
5

NI T %
[
w3 oM

So, now we know the xor key is located at hex(21458828):

lata:®: xor_key db 8C3h ; &
lata: @]

lata: 8! db 54h ; T
lata: db &7h ;
lata: 8] db @F@h ; &
fata: el db @alh ;
lata: @] db 8eh ; £
lata: 8] db &Ch ; 1

lata: db 59h ;

And the encrypted ECS30 key is located at hex(21438608):

Ltext:8l472098 BE ecc_key db 86h ; T
Jext:81472891 17 db 17h
text:81472692 D4 db @D4h ;
text:81472893 3 db BC3h ; A
text: 81472894 91 db 91k ; °
text: 81472895 58 db 8@h ; £
text: 81472896 6C db &Ch ; 1
text: 81472897 59 db  59h ;
text: 81472898 38 db 3@8h ; @
text:81472699 74 db 74h ; t
text:81472894 A1 db 1
text:8147269E8 2B db 2Bh ; +
text:81472809C B1 db 81h
tavt @H1ATIRON N Ah @k - T

So, in this way, we have found the xor key, that is the same xor key to decrypt the xor layer of the
config (following the references of the code using this xor key, we can find easily the pointer to the
encrypted config). In a very automatic way and only with static analysis, we have been able to find the
key of the xor layer, the ecc key, and the trickbot config.

Pending work: it is pending to add the possibility to configure a filter for the results: only the result
files containing a given string will be written to disk. In disk way, we avoid to generate a big amount of
files. For example in this case, we would add a filter ECS30, and only two files would have been
written to disk and we would have needed to search with find and grep later.



4.5. LOOPS

From my experience, this option has been quite useful for me during malware analysis, because it
helped me frequently to find decryption algorithms, decryptors of strings, etc...

Based on some heuristic rules, this option will enumerate the more suspicious loops of the IDA

disassembly:
39 - suspicious_loop(incdec mowvmem shrl xor /// inc eax /// mov [ebx], eax /// shr edx, ¢l /// xor eax, esi /// )(len=
3d@ - suspicious_loop(movmem shrl xor /// mov [ebp+var_1@], eax /// shr edi, 1 /// edi, dword 15495@C[eax*4] /// )(len=7¢
23a - suspicious_loop(incdec movmem xor  /// add esp, 4 /// mov dword ptr [esp+@B4h+var_A4], ebx /// xor ebx, ebx /// )(len=ct
278 - suspicious_loop(incdec movmem xor /// inc dword ptr [edi+l@h] /// mov [ebptvar_g4], ebx /// xor ebx, ebx /// }(len=453]
7f@ - suspicious_loop(incdec xor xormem /// inc esi /// xor [ebp+editvar_14], al /// xor [ebpteditvar_14], al /// )(len=26)(1
378 - suspicious_loop(incdec movmem xor [ inc edi /// mov byte ptr [esp+22Ch+var_228], bh /// xor bl, bh /// )(len=4f)(func
379 icious_loop(movmem shrl xor /// mov [ebp+var_1@], @ /// shl eax, 18h /// esi, dword_1547878 /// )(len=118)(func
18e ; loop(movmem shrl xor /// mov [ebp+var_18], eax /// shl edi, 18h /// wor eax, BAFAEAS34h /// ){len=37e)(funct
248 - suspicious_ ovmem shrl xor  /// mov [ebptvar_14], edi /// shr edi, 1 /// edi, [ebp+var_14] /// )(len=2a)(functi
1d5 - suspicious_loop(in movmem xor  /f// inc dword_154B168 /// mov [ebp+var_28], eax /// wor esi, esi /// )(len=19F){funct
382 - suspicious_loop(incdec add esp, 4 /// mov [ebpt+var_28], esi /// xor ecx, @078990B3h /// ) (len=4c@)(funct
7fc - suspicious_loop(incdec movmem esp, 4 /// mov [ebp+var_ 28], esi /// xor ecx, @D7899DB3h /// ) (len=481)(funct
7fa - suspicious_loop(incdec movmem xor . -
34l - suspicious_loop(incdec movmem xor /// ad .text:@151E678 loc_ 151E678: ; CODE XREF: sub_151i
a3@ - suspicious_loop(incdec movmem xor  /// P | text:@151E670 call sub_1528E88 ; suspicious_loop(ir
f54 - suspicious_loop(incdec movmem xor /// add esp, 4 b .text:@151E675 mov ecx, eax
a7e - suspicious_loop(incdec movmem xor  /// add esp, 4 ' .text:@151E677 mov eax, edi
378 - suspicious_loop(incdec movmem xor /// add esp, 4 ' .text:@151E679 cdq
326 - suspicious_loop(movmem shrl xor /// mov [esi+edi+3f " " | text:@151E67A idiv ecx
188 - suspicious_loop(incdec movmem xor  /// add esp, 4 v ° | text:e151E67C movzx  eax, byte ptr [esitedi]
=80 - suspicious_loop(incdec movmem xor /// add esp, 4 1 .text:@151E688 xor al, ds:byte_1544B98[edx]
85 - suspicious_loop(incdec movmem xor /// add esp, 4 H .text:@151E686 mov ecx, [ebptarg 4]
2c® - suspicious_loop(incdec movmem xor /// add esp, 4 ' .text:@151E689 mov [ecx+edi], al
f3@ - suspicious_loop(incdec movmem xor /// add esp, 4 b .text:@151E68C inc edi
83 - suspicious_loop(incdec movmem xor /// add esp, 4 ' .text:@151E68D push ebx
335 - suspicious_loop(movmem shrl xor /// mov [ebp+var_1fl | ° |.text:8151E68E push edi
368 - suspicious_loop(incdec movmem xor /// inc edi ///Q .text:@151E68F call sub_1548648
366 - suspicious_loop(incdec movmem xor /// 1inc edi ///f 17 | text:e151e694 add esp, &
368 - suspicious_loop(incdec movmem xor /// inc edi ///Q ' " | text:@151E697 test al, 1
16T - suspicious_loop(incdec xor xormem /// inc edi ///f] LI |.text:8151E699 jz short loc_151E67@ ; sus
34c - suspicious_loop(movmem shrl xor /// mov byte ptr [ .text:8151E69B -

.text:®151E698 loc_151E69B: ; CODE XREF: sub_151

In addition, a comment will be added in the disassembly, at the address of the loop. The suspicious loop

located in the previous image is a decryptor of strings.

The format of the results:

<loop address> - suspicious_loop(<suspicious instructions summary> /// ...<list of specific
suspicious instructions>... // )(len=<len of the loop in bytes>)(function = <name of the funcion

owning the loop>)

4.6. FUNCTIONS



This menu’s options are related to disassembly’s functions: identification of algorithms, statistics about
the functions, renaming of functions to better understanding of the code, etc...

LSnalysis - Full (Ctrl-Shift-Alt-09

Config *

Signatures r

Crypto »

Laops 4

Functions / Analysis - Structures heuristic identification
select ’ Analysis - Most used functions

Ernu ; Analysis - Up narme functions

Reset - Up-name functions
Create - Functions far unreferenced code blocks

Search - Set candidate Windows api for dwords

4.6.1. FUNCTIONS — STRUCTURES HEURISTIC IDENTIFICATION

This option will try to identify well-known algorithms in a heuristic way (not yara patterns or ids, it
performs a more heuristic and less restrictive identification).

For the moment only RC4 algorithm identification is implement, but new algorithms will be supported
soon.

Heuristic identification algorithms results:

4.6.2. FUNCTIONS — MOST USED FUNCTIONS

This option was useful for me frequently too, to find, for example, string decryptors. When this option
is executed, a new windows is open, where the list of functions is shown, ordered by the number of
references to it, and a small summary of suspicious instructions in the funcion:



sub 48C728 ) - ( )

sub 48C7AC ) - ( )

sub 41EC68 ) - ( )

@System@d@CheckAutoResultfgqrl ) - ( )

@System@ilLstrfromdStriqqrrl?System@iinsistri

sub_48486C ) - [ )

GetProcAddress @ ) - ( )

{iWindowsf@ZeroMemory$gqqrpvui ) - ( )

sub 41E594 ) - ( )

[fWebscript@THTMLItem@oetHTMLSqgry ) - (

CloseHandle @ 3 - ( )

Sleep ) - ()

sub 426374 ) - ()

sub 483678 ) - ( )

[@System@iiistrFromPRCharLenfgqrrl?Systemildid

sub_483CD4 ) - ( incdec )

[@systemBiWwstrFromlstriqqrrl?systemiWidestri

sub_48269C ) - ( )

@systemBiLstrlat3fqgry ) - ( )

@System@iLstrFromPCharLenfqqrrl?Systemiinsi

sub 41326C ) - ( )

SelectObject ) - ( )

sub_41F7@8 ) - (

sub_41F768 ) - (

sub 427754 ) - (

sub_4277E@ ) - (

[@5ystem@UTFBEncod
(
(
(
(

Function 48c728 - references 31
Function #48c7ac - references 2d
Function 4lecsd - references 2c
Function 485634 - references 2a
Function 48338c - references 28
Function 48486c - references 24
Function 48683c - references 24
Function 4863e4 - references 24
Function 41e594 - references 28
Function 411278 - references 1f
Function 485f44 - references 1d
Function 486124 - references 1lc
Function 426374 - references 1c
Function 483678 - references 1b
Function 4837d8 - references la
Function #483cd4 - references la
Function 483878 - references 19
Function 48269c - references 18
Function 4833ec - references 18
Function 483238 - references 16
Function 41326c - references 16
Function 4861f4 - references 15
Function 41f788 - references 15
Function 41f768 - references 15
Function 427754 - references 15
Function 4277e@ - references 15
Function 4@8bbb® - references 14
Function 426lc@ - references 14
Function 4861ld4 - references 13

)
)
)
)
efqqrxl7systemiWideString
)

sub_4261C@ )
Deletedbject

[ L

¢ )
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Function 48df28 - references 13 ( sub 480F28 ) incdec xor xormem )
Function 483578 - references 12 ( sub_483578 ) - )
Function 48412c - references 12 ( sub_48412C ) - )

The format of the results is:

Function <address> - references <number of references> ( <name of the funcion> ) - ( <summary
suspicious instructions> )

4.6.3. FUNCTIONS — UP-NAME FUNCTIONS

This option is a bit more complicated to explain. When this option is executed, the functions are
renamed trying to add some information about the function itself, into the own name that is set. In
addition, the names ‘spread up’ to the higher level functions, so the names of the higher level functions
contains information about the functions that are called under them (a kind of tree). It is going to be
much easier to explain and to understand this functionality with an example, that we will see in the
following lines.

Before continuing the reading of this section, it is important to read and understand the section 4.1.2. It
talks about the list of names that this functionality will have in mind when it rename functions.



Lets imagine a tree of functions (based on the references between them) like this:

funcl
call func2
call func3

call ExitProcess

func3
call funcd

cal funch

callCreateToolhelp32Snapshot

funcd funch

call Process32First call Module32First

call Process32Mext call Module32MNext

ExitProcess, CreateToolhelp32Snapshot, Process32First, Process32Next, Module32First and
Module32Next, are names in the list of targets explained in the section 4.1.2.

So if we are in func4 and we execute the option described in this section, each function is renamed
having in mind the calls to names in the list of section 4.1.2. And in addition, as we said, that names

will spread up.

The format of the names of the renamed functions is like this:



fwd@<targetl>@<target2>@...@<targetN>@fwd<X>

The last value <X> is used simply to avoid naming two functions in the same way (in the moment
when the function is renamed, if the name exists, X is increased until the name didn’t exist).

So, if we execute this option, the previous functions will be renamed in this way:

func4

fwd@process32first@process32next@fwd0

func5

fwd@module32first@module32next@fwd0

func2 (func4 spreads up)

fwd@process32first@process32next@fwd1l

func3 (func4 and func5
spread up)

fwd@process32first@process32next@module32first@module32next@cre
atetoolhelp32snapshot@fwd0

func1 (func2 and func3
spread up)

fwd@process32first@process32next@module32first@module32next@cre
atetoolhelp32snapshot@exitprocess@fwd0

call func2

call func3

call ExitProcess

fwd@process32first@process32next@module32first@module32next@ createtoolhelp32snapshot@exitprocess@ fwd0

\

fwd@process32first@process32next@module32first@module32next@createtoolhelp32snapshot@ fwd0

call funca

call funca

fwd@process32first@process32next@ fiwdl]

cal funch

callCreateToolhelp32Snapshot

J

call Process32First

call Process32Next

fwd@process32first@ process32next@ fwd0

P

fwd@module32first@module32next@ fwd0

call Module32First

call Module32Next

This functionality could look crazy and unuseful, but sometimes it has been very helpful for me.
Sometimes you have big binaries, with a lot of code, and it is difficult to trace what is happening, what
parts of the code are using other parts of the code, etc... Using this option, when you reach func1 (once
it is renamed with the new name), you know under this function, at some point, it is called ExitProcess,
CreateToolhelp32Snapshot, Process32First, Process32Next, Module32First and Module32Next.

I know with the super useful IDA option “Xrefs graph from” you can get similar results, and much
more powerful, because you see a graph of calls. I didn’t pretend to repeat functionality here. This




idaDiscover’s option renames the funcions and, while you explore the code, it is easy to know at a
glance what is doing a function inside.

By the way, un-renaming all the functions that this option renames, it is easy, you only need to use the
next idaDiscover option: Reset up-name functions.

4.6.4. RESET — UP-NAME FUNCTIONS

Already explained in the previous section, un-renames the names created by the option explained in
section 4.6.3.

4.6.5. CREATE — FUNCTIONS FROM UNREFERENCED CODE BLOCKS

Frequently this option is not necessary, because IDA usually covers and identifies perfectly each part of
a binary. But sometimes, specially when analyzing arbitrary dumped areas of memory (shellcodes
without PE headers or other well-known headers etc...), some parts of the binary could have no
references and appear as data non identified data. Sometimes this options is useful to convert that
unknown data into functions.

4.6.6. SEARCH — SET CANDIDATE WINDOWS API FOR DWORDS

IdaDiscover’s directory has a subfolder named WinDlls. This subfolder must contain a set of Windows
dll (by default, some dlls, from a win7SP1 6.1 build 7601 32, are into this directory).

Using the offset of the exports of the dlls into the WinDlls directory, this option search for each
DWORD in the IDA disassembly, if they match the low WORD of that DWORD with an export of a
dll of the WinDlls directory, it renames the DWORD with the name of the export.

This option can be really useful when you dump a memory region from a running process to analyze it.

When I analyze a packed malware, I frequently let it run, and then I stop the execution with WinDbg or
another debugger, and I dump the suspicious regions of the memory, such as RWE regions containing
PEs, regions that seem shellcodes, etc...

What happens when you analyze a PE or a shellcode dumped from memory? Usually, the malware
would have searched for APIs that it is going to use, and pointers to that APIs are kept in DWORD:s.
With this option, it is possible to rename that DWORDs to the name of the API.

Because of that, to get this option working, it is important to copy the most important Windows’
dlls (kernel32, ntdll, wininet, user32, etc...) from the machine where we run the malware (and
where we have dumped memory regions from) into the idaDiscover’s subfolder, WinDlls.



Example:

LI X
UPXe:
UPXE:
LIPX@E:
UPX@:
LIPX@:
UPXe:
UPXE ;
LIPX@E:
UPX@:
LIPX@:
UPXe:
UPXE ;
LIPX@E:
UPX@:
1 @ed6A21C
UPXe:
LIPX@:
LIPX@E:
UPX@:
LIPX@E:
UPX@:
LIPX@:
LIPX@E:
UPXE:
LIPX@E:
UPX@:
LIPX@:
UPXe:
UPXE:
LIPX@E:
UPX@:
LIPX@:
UPXe:
UPXE ;
LIPX@E:
UPX@:
LIPX@:
UPXe:
UPXE ;
LIPX@E:
UPX@:
LIPX@E:
UPXe:

FLAT T

LUPXa

4.7. EMULATOR

DA LN
BaLch2ae
ae46A284
Ba4ch2a4
Be40A283
Ba4aA26E
Ba4ch2aC
Ba46A28C
Ba4ch2la
ged4chile
@a4sA214
@ad4ch2la
Be46A213
Ba46A213
@a4eA21C

Ba4cA22a
Bad46A226
Ba4ch224
@a4ch224
BEa4aA223
Ba40A228
Bad46R22C
BaLeA22C
Ba46A238
Ba4aA25E
@e4h234
Ba46A234
BE46A23E
Be46A238
Ba4eA23C
Ba4eA23C
BaLeA24a
Bad4ch2ae
@a46A244
@a4ch244
Ba40A248
BE4aA248
Ba4eA24C
Ba46A24C
Ba46A25a
Ba40A258
Ba4aA254
Ba4cA254

AAasAaro

dword_4bA2Z6E
dword_46A284
dword_46A288
dword_46428C
dword_ 464216
dword_46A214
dword_486A218
dword_46821C
dword_46A228
dword_464224
dword_46A228
dword_46A22C
dword_46A238
dword_46A234
dword_465A238
dword_46A23C
dword_46A248
dword_48A244
dword_46A248
dword_46424C
dword 4654258

dword_46A254

diiced Aarmaara

a4

fBABBALEN

7BAAFBTEBh

7BAT1DALK

76AB2381h

TBATIEAZK

7BASBCBOh

7BAT2F81h

7BAT2F95h

7BAT1DC3h

76AT1DBCh

76A79911h

7BATTSASh

76ABBBIFh

7BAT39A8N

7EATESDLh

7EASBA3ER

TBAT2CBAR

7BAT2412h

76AT7D53Dh

76AT13D8h

76AS689Fh

76ATBTCEh

S aaraTal

UHEXE

R BALEY
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:
UPXa;
UPXa:
UPXa:
UPXa:
UPXa:

LT

Ba4cAZBE
Ba16A2B8
Ba4cA2BE
Ba4eAZBS
BadaA2Bd
pa4cAZBS
Ba1eA2B84
Ba46A2EBE
Ba4eA2BE
Ba46A2BE
Ba4cAZBE
Ba1eA2BC
BadaA2BC
Ba4eAZBC
Ba4aA2BC
padcAzZle
Ba4sAZ1a
padcAZle
pad4cAZle
Bad4cA214
Ba4eAZls
pad4eAZ14
padcA2l4
Ba1eA2l4
Ba46A218
Ba4eAZlEs
Ba46A218
Ba4cAZ1E
Ba16A218
Ba4eA21C
Ba4eAZlC
Bad4eA21C
BadeA2lC
Ba4eA21C
Ba46A220
Ba4eAZ2e
BadaA228
pa4cAZ2e
Ba16A228
Ba46A224
Ba4eAZ24
Ba46A224
pa4cAZ24

AnAsAnAaa

kernelsZ dll >leep dd /bAbbBA4BH 3
kernel32_dll_FatalAppExit& dd 78AAFE7Bh ;
kernel32 dll VirtualFree dd 76A71DA4h H
kernel32_dll_HeapDestroy dd 78AB23@1lh  ;
kernel32_dll_HeapCreate dd 76473EAZh ;

H
kernel32 dl1 SetFileAttributesA dd 76A58(

kernel32 dll FreeEnvironmentStringsA dd 7

kernel32 dll FreeEnvironmentStringskd dd 7

i
kernel32? dl1_GetEnvironmentStringsW dd 7€
]
]

El

An emulator is a powerful tool. Among the existing emulators, Unicorn is probably one of the most
powerful.

Emulation is a generic tool, it can be used in different ways to build more powerful tools. You could
create, for example, a kind of emulator-based debugger. Emulators have been used for years in

antivirus products. Etc...


https://www.unicorn-engine.org/

There are IDA plugins using internally an emulator. That doesn’t mean idaDiscover’s ‘Emulator’ option
is repeating the functionality of that other plugins. I have tried to build a set of emulator-based tools
that, from my point of view, are really powerful in the task of analyzing malware.

BAnalysis - Full (Ctrl-Shift-4lt-24)
Caonfig

Signatures

Crypto

Loops

Functions

Select

Erriu

Ernulator - Ernulzte from current address with default config {Ctrl-Shift-At-E)
Ernulatar - Ernulate from wildcard matches with default cfg

Ernulator - Content] to emu memory address

Ernulator - DWORD to ermu rmemory address

Ernulator - DWORD to register

Ernulator - Introduce wildcard to emulator mermorny address

Ernulator - Introduce wildcard to emulator register

Ernulator - Set start address

Ernulatar - Set end address

Ernulator - Set register to recover (results after ermulation)

Ernulator - Set memory address to recover (results after ernulation)
Ernulator - Add types of instruction to skip

Ernulator - Add recormmended instructions types to skip

Ernulator - et flag: map imvalid addresses on access wiolation?

Ernulator - et flag: map full ida segrments code in emulator address space?
Ernulator - et flag: enable debug mode?

Emulator - Set maximurm number of instructions to emulate (default 1000
Ernulator - et flag: emulator results to DA comments?

Ermulatar - Init ernulator stack

Ernulator - Reset ernulation config

Ernulator - Set flag: enable werbose output?

Ernulatar - Start ernulation

Ernulatar - Show current ermulation config

Ernulataor - Edit emulation config

The target of these options that use internally the emulator, it is not having a kind of emulator-based
debugger for example. Some of the tasks that you could perform aumatically with these emulator

options could be:

* Bruteforce functions’ parameters

* Massively emulate funcions on specific arguments

* Emulate all the calls to strings decryptors, get the decryptor string and set comments foreach
line calling the decryptor with the obtained decrypted string

* Enable verbose output or debug mode to deeply trace the emulated code

e Ftc...

When an emulation is started, these steps are followed:



* Anew instance of the emulator is created

* IDA disassembly segments are mapped into the emulator memory address space

» Stack is created

* Registers’ values are set to the configured registers’ values

» Buffers specified by the user are copied to the emulator’s memory addresses specified for them
» Set starting address (EIP)

» Start emulation (if wildcards, emulate N times, replacing wildcards. It will be explained later)

In the next section I will explain all the options that the emulator uses internally, and I will give some
examples about how these options could be used in a useful way.

4.7.1. EMULATOR - CONTENT1 TO EMU MEMORY ADDRESS

When this option is used, idaDiscover will ask for a memory address into the emulator’s address space
where the current buffer selected in Content1 will be copied before starting the emulation.

4.7.2. EMULATOR - DWORD TO REGISTER

In this option, idaDiscover will ask for a register and a value to be introduced into that register.

!," Flease enter a string x

Enter text value -

- Emulator register name -
Accepted values

[=EF

BCX

edx w

eh
esp
ebp
esi

edi

Cancel




ﬂ Flease enter a nurmber >

Enter integer value -

- Emulakar reqgisker value -

Input | ﬂ w

Cancel

The configured values for registers will be copied to the emulator’s registers before starting the
emulation.

4.7.3. EMULATOR - DWORD TO EMU MEMORY ADDRESS

Like the previous described option, this option will ask for a value, but in this case idaDiscover will ask
for a memory address of the emulator’s address space, and the 4 bytes of the specified DWORD value
will be copied into the specified memory address.

4.7.4. EMULATOR - INIT EMULATOR STACK

Most of the cases, a correct emulation will need to create a valid stack. It would be possible to create
the stack manually. For example, move 0x20000 zeros to content1 with the select options, copy that
0x20000 zeros to the address 0x0 of the address space of the emulator with the option explained in the
section 4.7.1, set ESP = 0x10000 with the option explained in section 4.7.2, to point in the middle of
the copied buffer. And usually with that it would be enough.

It is boring to have to create manually the stack each time that you want to emulate something. This
option ‘Init emulator stack’ automatically creates a stack with this parameters:

* 0x20000 bytes (zeroes) copied to address 0x0
* ESP=0x10000
* EBP = 0x10000

4.7.5. EMULATOR - SET REGISTER TO RECOVER (RESULTS AFTER
EMULATION)



Emulator’s options show a log of the most important events happened, however, frequently it is
necessary to recover some specific registers or regions of memory.

For example, if we emulate a function just until the return of the call, we could be interested in setting
the register EAX to be recovered and showed in the results after the emulation, to know the return

value of the emulated function.

This is possible with this option.

4.7.6. EMULATOR - SET MEMORY ADDRESS TO RECOVER (RESULTS
AFTER EMULATION)

Very similar to the option explained in the previous section, with this option it is possible to configure a
memory address of the emulator’s address space and a size, and the region of memory configured will
be recovered and shown in the results when the emulation finishes.

4.7.7. EMULATOR - SET START ADDRESS

The value configured with this option will be moved to emulator’s EIP register before starting the
emulation.

4.7.8. EMULATOR - SET END ADDRESS

With this option it is possible to configure an address of the emulator’s address space, once the
emulation has started, it will finish when EIP reachs the configured address.

4.7.9. EMULATOR - SET MAXIMUM NUMBER OF INSTRUCTIONS TO
EMULATE (DEFAULT 1000)

The name of the option is self-explanatory. Once the emulation has started, when the number of
emulated instructions reach the value configured here (default is 1000), the emulation stops.

4.7.10. EMULATOR - ADD TYPES OF INSTRUCTION TO SKIP



Here it is possible to configure a list of instructions that should be skipped. This list really contains
patterns that must match the disassembly of the instruction, and if it matches, the instruction is skipped.

For example, we could configure this type of instruction to skip:
* “call dword ptr [“

If we configure this pattern, we would be skipping, for example, typical calls to imports. When an
instruction of this type is reached, it is simply not emulated and EIP is set to the next instruction after
the “call dword ptr [...]“

4.7.11. EMULATOR - ADD RECOMMENDED INSTRUCTIONS TYPES TO
SKIP

This option is similar to the previous one, but in this case a set of predefined recommended instructions
to skip are configured. For the moment only this pattern is added “call dword ptr [“ (the main reason to
add this pattern is to skip calls to imports). In the future this predefined list of types of instructions to
skip will be increased.

4.7.12. EMULATOR - SET FLAG: MAP INVALID ADDRESSES ON ACCESS
VIOLATION?

This option activates or deactivates a flag in the emulator that defines if the page of an invalid memory
address of the emulator’s address space should be mapped when an instruction accesses it. If this flag is
true, the page will be mapped and filled with zeroes, and the emulation will continue. If this flag is
false, the emulation will stop when an invalid address is accessed.

By default, this flag is true.

4.7.13. EMULATOR - SET FLAG: MAP FULL IDA SEGMENTS CODE IN
EMULATOR ADDRESS SPACE?

This option activates or deactivates a flag in the emulator that defines if all the segments of the IDA
disassembly should be mapped into the address space of the emulator.

Frequently it is highly recommended to set this flag = true, but sometimes, if we want to emulate a very
specific part of the code that we know well, we could want to deactivate this flag, and then we should



use the option explained in the section 4.7.1 to copy the parts of code and data that we want to the
emulator’s address space.

By default this flag is true.

4.7.14. EMULATOR - SET FLAG: ENABLE DEBUG MODE?

If this flag is enabled debug messages will be printed.

By default this flag is false.

4.7.15. EMULATOR - SET FLAG: ENABLE VERBOSE OUTPUT?

If this flag is enabled, additional output messages will be printed.

By default this flag is false.

4.7.16. EMULATOR - SET FLAG: EMULATOR RESULTS TO IDA
COMMENTS?

In previous sections (4.7.5 and 4.7.6) we have talked about the possibility of specifying registers and
memory regions to be recovered when the emulation finishes.

With this option, it is possible to add comments in the IDA disassembly (exactly, at the address where
the emulation started) with the contents of the registers and memory regions that were specified to be
recovered after the emulation.

For example, with the following code:

Fo——

.text:81513898 5D 45 A@ lea eax, [ebptvar_6@]
.text:81513B9B 5@ push eax

Ltext:81518B9C 68 3F o8 54 @l push offset unk_154683F
.text:81518BA1 EB 9A 54 B8 20 call strings_decryptor
Jgext: 81518846 83 C4 aC add esp, BCh
.text:B1518BA 56 push esi

Ltext:@1513BAA B0 45 A@ lea eax, [ebptvar_6@]
.text:81513BAD 5@ push eax



We are going to emulate the function strings_decryptor, we are going to set start_address = 0x1518b9c
and end_address = 0x1518BA6. We initialize the stack too.

The second parameter of the function is the address where the decrypted string will be copied. We have
started the emulation when the first argument is pushed, so the function string_decryptor is going to
find in the stack a zero for the second argument and is going to copy the decrypted string in the address
0x0. Another option would be to copy a buffer in the address space of the emulator, move to EAX the
address of that buffer, and start the emulation at the address of the instruction ‘push eax’, and in this
way the decrypted string will be copied to that buffer. But really, it is not necessary, it is enough to let it
to copy the decrypted string to the address 0x0.

So now we use the option explained in section 4.7.6 to ask the emulator to recover the content at the
address 0x0 when the emulation finishes (we specify for example a region of size 20 bytes). We start
the emulation and when it finishes the comment with the decrypted string (hexa and text) is printed and
added as comment:

——

Ltext: 81518698 3D 45 A@ lea eax, [ebptvar_&@]

.text:81518696 58 push eax

.text:81518B3C 68 3F 68 54 Bl push offset unk_154B683F ; Bx@:

Ltext:81518685C H -»7365745T75726cB@6651755b2F16752e6d426437
.text:81518B3C H -r»set_url.fQu[/.u.mBd7
Ltext:81518B9C H

.text:@1513BA1 E8 9A SA @@ 8@ call strings_decryptor

Ltext:81518BA6 83 C4 aC add esp, BCh

Ltext:@1518BA9 56 push esi

.text:@1518BAA BD 45 AR lea eax, [ebptvar_&@]

Ltext:@1518BAD 58 push eax

4.7.17. EMULATOR - INTRODUCE WILDCARD TO EMULATOR MEMORY
ADDRESS

Wildcards also works with some emulator menu’s options and they are very powerful together with the
emulator. In section 4.7.25 it is explained deeply how wildcards works together with the emulator.

With this option it is possible to introduce wildcards into a memory region of the emulator’s address
space, of this type:

* %IDANAMESADDRESS1%

* %IDANAMESADDRESS2%

* %IDANAMESCONTENT1%size%
* %IDANAMESCONTENT?2%size%
* %IDANAMESCONTENT1%-1%

* %IDANAMESCONTENT1%-2%

* %IMMOPERANDS1%

* %IMMOPERANDS2%

It is important to read the section 3.2 to understand how to use each type of wildcard.



!} Please enter a string

Enter text value -
- Wildcard -
If wiou insert wildcards, the emulation will be launched M times.

Far each emulation, the karget emulatar address will be filled with IDA addresses, data
ar imm values, depending on the inserted wildcard.

CAREFUL setting mulkiple wildcards could cause the emulation to take loooong time.

Accepted values

S IDANAMESADDRESS1 % (addreses af the names of the IDA disassemblyd

HIDANAMESADDRESSZ% (identical ke S:IDAMAMESADDRESS1%:)

S IDAMNAMESCOMTENT 1 %esize%t (the content at names af the IDA disassemble, size indicates the amount of bytes to be copied)
HIDANAMESCONTENT 2%0size%: (identical like %IDANAMESCOMNTENT 1 Yosize®a)

S IDANAMESCOMTENT1%:-1% (identical to S IDAMAMESCONTEMNT 1% sizes, but the size is automatically set ko the size af the block)
S IDANAMESCOMTENT 1 %-2% (identical to 2 IDAMAMESCOMNTEMNT 19%%-1%:, buk traiing zeroes are remaved From the read daka)

S IMMOPERANDS 1% {imm operands amang all the instruckions of the IDW disassembhy)

% IMMOPERANDSZ%: (identical

Cancel

4.7.18. EMULATOR - INTRODUCE WILDCARD TO EMULATOR REGISTER

Wildcards also works with some emulator menu’s options and they are very powerful together with the
emulator. In section 4.7.25 it is explained deeply how wildcards works together with the emulator.

With this option it is possible to introduce wildcards into emulator’s registers, of this type:
* %IDANAMESADDRESS1%
* %IDANAMESADDRESS2%
* %IMMOPERANDS1%
* %IMMOPERANDS2%

It is important to read the section 3.2 to understand how to use each type of wildcard.

!,‘ Please enter a string

Enker text value -

- Emulator reqgister name -
Accepted values

eay

Ay



!} Please enter a string

Enter text value -
- Wildcard -
If wou insert wildcards, the emulation will be launched M times,

For each emulation, the target reqgisker will be filled with 108 addresses
ar imm values, depending on the inserted wildcard,

CAREFUL setting multiple wildcards could cause the emulation to take loooong time,

Accepted values

HIDAMAMESADDRESS 1%, (addreses of the names of the IDA disassembly)
HIDANAMESADDRESS2%: (identical ke S4IDANAMESADDRESS19%:)

% IMMOPERAMDS1% {imm operands among all the instructions of the IDA disassembly)

YIMMOPERANDS2% (identical like % IMMOPERANDS1%:)

Cancel

4.7.19. EMULATOR - START EMULATION

With this option it is possible to start the emulation with the current config.

4.7.20. EMULATOR - RESET EMULATION CONFIG

With this option it is possible to reset the current emulator config and remove all the configuration
parameters introduced.

4.7.21. EMULATOR - EDIT EMULATION CONFIG

With this option it is possible to edit the current introduced emulator config.

A new window is open where it is possible to edit them:



E Edit Emulation Canfig D

Emulation Option Option Walue

T -

E EMU_memconkent_300000 str:lalalalala dididjd lalaexunrhndo aihdsaiodshiodshioa. ..
E EMU_merconkent_30000 skt

f}_a—l EMU_merconkent_d4ez0 striMage

fEl EMU_reqvalue_edsx ink: 12345678

4.7.22. EMULATOR - SHOW CURRENT EMULATION CONFIG

With this option the current emulator config is printed in the output window.

4.7.23. EMULATOR - EMULATE FROM CURRENT ADDRESS WITH DEFAULT
CONFIG (CTRL-SHIFT-ALT-E)

This option is very useful because you can start an emulation at the current address in the IDA
dissasembly screen just with one click.

The current config is kept before starting the emulation with this option, but the following basic config
is introduced:

* address 0x0 = 0x200000 bytes (zeroes)

« ESP = 0x100000

+ EBP = 0x100000

* EIP = current screen EA

* endaddr = (until reaching the max number of instructions to emulate)
» flag map IDA segments = True

4.7.24. EMULATOR - EMULATE FROM WILDCARD MATCHES WITH
DEFAULT CFG

In addition to the wildcards that can be configured into the emulator registers and memory regions (it
was explained in sections 4.7.17 and 4.7.18 how to configure this wildcards, and it will be explained in
the next section 4.7.25 how they work, with examples), it is possible to specify a pattern that should
match a part of the disassembly of the instructions, and if the pattern matches the disassembly of an
instruction, the emulation will start at that point.



Additionally, it is possible to configure a number of instructions previous to the match where the
emulation should start (in this way, it will be possible to emulate, for example, the params to a call to a
function whose name matches our pattern).

Lets see an example. We have a disassemble where we know that a function is a decryptor of strings.
We would like to emulate all the calls to this function that is a decryptor of strings and create comments
for each address where the emulation started with the decrypted string:

L N N
.text:@151A18C 8D 7D EB lea edi, [ebpt+var_18]
.text:@8151A18F 5@ push eax
Ltext:@l51A198 57 push edi
Ltext:8151A191 68 F1 46 54 a8l push offset unk_1544BF1
Ltext:@151A196 ES AS 44 88 e call strings_decryptor
Ltext:8l51A1968 83 C4 ac add esp, @Ch
Ltext:@8151A19E 57 push edi
.text:8151A19F FF D6 call esi
Ldextiel51A1A1 B9 (e MW esi, eax
Ltext:8151A1A3 ES FE F7 a8 a8 call sub_ 1529988
Ltext:@8151A1A8 5@ push eax
Ltext:8l51A1A9 BA B8 push @
.text:@151A1AB E3B 58 73 FD FF call api_search
Ltext:8l51AlBe 83 C4 88 add esp, 8
text:8151A1B3 89 C7 mow edi, eax
.text:8151A1B5 8D 9D 48 FF FF FF lea ebx, [ebptvar_ BE]
Ltext:8151A1BE 6A 18 push 18h
.text:@8151A1BD 53 push ebx
Ltext:8151A1BE 68 88 61 34 a1 push offset unk_1546188
Ltext:@151A1C3 EB 78 44 88 el call strings_decryptor
Ltext:8l51A1C8 83 C4 ac add esp, @Ch
Ltext:@8151A1CE 53 push ebx
Ltewt:@151A1CC 56 push esi
Ltext:8151A1CD FF DY call edi
Ltext:8151A1CF A3 68 AC 54 a8l mowv dword_154AC6E, eax
Ltext:8l51A1D4 ES C7 F7 @8 e call sub_ 1529948
Ltext:815148109 S8 push eax
Ltext:8l51A1DA B6A B8 push @
Ltext:@151A10C E3 1F 73 FD FF call apil_search
Ltext:8151A1E]1 B3 C4 88 add esp, 8
text:8151A1E4 89 (7 mow edi, eax
Ltext:8151A1ER ES 95 ES @1 a8 call sub_1538538
.text:@151A1EB 8D 9D 27 FF FF FF lea ebx, [ebpt+var_D9]
.text:@8151A1F1 58 push eax
Ltext:@151A1F2 53 push ebx
Ltext:8151A1F3 68 A8 61 54 81 push offset unk_15461A8
Ltext:@151A1F3 ES 43 44 00 @0 call strings_decryptor
L N N

We are going to emulate at an instruction before each address where the word ‘strings_decryptor’
appears, to emulate also the push of the address of the encrypted string. The second parameter of the
function is the address where the decrypted string will be copied, and the third argument is the size.



We don’t know the exact size for each string, so we are going to keep in the third argument of the stack
a fixed big size, and in the second argument any address, for example 0x60000000, where the
decrypted string will be copied.

We are going to use the default stack described in section 4.7.23 (in the beginning ESP = 0x100000).

So, as explained in the section 4.7.3 (move a DWORD to a memory address of the emulator), we are
going to move the value 0x60000000 to the address 0x100000 (the initial ESP) and a fixed value for
the size, for example the value 0x2000 to the address 0x100004 (the third argument). Then, when the
emulation starts, the address of the encrypted string will be pushed and the call to strings_decryptor
will be emulated:

ESP Content at the beginning of strings_decryptor
0xffff8 <return addr of call strings_decryptor>

Oxffffc <address of the encrypted string>

0x100000 0x60000000 <dest buffer decrypted string>
0x100004 0x2000 <size of the string>

Once we have set this configuration, we only need to specify the results that we want to recover with
the option explained in section 4.7.6 (set memory address to recover after emulation). We will specify
that we want to recover, for example, 0x20 bytes from the address 0x60000000. And, additionally, we
are going to enable the flag described in section 4.7.16 to create comments for each emulation’s results.
In this way, the content of 0x60000000 after each emulation (the decrypted string) will be added as
comment in the disassemble at the address where the emulation started.

So, with this configuration, we are going to use this option (emulate from wildcard matches) to emulate
all the calls to strings_decryptor:

!_1" Please enter a string

Enter kext value -

| strings_decryptor|

- Emulatar - Introduce an string that should be contained by the
disasm or comments of the instructions where emuolation should start From,

Cancel

As we said, we want to emulate from the previous instruction to the call strings_decryptor:



ﬁ Please enter a nurnber x

Enter inkeqger walue -

- Emulatar - Fareach match where the emulation shoulk skark,
the emulation will skart a number of instruckions previous to the match
(this number of instructions is configured here),

Inpuk | 1 e

Corcel

IdaDiscover will search for the matches of strings_decryptor and will start to emulate in the previous
instruction, and, when the emulation finishes, comments will be added with the results:

Ltext:@151A18C 3D 7D E8 lea edi, [ebp+var_13]

.text:@151A18F 5@ push eax

Ltext:@1514196 57 push edi

.text:@151A191 68 F1 4B 54 @1 push offset unk_1544BF1 ; @x@:

Ltext:els1Aal9l H -»637279787433322e646c6cB01a7b6cRa75542ba0
text:8151A191 H -»crypt32.d1l. . {1.uT..
Ltext:el51A191 H

Ltext:@151A196 EE AS 44 09 @@ call strings_decryptor

text:@151A198 83 C4 8C add esp, @Ch

Ltext:@151A19E 57 push edi

.text:@151A19F FF D& call esi

Jtext:@151A1A1 89 C6 mov esi, eax

Ltext:@151A1A3 EB FB8 F7 @@ @e call sub_ 1529948

Ltext:@151A1AB 5@ push eax

Ltext:@l51A1A9 BA @8 push a

.text:@151A1AE EE 5@ 73 FD FF call api_search

Ltext:@l151A1B8 83 C4 88 add esp, 8

.text:8151A1B3 89 (7 mov edi, eax

.text:@151A1B5 BD 9D 48 FF FF FF lea ebx, [ebp+var_B3]

.text:@151A1BB 6A 18 push 18h

Ltext:@151A1BD 53 push ebx

.text:@151A1BE 68 88 61 54 @1 push offset unk_1546188 ; @x@:

.text:@151A1BE H -»4365727447657443657274696669636174654368
text:8151A1BE H -x»CertGetCertificateCh
Ltext:@l151A1BE H

Ltext:@151A1C3 EE 78 44 00 @@ call strings_decryptor

Ltext:@l51A108 83 C4 8C add esp, @ch

Ltext:@151A1CE 53 push ebx

Ltext:@151A1CC 56 push esi

Ltext:@l51A1CD FF D7 call edi

Ltext:@151A1CF A3 68 AC 54 @l mov dword_154AC68, eax

Ltext:@151A1D4 EB C7 F7 88 e call sub_1529928

Ltext:@151A1D9 58 push eax

Jtext:@151A1DA 6A @8 push a

.text:@151A1DC E8 1F 73 FD FF call api_search

Ldext:@l51A1EL 33 C4 @8 add esp, 8

text:@151A1E4 89 C7 mov edi, eax

Ltext:@151A1E6 EG 95 E3 @1 @@ call sub_ 1538580

.text:@151A1EB 8D 9D 27 FF FF FF lea ebx, [ebpt+var_D9]

Ltext:@151A1F1 50 push eax

Ltext:@151A1F2 53 push ebx

.text:@151A1F3 68 AR 61 54 @1 push offset unk_15461A8 ; @x@:

Ltext:@l51A1F3 H -»4365727456657269667943657274696669636174
.text:@151A1F3 ; -»CertVerifyCertificat

Ltext:@l51A1F3 H
Ltext:@151A1F3 EG 43 44 00 @@ call strings_decryptor



4.7.25. EMULATOR — WILDCARDS IN EMULATOR OPTIONS

We have already explained how to introduce wildcards into the emulator registers and memory regions
in sections 4.7.17 and 4.7.18.

In this section we are going to explain, with an example, how to use the wildcards together with the
emulator.

It is very similar to the way that wildcards were used with crypto options, that was explained in section
4.4.13. Basically, when a register contains a wildcard or a memory region contains a wildcard, N
emulations will be launched, replacing for each emulation the wildcard by the associated content
(associated content for each wildcard was explained in section 3.2).

As example, lets analyze a sample with a decryptor of strings:

LText:@l151E648

Ltext:@151E648 strings_decryptor proc near ; CODE XREF: sub_14F48t

push  41h text:@151E648 ; sub_14F48BB+1A31
lea eax, [ebp+var_71] -Lex : 3 sub_ +1A9Tp ..
push eax -text:

1@151E648 var_14
.text:8151E648 var_1e

push  offset unk 1544Ch@ dword ptr -14h

call strings_decryptor dword ptr -18h

Ltext:8151E640 arg_@ dword ptr &
Ltext:@151E648 arg_4 dword ptr @Ch
Ltext:@151E648 arg_8 dword ptr 1@h
Ltext:8151E648

.text:8151E648 55 push ebp
tewt:A151FA4T RG FS MmO ehn. e=n

The first argument of this function ‘strings_decryptor’ is the pointer to the encrypted string. The second
argument is a buffer where the decrypted string will be copied. And the third argument is the size of the
string.

We want to get the full list of decrypted string, so we could start our emulation at 0x151e640 (the
strings_decryptor function) introducing a wildcard to emulate N times the function, pushing a different
encrypted string each time.

First, we are going to use the option described in the section 4.7.17 (introduce a wildcard to emulator
memory address) to write the wildcard %IDANAMESCONTENT1%-2% (you can read about this
wildcard in the section 3.2) to the address 0x20000000 of the emulator’s address space. In this way, all
the data with name identified by IDA will be copied to that address for each emulation.

Having in mind that with the default stack ESP = 0x100000, now, as explained in the section 4.7.3
(move a DWORD to a memory address of the emulator), we are going to move the value 0x20000000
to the address 0x100004 (this is going to be the encrypted string address, 0x100000 would contain the
ret address of strings_decryptor), the value 0x60000000 to the address 0x100008 (this is going to be the
address where the decrypted string is going to be copied) and a fixed value for the size, for example the
value 0x2000 to the address 0x10000c (the third argument).



Once we have set this configuration, we only need to specify the results that we want to recover with
the option explained in section 4.7.6 (set memory address to recover after emulation). We will specify
that we want to recover, for example, 0x20 bytes from the address 0x60000000.

And we launch the emulation (with default config to get the stack in the default region, and we increase
the maximum number to 20000, to avoid that the emulation finishes before decrypting the strings).
Once the emulation finishes, the emulation will be launched N times, trying to decrypt each buffer with
name identified by IDA. Because of this, the decryption will be applied on a lot of buffer that won’t be
encrypted strings, we will need to search the results for the decrypted strings that we are interested on.

Some of the decrypted strings that are shown in the results of the example:

Bx6E88B886L : content-encoding. Qnk06wy Taom? BglVQniO6wy Taom? BglVQnk06wy Taom? BglVQnki06w
Output memory configured by user:
Bx68000020

-»636T6e74656e742d656e636T6469626700851657

-»content-encoding.Qni

Bx6RBEERBEL :audic/ . yTaom?BglVQnkOewy Taom ? Bg1lVQnkWoBwy Taom ? BE1VQnW06wy Taom ? Bg1vVQnkiew
Output memory configured by user:
Bxo0000008

-»617564696f 2T007954616T6d3T42673156516e57

-raudio/.yTaom?BglViQnk

BxEEBBBEERL : video/ . yTaom? BglVQnWOEwWy Taom? BE1VOnW0Ewy Taom ? BglVQnk0ewy Taom ? Bg1ViQnWoew
utput memory configured by user:
xGB000088 :

-»7B6964656T2fBB7954616T6d3T42673156516e57

-»video/.yTaom?BglViQni

Bx5E886088L :model/ . yTaom?BglVQnk06wy Taom ? BglvQnidewy Taom ? BglVQnk06wy Taom ? BglVOnki06w
utput memory configured by user:
BxEEa00000

-:»6d6TEe4656c2TRB7I54616TRd3T4267315651657

-=model/ . yTaom?BglvQni

BxgeeepeedL :multipart/form-data. 06wy Taom? BglVQniWoewy Taom? BglVQnwlewy Taom? BglvQnki06w
Output memory configured by user:
Bx6Be0E000 :

-:»6d756c7469786172742f666T726d2d6461745100

-:multipart/form-data.
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