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Diffing and Merging Databases with IDA Teams

Last updated on June 15, 2022 N v1.0

1. Overview

IDA 7.8 introduces IDA Teams - a mechanism that provides revision control for your IDA database files. Perhaps the
most essential feature of this new product is the ability to natively diff and merge databases directly within IDA, allowing
multiple reverse engineers to manage work on the same IDA database.

This document discusses in detail the steps involved when diffing and merging IDA databases.
Before continuing, you might want to take a quick look at the tutorial for hvui[TODO link], the GUI client for IDA Teams'

revision control functionality. It will be referenced multiple times in this document, although here we will focus
specifically on the merging functionality.

2. Inspecting changes

After having done some reverse-engineering work on an IDA database, it is possible to view those changes in a special
mode in IDA: right-click, and choose the diff action:

= == - — F F LF = - W E =
B vault files [ Local fies B3
Mame ||Name
(E  Get revision... JDE'@HDE_D
E [/=antz
Scan and commit... Ctrl+5
o Revert... Ctrl+R
Q Revert if unchanged Ctrl+5Shift+R
L) Open Ctrl+0
[ Open the containing folder
Diff against the local file Ctrl+D
Diff against... Ctrl+Shift+D
File history Ctrl+H
& Find in vault.. Ctrl+Alt+F
£+ Refresh F5
@ Show ignored files
Show in Vault files Ctrl+Tab
Copy Ctrl+C
Copy all Ctrl+Shift+Ins
Cuick filter Ctrl+F
Meodify filters...
[l Deletefile.. Del (workli
Hide column
Columns... LDCE'SitE:j

Here a new instance of IDA will be launched in a special "diff" mode:
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File Edit Jump Search View Options Windows Help

‘co Mg

' Progress A & x
Step Differences ()
v | | Disassembly

iItems i1

Anterinr lines hd
Line 40 of 104
‘ [f=antazon.i64#current |‘ C: ftemp/vuitests/screenshots-misc__diffing_and_merging/workspace fsantazon.ic4
.data:eee0ec0002005001 08 db ] - .data:eeeee00008005001 0O db @
.data:pea0000000005002 00 db @ .data:@eaae00000005002 00 db @
.data:0000000000005003 00 db @ .data:0000000000005003 00 db @
.data:0000000000005004 00 db @ .data:0000000000005004 00 db @
.data:0006000000005005 68 db =] .data:0600000000005005 B0 db =]
.data:0000000000005006 00 db @ .data:0000000000005006 00 db @
.data:peee0eER00005007 68 db e .data:peee0eae00805087 08 db e
.data:0e00000000005008 ; void *off Sees .data: 0e00000000005008 ; void *off_Sees
.data:0000000000005008 B8 S50 00 B0+ off_sees dq offset off_5 .data: 2000000000005008 B8 S50 00 0O+ off_sees dgq offs
.data:pe00000000005008 GO OB 00 BO .data: p000000000005008 6B 60 00 BO
.data:0e00000000005008 _data ends .data: 0e00000000005008 _data ends
.data:@eeeea0080005005 .data: @eeaea0080085005

00004001 0000000000005001: .data:0000000000005001 L 00004001 0000000000005001: .data:0000000000005001 L
£ > £ >
Details Details G
v | | LOAD:00DDDD0000000S010 v | | LOAD:D0DDD0000000S010
unkn:10
[list_of_callbacks] w
Output O @8 x

merge: Addressing/Byte values merge handler is skipped due to databases are from the same source and inf.database_change_count variables are A
equal
append_sync_command() called w/ no collecting operation. hd

Python |
AU: idle | Down

2.1. IDAOs diff mode

This new IDA mode lets the user compare two databases, in a traditional "diff" fashion: essentially a two-panel window,
showing the unmodified file on the left and the version with your changes on the right.

2.1.1. The "Progress" widget

‘ Progress 0 & x
Step Differences 63
v | | Disassembly

iItems i1

Lnterior lines v
Line 40 of 104

Represents the currentstep in the diff process.
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2.1.2. The left panel

O //santazon.i64current

.data:BEEEEEERERERSERL BE db a -
.data: 800000ERRRRRSER2 BB db a

.data: 0000ERRERERSERES BE db @

.data: seeEERRRERRRSEEL BB db a8
.data:E00ERERERRR5ER5 BB db a
.data:E00000000005006 BB db a
.data:eeee000000005087 00 db @
.data:8688888880005003 ; wvold *off _S663
.data:EAEEE2880885EE8 BE S0 BB BB+ off_Saes dq offset off &
.data:AEAEEEE800EE5EE8 PP DD BB BB

.data: peeeeEEa00205008 _data ends
.data:86668888800005003

00004001 00Q0000000005001: _data:0000000000005001 W
< >

Details
v |_1 LOAD:0000000000003010

Shows the "untouched" version of the database (i.e., the one without your changes)
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2.1.3. The right panel

O C:/temp/vuitests screenshots-misc__diffing_and_merging/workspace fsantazon.i64
.data:e082080028085881 B8 db a8 A
.data:ee00008000005802 08 db a
.data:a08008000005803 08 db a
.data:eeea00800000580041 B8 db a
.data:e08008000005805 B8 db a
.data:ep8008000005806 B8 db a
.data: eeappaaaaaaasaaT aa db a
.data : 6eeaa8588080586 5 ; wodid *D‘F'F_SEiEbS
.data:ee0282000805828 68 50 00 DB+ off_E%S dq offs
.data:eee280000805085 60 00 00 08
.data: peeeeEEa00205008 _data ends
.data: seeaas0000805805

00004001 00Q0000000005001: _data:0000000000005001 W
< >

Details G
v |_1 LOAD:0000000000003010

[list_of_callbacks] W

Shows your version of the database (i.e., featuring your changes)
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2.1.4. Diff region details

Copyright (c) 2022 Hex-Rays SA

’ 00004001 0000000000005001: _data:0000000000005001 W
< >
Details 6
hd LOAD:0000000000005010
data:10
dword xref username
[list_of_callbacks] W

Notice how both panels have a little area at the bottom, that is labeled "Details".

Details are available on certain steps of the diffing process, and provide additional information about the change that is

currently displayed.
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2.1.5. The "diffing" toolbar
«o0=m Qg
The actions in the toolbar are:

¥ Previous chunk

¥ Center chunk

¥ Next chunk

¥ Proceed to the next step

¥ Toggle 'Details'

Using actions in the toolbar, you can now iterate through the differences between the two databases, with each change
shown in context as if viewed through a normal IDA window.

The ability to view changes in context was a major factor in the decision to use IDA itself as the diffing/merging tool for
IDA Teams.

Diff mode IDAOs toolbar actions

Previous chunk

Move to the previous change

Center chunk

Re-center the panels to show the current chunk (useful if you navigated around to get more context)

Next chunk

Move to the next change

Proceed to the next step

Move to the next step in the diffing process.

Toggle 'Details'

Toggle the visibility of the "Details" widgets in the various panels (note that some steps do not provide details, so even if
the "Details" are requested, they might not be currently visible.)
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2.2. Terminology

It is important to note the difference between the terms "diff* and "merge”.

This document will sometimes use the two terms interchangeably. This is because to IDA, a diff is just a specialized
merge. Both diffing and merging are handled by IDAOs "merge mode", which involves up to 3 databases, one of whiatan
be modified to contain the result of the merge.

A diff is simply a merge operation that involves only 2 databases, neither of which are modified.

This is why often times you will see the term "merge" used in the context of a diff. In this case "merge" is referring to
IDAOs "merge mode", rather than the process of merging multiple databases together into a combined database.

2.3. Using IDA as a diffing tool

We must stress the fact that performing a merge between two IDA databases is quite different than performing a merge
between, say, two text files. A change in a chunk of text file will not have an impact over another chunk.

IDA databases are not so simple. A change in one place in an idb will often have an impact on another place. For
example, if a structure mystruct changed between two databases, it will have an impact not only on the name of the

structure, but on cross-references to structure members, function prototypes, etc.

This is why IDAOs merge mode is split into a strict series of "steps™:

(a Progress 0 & x
Step Differences G
v Disassembly

iltems i1

Anterinr lines e
Line 40 of 104

Within a single step it is possible to go forward & backward between different chunks. But because of possible inter-
dependencies between steps, it is not possible to move backwards between steps, you can only go forward:

P IDA - santazon.ifd (santa:

e Edit Jump Search
B0 o P df—

! Progress

P

Since IDAOs diff mode is just a variation of its merge mode, diffing databases is also subject to this sequential application
of steps in order to view certain bits of information. That is why, in some steps (e.g., the "Disassembly/ltems") IDA might
not report some changes that were performed at another level.

For instance, if a user marked a function as noret, the listings that will be shown in "Disassembly/ltems" step, will not

advertise that there was a change at that place (even though the "Attributes: noreturn” is visible in the left-hand
listing), only the changes to the instructions (and data, E) are visible in the current step:
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File Edit Jump Search View Options Windows Help
L | |
Q Progress 0 & x
Step Differences ()
Imports 0
A Disassembly
Items 1 W
Line 40 of 104
Q [{santazon.i64#current |§ C:ftemp/vuitests/screenshots-misc__diffing_caveat/workspace/santazon.ig4
Ltext:pbbopboRoREREL1FE H OUTaA .text:00000000000011F0 = ==5UEn
Ltext:pbbopboRoREREL1FE .text:bbeobooBRERELLFE
Ltext:pbbopboRoREREL1FE .text:bbeobooBRERELLFE 5 Attributes: noreturn
.text:pbboboRERERELLFE dump_core proc near .text:bbeobooBRERELLFE
.text:00000000000011F0 @00 48 8D 3D 19+...rrrr lea rdi, un .text:00000600800811F8 dump_core proc ne
Ltext:pbbopoboREREl1lFE GBE 3E BB BB .text:pbeebooeRERRLl1FE BEE 48 8D 3D 19+...rrrr lea
.text:0e000000000811F7 B0 48 8D @5 12+...rrrr lea rax, un .text:eeepppeeeeRR11lFe 88 3E B0 68
Ltext:pbbopoboRERRLLFY GB8 3E BB B0 .text:pbbopooeRERRLLFY BEE 48 8D @5 12+...rrrr lea
Ltext:pbboRoBRRERRLIFE GRE 48 39 F3 cmp rax, rd .text:pbbopooBRERELIFY BEE 3E 0B B0
.text:0000020000001201 20 74 15 jz short 1 .text:00000000000011FE BB 43 39 F3 cmp
Ltext:pbbopoboRERELl203 B8 48 8B @5 CE+...rrrr mov rax, cs .text:obbopooepoRRl20]l BEE 74 15 jz
.text:0o000BREE0081283 @06 3D B0 00 .text:oooppRo0EEBB12083 G860 48 86 @5 CE+...rrrr mov
Ltext:pbbopoboRERELl2BA BRBE 48 85 C@ test rax, ra .text:obbopoooRERELl2E3 BEE 3D 0B B0
Ltext:pbbopoboRoREl20D GG 74 B9 jz short 1 .text:pbbopoooRERELl2BA BRE 48 85 (@ test
.text:poboRoBRREREL20F GBE FF E@ jmp rax .text:obbopooepERRl208D BEE 74 B9 jz
Ltext:pbbopoBRREREL20F BT .text:poboRooBREREL2BF BOE FF E@ jmp
.text:fo00000000001211 @8 OF 1F BO B0+ align & .text:Bo0000000000128F P
Ltext:pbbopoREREREL21E .text:pobbpoboRERE121] 6B0 OF 1F B0 B8+ align &
Ltext:pbbopoREREREL21E locret_1218: .text:pbeopooBREEEL21E
Ltext:pbbopoREREREL21E .text:pbeopooBREEEL21E locret_1218:
Ltext:pbbopoboREREL21E BGRB8 (3 retn .text:bbeepooEREEEL21E
000011F0 00000000000011F0: dump core v 000011F0 00000000000011F0: dump_core v
£ > £ >
Details A | | Details
v text:000000000000128C v text:000000000000128C
code:7 unkn:3
has_immd flow v
Output O 5 x
merge: Addressing/Byte values merge handler is skipped due to databases are from the same source and inf.database_change_count variables are A
equal
append_sync_command() called w/ no collecting operation. hd
Python |
AU: idle Down
The change will, however, be visible at a later step (i.e., "Functions/Registry"):
File Edit Jump Search View Options Windows Help
co=>mg
W Progress O & x
Step Differences 63
Source file ranges 1]
hd Functions
Registry 1 W
Line 47 of 104
Q [/santazon.i64#current |§ C:ftemp/vuitests/screenshots-misc__diffing_caveat/workspace/santazon.ig4
Function name R F L ] o} S B T = K Function name R F L M ] ) B TR
F| _realloc R . . . . . . T . f| _realloc R . . . . . . T
F| _atoi R . . . . . . T . 7] _atoi R . . . . . . T
__ isoc99_scanf R T _ isoc99_scanf R T
n start T n start T
L
7] 7]
n print_welcome_screen R B T n print_welcome_screen R B T
register_instance R B T register_instance R B T
[ 7] load_dylib R B T | 7] load_dylib R B T
marshall R . . . . . B T . marshall R . . . . . B Tw
< > < >
Line 29 of 56 Line 29 of 56
Details Details
hd dump_core hd dump_core
start_ea: 11F0 start_ea: 11F0
end_ea: 1219 end_ea: 1219
Attrik sp-ready prolog: lysis-ok purged-analysis-ok Attrik sp-ready prolog: lysis-ok purged-analysis-ok
Ivars-size: 0 Ivars-size: 0
saved-regs: 0 saved-regs: 0
npurged : 0 npurged: 0
> sub_1260 > sub_1260
Output 0 & x
Caching 'C:/temp/vuitests/screenshots-misc_ diffing_caveat/workspace/santazon.iB4:Functions’... ok ~
Caching '//santazon.id#current:Functions'... ok
Caching 'C:/temp/vuitests/screenshots-misc_ diffing_caveat/workspace/santazon.i64:Functions’... ok hd

Py |

AU: idle Down
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The changes applied during the "diff" process are only temporary. Exiting IDA (at any moment) will not

NOTE alter the files being compared.
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2.4. Merging concurrent modifications (conflicts)

As with any collaborative tool, it may happen that two coworkers work on the same dataset (e.g., IDA database), and
make modifications to the same areas, resulting in "conflicts". Conflicts must be "resolved" prior to committing.

Mame

i

hd 1, joe@joe_on_joesbox

"E Afsantazon. i64# 1,2

Last changed
2022-07-08 15:45:54
2022-07-08 15:49:55

Size
1
54,0k

To do that, right-click and pick one of the "resolve" options:

oo

m $ & I

Revert...

Revert if unchanged

Delete worklist(s) / file(s)
Resolve

Diff against the local file
Migrate to another worklist...
File history

Refresh

Show other users' worklists

Copy
Copy all

Ctrl+R
Ctrl+Shift+R
Del

Ctrl+D
Alt+G
Ctrl+H
F3

Ctrl+C
Ctrl+Shift+Ins

A Y om

Auto resolve (if no conflicts)...
Auto resolve, prefer local..

Auto resolve, prefer remote...

Interactive merge Alt+R
Use local, discard remote... Ctrl+Alt+L
Use remote, discard local... Ctrl+Alt+R

IDA Teams providesthe following merge strategies.

2.4.1. Interactive merging

If the option that was chosen (e.g., Interactive merge mode) requires user interaction due to conflicts, IDA will show in 3-

pane "merge" mode.

Page 10 of 40



Copyright (c) 2022 Hex-Rays SA

File Edit Jump Search View Options Windows Help
€« DED E DG
Q Progress A & x
Step Conflicts ()
Source file ranges 1]
hd Functions
Registry 1 w
Line 47 of 104
Q Local |Q Common |Q Remote
Function name & Function name & Function name G
z _memcpy z _skremp z _memcpy
; _malloc L _memcpy ; _malloc
Lf| _fflush Lf | _malloc |f| _fflush
|f| _realloc Lf| _fflush |f| _realloc
=): _atoi =Ji _realloc =): _atoi
i __ isoc99_scanf L _atoi i _ isoc99_scanf
; start L __isoc99_scanf ; start
i finalizer_0 L start i finalizer_0
| sub_1220 | sub_11F0 | sub_1220
Iz . | .
i print_welcome_screen L print_welcome_screen i print_welcome_screen
; read_stdin L read_input ; read_stdin
i read_int L read_int i read_int
; add_gift L add_gift ; add_gift
|f| wrap_gift Lf | wrap_gift Lf| wrap_gift
i return_gift L return_gift i return_gift
=): read_gift =)i read_gift =): read_gift
Lf | main Lf | main Lf | main
LF] init v LF] init v LF] init v
<0 > < 0T > P >
Line 31 of 57 Line 30 of 56 Line 31 of 57
Details * || Details * || Details G
A finalizer_1 v sub_1260 A call_global_dtors
start_ea: 1260 start_ea: 1260 start_ea: 1260
end_ea: 1299 end_ea: 1299 end_ea: 1259
Adtribytec: heciconl nirned.anal * Adtribytac: o | deanal ¥ Attribuitec: o | heciconlk nnraed.anal ©
Output O & x
Caching 'Common:Functions'... ok A
Caching 'Remete:Functions'... ok
append_sync_command() called w/ no collecting operation. hd
Python |
AU: idle Down

When a conflict is encountered, youOll have the ability to pick, for all conflicts, which change should be kept (yours, or the
other). Every time you pick a change (and thus resolve a conflict), IDA will proceed with the merging, applying all the non-
conflicting changes it can, until the next conflict - if any. When all conflicts are resolved, you can leave IDA, and the new
resulting file is ready to be submitted.

3. Appendix A

3.1. Merge Steps

This section provides a detailed overview of the steps involved in the merge process. The list of predefined merge steps
is defined in merge.hppof the IDASDK:

enum merge_kind_t

{

E MERGE_KIND_NETNODE,
E MERGE_KIND_AUTOQ, /ll< auto queues

E MERGE_KIND_INF, /lI< merge the inf variable (global settings)

E MERGE_KIND_ENCODINGS, /lI< merge encodings

E MERGE_KIND_ENCODINGS2, /ll< merge default encodings

E MERGE_KIND_SCRIPTS2, /ll< merge scripts common info

E MERGE_KIND_SCRIPTS, /lI< merge scripts

E MERGE_KIND_CUSTDATA, /ll< merge custom data type and formats

E MERGE_KIND_STRUCTS, /lI< merge structs (globally: add/delete structs entirely)
E MERGE_KIND_STRMEM, /ll< merge struct members

E MERGE_KIND_ENUMS, /ll< merge enums

E MERGE_KIND_TILS, Ill< merge type libraries

E MERGE_KIND_TINFO, /lI< merge tinfo

E MERGE_KIND_UDTMEM, /ll< merge UDT members (local types)

E MERGE_KIND_SELECTORS, /ll< merge selectors

E MERGE_KIND_STT, /ll< merge flag storage types

E MERGE_KIND_SEGMENTS, /lI< merge segments

E MERGE_KIND_SEGGRPS, /ll< merge segment groups

/lI< netnode (no merging, to be used in idbunits)
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MERGE_KIND_ORPHANS, /ll< merge orphan bytes
MERGE_KIND_BYTEVAL, /ll< merge byte values
MERGE_KIND_FIXUPS, [lI< merge fixups
MERGE_KIND_MAPPING, /l/l< merge manual memory mapping
MERGE_KIND_EXPORTS, 1ll< merge exports
MERGE_KIND_IMPORTS, /ll< merge imports
MERGE_KIND_PATCHES, /ll< merge patched bytes
MERGE_KIND_FLAGS, /lI< merge flags_t
MERGE_KIND_EXTRACMT, /ll< merge extra next or prev lines
MERGE_KIND_AFLAGS_EA, /lI< merge aflags for mapped EA

MERGE_KIND_IGNOREMICRO, /1< IM ("$ ignore micro") flags
MERGE_KIND_HIDDENRANGES, ///< merge hidden ranges
MERGE_KIND_SOURCEFILES, /lI< merge source files ranges

MERGE_KIND_WATCHPOINTS, /ll< merge watchpoints
MERGE_KIND_BOOKMARKS, /lI< merge bookmarks

M > e T M m me e m e me e me e me e me me e me m me me e mome me e

MERGE_KIND_TRYBLKS, /ll< merge try blocks
MERGE_KIND_DIRTREE, /l/< merge std dirtrees
MERGE_KIND_VFTABLES, /ll< merge vftables
MERGE_KIND_SIGNATURES, /< signatures
MERGE_KIND_PROBLEMS, 1lI< problems

E MERGE_KIND_UI, 1< Ul

E MERGE_KIND_NOTEPAD, /l< notepad

E MERGE_KIND_LOADER, /l/< loader data

E MERGE_KIND_DEBUGGER, /lI< debugger data
MERGE_KIND_LAST, /i< last predefined merge handler type.

T m> mp

/lI< registered by plugins and processor modules.

—

MERGE_KIND_FUNC, /lI< merge func info

MERGE_KIND_FRAMEMGR, /lI< merge frames (globally: add/delete frames entirely)
MERGE_KIND_FRAME, /lI< merge function frame info (frame members)
MERGE_KIND_STKPNTS, /lI< merge SP change points

MERGE_KIND_FLOWS, /ll< merge flows

MERGE_KIND_CREFS, /l/< merge crefs

MERGE_KIND_DREFS, /lI< merge drefs

MERGE_KIND_BPTS, /ll< merge breakpoints

/lI< please note that there can be more merge handler types,

Copyright (c) 2022 Hex-Rays SA

The list of merge steps is not final. If for example there is a conflict in structure members then the new merge phase to
resolve this conflict will be created. The same is hold for UDT, functions, frames and so on. In other words in general

case the exact number of merge steps is undefined and depends on the databases.

We provide examples for some of the critical merge steps in the following sections.

3.1.1. Global settings/Database attributes

Global idainfo database attributes:
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File Edit Jump Search View Options Windows Help

coses DB OEQ

¥ Progress oe®
Step Conflicts 3
~ .| Global settings

Granh mode b’
Line 2 of 104
» Local ® Remote
Attribute Value Attribute Value -
listing.show_src_linnum false listing.show_src_linnum false
listing.use_graph_view false listing.use_graph_view false
listing.use_unsupported_asm_directives true listing.use_unsupported_asm_directives true
listing.xref_margin 0x50 listing xref_margin 0x50
names.dummy_names ea names.dummy_names ea
rames list.include_autogenerated_names true names list.include_autogenerated_names true
names list.include_public_names true names list.include_public_names true
rnames list.include_regular_names true names list.include_regular_names true
rnames list.include_weak_names false names listinclude_weak_names false
names.max_autogenerated_name_length OxF names.max_autogenerated_name_length OxF
pc.decode_fpu_insns true pc.decode_fpu_insns true
special_segment_entry_size 4 special_segment_entry_size 4
strlits display_strlit_xrefs true strlits.display_strlit_xrefs true
strlits generate_strlit_names true strlits.generate_strlit_names true

strlits layout

strlits leading_zeroes
strlits.name_prefix

strlits preserve_case
striits serial_number

strlits set_autogenerated_bit
strlits unicode_seen

strlits unit_width

strlits use_serial_names
suspiciousness_limits.high
suspiciousness_limits.low

tarnet accamhlar

Line 136 of 159

zero-terminated
4]

a

false

4]

true

false

1 byte

false
0x8049748

0x8048000
n

striits layout

strlits leading_zeroes
strlits.name_prefix

strlits preserve_case
strlits.serial_number
strlits.set_autogenerated_bit
strlits.unicode_seen
strlits.unit_width
strlits.use_serial_names
suspiciousness_limits.high
suspiciousness_limits.low

tarnet accsamhlar

Line 136 of 159

zero-terminated
4]

a

false

4]

true

false

1 byte
false
0xB8045748
0x8048000

n -

3.1.2. Global settings/Processor specific

Global idpflags processor settings:
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File Edit Jump Search View Options Windows Help
¢ea3en B0 EQD

D Progress ad ®

Step Conflicts =]
Text mode 0

r specific

» Local |‘ Remote

Attribute Attribute

arm.analysis.simplify_instructions: true arm.analysis.simplify_instructions: true
arm.analysis.disable_pointer_dereferencing: false arm.analysis.disable_pointer_dereferencing: false
arm.analysis.architecture_v5_or_higher: true arm.analysis.architecture_vS_or_higher: true
arm.analysis.no_automatic_THUMB_switch: false arm.analysis.no_automatic_THUMB_switch: false
arm.analysis.disable_BL_jumps_detection: true arm.analysis.disable_BL jumps_detection: true

arm.analysis MOVT_pair_handling_options: Valid addresses only arm.analysis.MOVT_pair_handling_options: Valid addresses only

arm.arch.profile: unknown arm.arch.profile: unknown

arm.arch.ARM_instructions: Yes arm.arch. ARM_instructions: Yes

arm.arch.be8: No
arm.arch.armé4 _32: No

arm.arch.be8: No
arm.arch.armé4 _32: No

1] D 1] D
Line 7 of 23 Line 7 of 23

3.1.3. Encodings/Registry and Encodings/Settings

This is an example of what you might see when merging registered string encodings:
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File Edit Jump Search View Options Windows Help
¢ea3en B0 EQD

¥ Progress ad ®
Step Conflicts |
~ | Encodings

Settinas b’
Line 7 of 104
™ Local |’ Remote
Encoding Encoding
UTF-16LE UTF-16LE
UTF-32LE UTF-32LE
UTF-8 UTF-8

| |windows-1252

windows-1252

Line 1 of 6

Fille Edit Jump Search View Options Windows Help
®«e3e3 JEDEQ

® Progress o ®

Step Conflicts =)
Registry 0

~ | Scrints b

Line 8 of 101

D Local |’ Remote

default 16-bit UTF-16LE default 16-bit UTF-16LE

default 32-bit UTF-32LE default 32-bit UTF-32LE

output_encoding < default= output_encoding = default=

Line 1 of 4 Line 1 of 4
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3.1.4. Scripts/Registry and Scripts/Settings

When merging scripts (or shippets) saved in the database, the script name/language is displayed, and the "Detail" pane
contains the script source with the highlighted differences:

Fille Edit Jump Search View Options Windows Help
«o0 36> DUBE D E D
™ Progress a G
Step Conflicts |~
~ | Scripts
Registry 1
Settinas b
Line 10 of 104
™ Local ® Remote
Name Language Name Language
Line 1 of 2 Line 1 of 2
Details Details
~ .| Default snippet, Python ~ .| Default snippet, Python
import idaapi import ida_idaapi
b .| Snippet_1, Python b |l Snippet_1, Python

3.1.5. Types/Enums
Merging assembly level enums, which are not the ghost copy of local type.

As an example of merging enums, consider the following:

local_idb

E ; enum enum_1, mappedto_1
EA =0
EB =4

remote_idb

E ; enum enum_2, mappedto_2
EB =1

In both idbs, enum constant "B" is present. However in the remote idb, "B" has a different parent enum, "enum_2".
When merging IDA will display both enum_1 and enum_2 in the Remote pane, indicating that the difference between

Local and Remote corresponds to two separate enums, but is only considered a to be single difference location. The
"Detail" pane will display the full enum definitions, with the highlighted differences:
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File Edit Jump Search View Options Windows Help
coezen B0 E W

¥ Progress ad ®
Step Conflicts |3
~ .\ Types
Structs b
Line 16 of 95
™ Local ® Remote
MName Name

Name
enuml

Details Details
- . enum_1 - .\ enum_l.enum_2
s enum enum_1, mappedto_1 ;enum enum_1, mappedto_1
A=0 A=0
B=1 H
; enum enum_2, mappedto_2
BE=1

3.1.6. Types/Structs

When merging assembly level structures, the structs are matched by name, structure tid and size, as well as the
structure attributes. Note however that structure members are handled in a different step. If members of the same
structure differ, the conflict may be resolved later during the Types/Struct members/E merge phase.

In the Ul, IDA will display a list of structure names, with the "Detail" pane showing the structure attributes:
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File Edit Jump Search View Options Windows Help
coezen B0 E W

Tune libraries
Line 17 of 104

¥ Progress ad ®
Step Conflicts |3
Enums 0
Structs 1

-

EIf32_Wernaux
Elf32_verneed

™ Local ® Remote
Name MName
Elf32_Sym EIf32_Sym

EIf32_Wernaux
EIf32_Verneed

Line 4 of 4 Line 4 of 4

Details Details

~ | structt ~ | structt
align=0x2 align=0x0
copyof_8 mappedto_8

3.1.7. Types/Local types

Merging local types is similar to structures, in that types are matched by their attributes, and the members are handled in
a different step. Local types are compared by type name, ordinal number, and base type. If the members differ then
conflicts may be resolved later during the Types/Local types members/E merge step.

IDA uses the standard "Local types" widget to display the merged types. The "Detail" pane display the type definition and
its attributes:
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File Edit Jump Search View Options Windows Help
¢e3es B0 2 d
¥ Progress ad ®
Step Conflicts [=]]
Type libraries 0
- ino 3
Line 19 of 106
» Local |* Remote
Ordinal MName Size Sync  Description Ordinal MName Size Sync  Descri
& -
2
4] [¥ 4] [
Line 1 of 2
Details Details
~ .| main::$8B67065E32DAC3247 1CDECAC25FE845C
struct main::$8B67069E32DAC32471COECAC25FEB45C {_int32 f
COPYTO
b b main:: $C9EFC2639EBADEEDESSDC3CCIFC8BCFA
At the end of this merge step, new steps might be added if there are conflicting members:
File Edit Jump Search View Options Windows Help
e¢ex3es B0 2 d
™ Progress o ®
Step Conflicts l;

~ | Local types members

- ino 3
Line 23 of 108
® Local |* Remote

Range Member Range Member

Line 1 of 2 Line 1 of 2
Details Details

~ .\ 0.20 ~ .\ 0.20

poL 20,40 poL 20,40
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3.1.8. Addressing/Segmentation
When merging the segments layout IDA separates segments in databases to non intersecting ranges.

For example, the following segmentations:

local_idb

E seg000:00000000
E..

E seg000:00000020

Ep

remote_idb
E seg000:00000000

m

E seg001:00000010

m

E seg001:00000020

will result in a single difference:

File Edit Jump Search View Options Windows Help
«ce0e3e» DE0 @
® Progress ] ®
Step Conflicts =
Storage types 0
Segmentation 1
Seaoment arouns b
Line 23 of 97
™ Local ® Remote
Range Segment Range Segment
[ » [ 3
Details Details
~ .\ seg000:00000000..00000020 ~ .\ seg000:00000000..00000020
00000000..00000020 segO00/DATA saRelByte scPub 32bits sel=0 00000000..00000010 segO00/DATA saRelByte scPub 32bits sel=0
00000010..00000020 seg001/DATA saRelByte scPub 32bits sel=0

The "Detail" pane displays segments in range with the attributes.

While merging IDA tries to move segment boundaries when possible to preserve segment data. Otherwise the conflicted
segments will be deleted and new ones will be created.

There also may be orphan bytes that not belong to any segment:
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File Edit Jump Search View Options Windows Help
¢e3es B0 8-

® Progress

(]
=
3

Step

Conflicts

1D

Patched

Segment register gs

0

Line 31 of 112

™ Local

|’ Remote

Range

Range Orphans

1] v

Also byte values in a given segment may differ (for example if debug segment was saved in database) the merge step
displays the differences using the standard "IDA-View" widget. The "Detail" pane will display the conflicted byte values:

File Edit Jump Search View Options Windows Help
®«e3es JEDEQ
® Progress o ®
Step Conflicts b
Patched 0
FixLins b’
Line 30 of 90
D Local |‘ Remote
.text:081DD309 27 %1 - .text:502D9312 2D 50 STR |
.text:081DD30A 7?7 % 1 .text:502D09314 45 90 STR
.text:081DD30B 7?7 % 1 .text:502D09316 2D 50 STR
.text:081DD30C 2?7 % 1 .text:502D09318 0D 8E LDRH
.text:081DD30D 2?7 % 1 .text:502D0931A 2D 50 STR
.text:081DD30E 27 %1 .text:502D931A ;
.text:081DD30F 77 % 1 .text:502D931C ?? ?? ?? PP+ % OxB8
.text:502D93D4 77T TT T T+ dword_502D93D4 % OxFFFF
.text:502D93D4 ?? ?T T T+ ; -text ends
.text:502D93D4 2?7 7?7 ?7? P+
.bext:502D93D4 ?? ?? ?? P74 END star
00000000 FFFFFFFO0B1DD310: .text:081DD310 - UNKNOWN 00000000502D93D4: .text:dword_ 502D93D4 -
1] | [»] 1] | [»

Details

ID

| Details

~ | FFFFFFFO081DD310. FFFFFFFOOB1DFET70

1]

~ .| FFFFFFFO081DD310. FFFFFFFOOB1DFE70

1]
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3.1.9. Disassembly/ltems

When merging, IDA compares each disassembly item in the analysis. IDA compares disassembly items by length, flags,
opinfo, name, comment, and netnode information (NALT_* and NSUP_* flags).

This merge step uses the standard widget "IDA-View" so that items can be viewed in-context. For example:

File Edit Jump Search View Options Windows Help
€«e3 e JEDEQ

™ Progress o ®
Step Conflicts (S
~ | Disassembly

ltems 1

Anterior lines b’
Line 44 of 108
» Local ® Remote
.text:08048492 |~ .text:08048492 |~
.text:08048492 ; _unwind { // __ gxx_personal .text:08048492 ; _unwind { // __gxx
.text:08048492 000 55 push ebp .text:08048492 000 55 push
.text:08048492 local after .text:08048492 remote after
.text:08048493 004 89 E5 mov ebp, es .text:08048493 004 89 E5 mov
.text:08048495 004 83 EC 18 sub esp, 1£ .text:08048495 004 83 EC 18 sub
.text:08048498 [ +ck .text:08048498 01C C6 45 FB 62 mov

.text:0804849F 0O1c 89 44 24 04 mov

.text:0804849F 01C 89 44 24 04 [esp+4] .text:080484A3 01C C7 04 24 TA+ mov
.text:080484A3 01c €7 04 24 7A+ mov dword E .text:080484A3 01c 00 00 00
.text:080484A3 O1c 00 00 00 .text:080484AA 01C E8 C5 FF FF+.rrrr call
.text:080484AA 01C E8 C5 FF FF+.rrrr call _710ret .text:080484AA 01C FF
0000049C 0804849C: main:label _ - 0000049C 0804849C: main:label -
[ v [ v
Details Details
> L text:0804843C > L text:0804845C

code:3 code:3

has_immd 1:stlkvar username flow has_immd 1:stkvar username flow

1:stlvar 1:stlovar

public [labell local=[label]

3.1.10. Functions/Registry

Function definitions are merged using the standard "Functions" widget, with a "Detail" pane that displays function
attributes:

Page 22 of 40



