Debugging Linux kenel under VMWare using
IDA's GDB debugger
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Current versions of VMWare Workstation include a GDB stub for remote debugging of
the virtual machines running inside it. In version 5.4, IDA includes a debugger module
which supports the remote GDB protocol. This document describes how to use it with
VMWare. As an example, we'll debug a Linux kernel.

Debugging a Linux kernel

Let's assume that you already have a VM with Linux installed. Before starting the
debugging, we will copy symbols for the kernel for easier navigation later. Copy either
/proc/kallsyms or /boot/Sytem.map* file from the VM to host.

Now edit the VM's .vmx file to enable GDB debugger stub:

=

File Edit Format WView Help

pciBridge?.pcislotNumber = "24" |
5¢5i0. pcislotNumber = "16"

usb.pcislotNumber = "32"

ethernetl. pcislotNumber = "33"

sound. pcislotNumber = "34"

ehci.pcislotNumber = "35"

wvmci0. pcislotNumber = "36"

ethernetl. generatedaddress = "00:0c:29:ef :5e:13"

ethernetl. generatedaddressoffset = "0"

vimci0, id = "1240423962"
floppy0. autodetect = "TRUE"

ide(:0. autodetect = "TRUE"
idel: 0. autodetect = "TRUE"
isolation.tools.hgfs.disable = "FALSE"
sharedrolder.maxNum = "1"

sharedrFolder0. present = "TRUE"
sharedrFolder0. enabled = "TRUE"
sharedrolder0. readaccess = "TRUE"
sharedrFolder0.writeaAccess = "TRUE"
sharedrFolder0. hostrath = "D:"Vvmwareshared"
sharedrFolder0. guestName = "vmwareshared"
sharedfFolder0. expiration = "never"

debugstub. Tisten. guest32 = "TRUE"
debugstub. hideBreakpoints= "TRUE"
monitor.debugonstartGuest32 = "TRUE"

Add these lines to the file:

debugStub.listen.guest32 "TRUE"
debugStub.hideBreakpoints= "TRUE"
monitor.debugOnStartGuest32 = "TRUE"

Save the file.



In VMWare, click "Power on this virtual machine" or click the green Play button on the
toolbar.

A black screen is displayed since VMWare is waiting for a debugger to connect.

Start IDA.
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Choose Debugger | Attach | Remote GDB debugger.
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Enter "localhost" for hostname and 8832 for the port number.

E:Chﬂ-u-se process to attach to

k. Cancel

<enter a PID ta attach:

Help

=10l x|

Search

|Line 10f 2

A

Choose <attach to the process started on target> and click OK.
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* MEMORY : @BBFFFEC db BC3h ; I -
* MEMORY : ABBFFFED db [§]

MEMORY - BBBFFFEE db [§]

MEMORY - BBBFFFEF db [§]
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MEMORY - BBBFFFF5 db [§]

MEMORY - BBBFFFF6 db [§]

MEMORY - BBBFFFF¥ db [§]

MEMORY - BBBFFFF8 db BEAh ; K

MEMORY - B8BFFFF? db 66h ; F

MEMORY - BBBFFFFA db BEYh ; =

MEMORY - BBBFFFFE db [§]

MEMORY - @ABFFFFC db BFBh [ p

MEMORY - BBBFFFFD db [§]

MEMORY - BBBFFFFE db [§]

MEMORY - BBBFFFFF db [§]

MEMORY - 88108688688 db [§]

MEMORY - 88168688681 db [§]

MEMORY - 8810868862 db [§] vI
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We land in the BIOS, but since we're not interested in debugging it, we can skip directly
to the kernel. Inspect the kallsyms or System.map file you downloaded from the guest
and search for the start kernel symbol:
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c0421420
c0421740
|

kernel init

c041bdbc d secpath cachep ;I
c041bdc0 D =sysctl unix max dgram gle
c041bdc4 D _edata
c041c000 D init thread union
c041e000 R _ smp locks
c0420fe0 R __ =mp locks_end
c0421000 T __ init begin
c0421000 T sinittext
c0421000 t set reset devices
c0421010 t debug kernel
c0421030 t guiet kernel
c0421050 © init_setup
c0421080 t rdinit_ setup
c04210b0 W smp setup processor id
c04210c0 t initcall debug setup
c04210d0 t nosoftlockup setup
c042102e0 t loglevel
c0421100 t maxcpus
c0421130 t unknown bootoption
c0421310 T parse early param
c0421360 t do_early param JI== |
c0421400 t nosmp

T

T

For Help, press F1 S

Copy the address, and navigate to it in IDA (Jump | Jump to addres... or just "g").
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* MEMORY :C842173B db
* MEMORY :C842173C db
* MEMORY :C842173D db
* MEMORY :C842173E db
* MEMORY :C842173F db
* HMEHORY :CB4217jR -
* MEMORY :Cc 0842174 N Rename N
* MEMORY :CA4217 Y Jump to address. .. G
* MEHORY :CB42174  Mark position... Alt4M
* HEMORY zCOL2174 om0t g ooy

* HEMORY =C 842174 g0

+ HEMORY = C B4217 DaT Word OFFFFh

* MEMORY =C 84247 bt Double word OFFFFFFFFh

* MEMORY :C@42174  Alignment »
* MEMORY :CA4217 Y Synchronize with [
* MEMORY :CO4217X
* \MEMORY :C 84217y b Jump to IP

* MEMORY :C 842174 [Ele set 1P Ctrl+N
. MEMunv:[:nuzwuﬂ |
* HEMORY :C 8421743

* MEMORY :CB42174 ;
* MEMORY :CB42175" |

* MEMORY :C 842175 2 Add watch
* HEFHMNRY =raLh2?4 7079 dh L I

=L BT I L
TR TR LI

W Add write trace
r Add read/write trace

Press F2 or choose "Add breakpoint" from the context menu.
x

Address  |0xC0421740

[+ Enabled [ Hardware breakpoint
—Hardware breakpaint zetings————
Size |'| :II
Modez:  Bead®afite

i Wirite
{+ Ezecute

—Caonditiar

—Action
[+ Break [T Trace

Cancel |

Check "Hardware breakpoint" and select "Execute" in "Modes". Click OK.
Press F9. You will see loading messages and then the execution will stop at the
entrypoint.
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* MEMORY :CB421738B db @FFh ;I

* HEHMDRY :C842173C db 8Dh ; K
* MEMORY :CB42173D db 74h ;
* MEMORY :CA42173E dbh 26h ; &

* ' HEHORY -:CB42173F db a
MEMDH? CAu21748 ; ———
e I o217«
* MEMORY :CB421741 push
* MEMORY :CB421742 push esi
* MEMORY :CB421743 push ebx
* MEHORY :C8421744 sub esp, 1Ch
* MEMORY :CO421747 call near ptr unk_CB4210B0
* MEMORY :CO42174C call near ptr unk_CB435BCH
* MEMORY :C8421751 push ecx
* MEMORY :CB421752 push ed=
* HEHORY -:C8421753 call off_CH3EDECH
* MEMORY :CB421759 pop ed=
* MEMORY :C842175A pop ecx
* MEMORY :CO42175E call near ptr unk_CB31C630
* MEMORY :CO421768 call near ptr unk_CB435080
* MEMORY :CO421765 mou eax, fs:dword_CB47 6008
* MEMORY :CB42176B lock bts dword_CB419D2C, eax =
* MEMORY :CB421773 lock bts dword_CB419F34, eax
* MEMORY :CB42177B lock bts dword_CB4B22CH, eax
* MEMORY :CO421783 call near ptr unk_CB438260

* MEMORY :CO421788 mou dword ptr [esp], offset off_CB3AZ

* MEMORY :CO42178F call near ptr unk_CB12D1R0

* MEMORY :CO421794 mou dword ptr [esp], offset off_CB32%

* MEMORY :CO42179B call near ptr unk_CB12D1R8 |
a i B

IUNKNOWN  [CD421740: MEMORY:C0421740

Adding symbols

Symbols are very useful during debugging, and we can use the kallsyms or System.map
file to add them to IDA. Go to File | Python command... and paste the following short
script (don't forget to edit the file path):

ksyms = open (r"D:\kallsyms") # path to the kallsyms/map file
for line in ksyms:

if line[9]=='A': continue # skip absolute symbols
addr = int(line[:8], 106)

name = line[11l:-1]

if name[-1]==']': continue # skip module symbols

idaapi.set debug name (addr, name)
MakeNameEx (addr, name, SN NOWARN)
Message ("%08X: os\n"o(addr, name) )

Click OK and wait a bit until it finishes. After that you should see the symbols in the


file:///D:/ksyms

disassembly and name list:

E 1A View-EIP
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MEMORY :CA421738
MEMORY :CA42173C
MEMORY :CA42173D
MEMORY :CA42173E
MEMORY :CA42173F
MEMORY :CA421748
MEMORY :CA421748
MEMORY :CA421748

MEMORY :CB4217 41
MEMORY :CA421742
MEMORY :CA421743
MEMORY :CA4217 44

db
db
db
db
db

BFFh

8Dh
fi4h
26h

-+

start kernel:

push
push
push
sub

edi
esi
ebx
esp,

1Ch

=10l x|

* MEMORY :C 421747 call near ptr smp_setup_processor_id

* MEMORY :CB42174C call near ptr cgroup_init_early

* HEMORY :CB421751 push BCX

* MEMORY :CB421752 push edx

_iolx
M amne I .ﬂ.ddressl F'..| :l
D nosoftiockup_setup Co421000
D loglevel CO4210ED
D unknown_bootoption C0421130 L L
D parse_ealy_param C0421310
D do ealy_param 0421360
D nosmp Co421400 b
D kemel_init CO421420 init
- C0421740 it off_CO3AZ
D readonly CO4214F0
D readwiite CO421810 'I
D roobwait_setup CO421830 = —I ﬂ
D root_data_setup C04218580
D fz names_setup CO421BE0 ;I
] Cancel Help Search |
Line 24580 of 27466 4
Happy debugging!
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