Using IDA's GDB debugger with QEMU emulator
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QEMU is a processor emulator which can emulate a handful of processors, including Intel x86 and
ARM architectures. It includes a GDB stub which can be used with new GDB debugger plugin in
IDA 5.4.

Getting QEMU

QEMU's home page is at http://bellard.org/gemu/. Win32 builds can be downloaded from Takeda
Toshiya's page at http://homepage3.nifty.com/takeda-toshiya/gemu/. This primer assumes you
downloaded QEMU 0.9.1 for Win32 or later. We will debug the small Linux included with QEMU.

Enabling GDB stub

After unpacking QEMU, make a copy of the gemu-win.bat file, for example gemu-win-
gdb.bat and edit it. Add -s -S to the gemu.exe call (-s enables GDB stub and -S instructs
QEMU to stop at the system start):

ol

File Edit Format Wiew Help
SET QEMU_AUDIO_DRV=dsound -

REM QEMU_AUDIO_LOG_TO_MONITOR=1 displays log messages in QEMU monitor.
SET QEMU_AUDIO_LOG_TO_MONITOR=0

REM PCI-based PC(default): -M pc
REM ISA-based PC : -M isapc
REM -M disapc is added for NEZ000 ISA card.

gemu.exe -5 -5 -L . -m 128 -hda Tinux.img -soundhw all -Tocaltime -M pc %*

-

Run the .bat file. QEMU will stop and wait for the debugger.


http://bellard.org/qemu/
http://homepage3.nifty.com/takeda-toshiya/qemu/
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Debugging with IDA

Start IDA.

Hew Dizazzemble a new file
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If you get the welcome dialog, choose "Go".
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Choose Debugger | Attach | Remote GDB debugger.

Debug application setup: gdb x|
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[T Save netwark sethings: as default
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Enter "localhost" for hostname and 1234 for the port number. Click "Debugger specific options".
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QEMU needs special configuration because it behave slightly differently from other GDB stubs.
Uncheck "Software breakpoints at EIP+1" and check "Use CS:IP in real mode". Make sure
Processor is set to "Intel x86". Click OK, then click OK in "Debug application setup" dialog.
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<enter a PID to attach:

0k, Cancel Help Search
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Choose <attach to the process started on target> and click OK.

Debugging the BIOS
=10/ x|

* MEHORY : BOBFFFEC db
* MEMORY : BOBFFFED db
* MEMORY : BOBFFFEE db
* MEMORY : BOBFFFEF db

MEMORY : BOBFFFFB ; —————————————————————————————————

MEMORY - B88FFFFR ; ~—————""""""""""
* MEMORY : B8BFFFF¥ db 2Fh
* MEMORY : @8BFFFFE db 38h
* MEMORY : B8BFFFF? db 31h
* MEMORY : @8BFFFFA db 2Fh
* MEMORY : @8BFFFFE db 38h
* MEMORY : @8BFFFFC db 36h
* MEHMORY : BBBFFFFD db a
* MEMORY : @8BFFFFE db BFCh
* MEMORY : B8BFFFFF db BF7h
* MEHMORY : 818868688 db a v|

4| [ o

o 3 |UNKCNDWN |DUUFFFFU: MEMOR.Y :000FFFFD

= -

The BIOS entrypoint is displayed but the disassembly is wrong since the default MEMORY



segment is 32-bit.

Let's create some manual memory regions to reflect the real memory map.

4 | IDA - C:\WINDOWS\TEMP\ida74146.idb (<GDB remote process>)

File Edit Jump Search WewlDebugger Options  Windows  Help
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# General registersl @ Threat

IDEbugger: attached to pri
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|au: idle |Down  |Disk: 415¢

E 1DA View-EIP

* MEMORY : BABFFFEC
* MEMORY : BABFFFED
* MEMORY : BABFFFEE
* MEMORY : BABFFFEF

MEHORY : BBBFFFF 8

I — T — T — Ny — §

MEHORY : B8BFFFF 8

* MEMORY : BABFFFFB d
* MEMORY : BABFFFFC d

Debugger windows
Breakpoints
Watches

Tracing
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’ Continue process F&

Attach to process. ..
Process oplions...

“ PaUse process
. Terminate process Ctrl+F2

Detach from process
Take memory snapshat

Send a command to GDB monitor
Parse Mach-0 symbols

* MEMORY - 008FFFF5 l; Manual memary regions

* MEMORY : 000FFFF6 d = :

+ HEWORY : 60OFFFF7 g S8 SEPie F7
* HEMORY : 00BFFFFS o =¥ Step over i
* HEMORY : 008FFFF9 d 2 Rununtiretumn S

* MEMORY : BABFFFFA d D Run to cursor

Debugger options. ..

Go to Debugger | Manual memory regions.
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Editi.. Cirl+E
Refresh  Cirl+U
Copy Ctrl+Ins
| 4

Right-click and choose "Insert..." (or press Ins).




Add debugger memory region

Please specify a new memaory region

Stat address [FO000 =l
End address [100000 =l
Base address [F000 =]
Mame EEE i
Class [cooe =]

" 32-bit zegment
" B4-bit zegment

[v Ezecutable

Ok

Cancel

Enter the following details:
Start address: FO000

End address: 100000

Base address: FO00

Name: BIOS

Class: CODE

select "16-bit segment"

Click OK.

BIOS:-FFFA ;

BIOS:FFFS
BIOS:FFFaA
BIOS:FFF?¥
BIOS:FFFg&
BIOS:FFF?2
BIOS:FFFA
BIOS:FFFBE
BIOS:FFFC
BIOS:FFFD
BIOS:FFFE
BIOS:FFFF
BIOS:FFFF
BIOS:FFFF
BIOS:FFFF
BIOS:FFFF

H 10A view-EIP

BIOS:-FFFA ;

db
db
db
db
db
db
db
db
db a

db BFCh ;
db BFF¥h ;
BID: ends

end

a

[UNKNOWN

|UUUFFFFB: BIOS:FFFa

Now the disassembly is correct and you can trace the BIOS code.
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Debugging the kernel

To debug the Linux kernel, we first need to create memory regions where it will execute. The usual
kernel entrypoint is at address 100000, and it can use memory almost to the maximum 4G address.

Open memory regions list (Debugger | Manual memory regions) and add a new region:

x

Start address I'I Q0aoo

End addresz IFI:II:II:II:II:II:II:I

Baze addiess IEI

Led Led Lef Led Lo

Mame [LiNLE
Class |coDE
" 16-bit zegrent [¥ Ezecutable

f+ 32-hit zegrent

()% Cancel

Start address: 100000
End address: FO000000
Base address: 0

Name: LINUX

Class: CODE

select "32-bit segment"
Click OK.

We now have two regions:

=

Edit Search

Start I Enu:lI Easel M ame | Clazz | = I Bitz |
Q00Fo000 00100000 FOOO - BlOS CODE O |
""""""" 0000 LINLEX CODE % a2

Line 2 0f 2 y

Double-click the LINUX region to go to its beginning.



El 1pA view-EIP

LIMUX 88186806084

LIHUX: 868108680008

LIHUK - 881880884

LIHUX : 88186806084

LIHUX : 8818806084
* LIHUK : 8681880808
* LIHUK - 88186861
* LINMUK : 88180808062
* LIHUK : 88100608063
* LIHUK 6810860684
* LIHUX - 88168080805
* LINHUX : 881080808084
* LIHUK : 88188887
* LIHUX - 88108808088
* LINUK : 881848809
* LIHUK : 8818808064
* LIHUX : 8810880808
* LINHUX : 88184884C

;: Segment permissions: Read/Execute i’
LINUX segment byte public ‘CODE' use3d

assume cs:LIHUX
:0rg 1880066h

assume es:LIMUK, ss:LIHUK, ds:LIHUX,

db
o Kemone

oo W d 0
db ¢ Da1 War
db [ 9 Dguble word D
db ! Synchronize with
db

!
db [ L. Jump to IP
db £ o setp
db ‘ﬂ Add breakpaint

db Eiw add write trace
db

db o
db i oo Add watch

Ctrl+N
F2

!
inw add readfwrite trace

=10l %

<

IUMKNOWN

|CIU 100000; LINUX: 00100000

Press F2 or choose "Add breakpoint" from the context menu.

Breakpoint settings

Addrezs

v Enabled

x|

IEI:-:EIEH 00000

—Hardware breakpoint zettings———
Size: |'| j

Modes : { Bead™iite

i white
{* Execute

[v Hardware breakpoaint

—Conditior

—Achon
[v Break

[~ Trace

Cancel |

Check "Hardware breakpoint" and select "Execute" in "Modes". Click OK.




-1o] x|
LINUX:88188888 ; Segment permissions: Read/Execute i’
LIHUX:86168686688 LINUX segment byte public °"CODE® use3
LIHUX -B81868008 assume cs:l ITHUR
LINUX 98188888 ;org 180808088h
LTHUX -BAB18688688 assume es:LIMUX, ss:LIHUX, ds:LIMUX,

- LINUX:eeteoe@@ ab |}

*ILIHUS - a@1aaaal db

*ILIHUS :a@1aeaeZ db

*ILIHUS :ae1aeae3 db

*ILIHUS - a@1aaaal db

*ILIHUS - a@1aeaes db

*ILIHUS :a@1aaaa6 db

*ILIHUS - a@1aaaay db

*ILIHUS :a@1aeaas db

*ILIHUS :a@1aaaa? db

*ILIHUS :a@1aeaen db

*ILIHUK :a@188aee db

*ILIHUS :a@1a@aac db -|

1| | B

IUMKNOWN  [00100000; LINUX:00100000

Now press F9 or choose Debugger | Continue process. You should see BIOS and LILO messages on
the screen, and the execution will stop at the "Loading Linux...." message.

-1o)x]
LIHUX :8681068868 i’
EEI' LIHUX: 86100688 loc 10068088: ; DAT
* LIHUSX 881888681 cli
*LIHUX : 881808682 mov eax, 1&h
*LIHUX : 881808887 mov ds, ax
LINUX : 88188889 assume ds:nothing
*LIHUX : 8818068089 mov es, ax
LINUX : 881888088 assume es:nothing
*LIHUX : 8818068688 movw fs, ax
LINUX : 88188880 assume fs:nothing
*LIHUX : 8818068680 movw gs, ax
LINUX :8818888F assume gs:nothing
* LINUX : 88180868F 1ss esp, ds:1836828h
*LIHUY : 88188816 =or eax, eax
LIHUX : 86100618
LINUX -88100618 loc_1008018: ; COD
#* LINUYX:88188818 inc eax
:' LIHUX 881088612 mov large ds:@8, eax
:' LINUX -8818881E cmp ds:10686868h, eax
Lt LINUX:88188682Y4 j=z short loc_1086818
* LINUX :@@8188826 push a
* LINUX:8@810886828 popf
* LIHUX : 8818086829 =or eax, eax
*LIHUYX : 881806828 movw edi, offset unk_1B69CF -
4| | -l
IUMKNOWN  |00100007: LINUX:00100007

This is the initial loader which decompresses the kernel. If you press F9 once more, you'll see
"Uncompressing Linux..." and then "Ok, booting the kernel" messages in QEMU and IDA will stop
at the decompressed kernel entrypoint:



_lof x|
Eﬁli LIHUX - 8818680888 assume es:LIMUX, ss:LIHUN, ds:LIHUX, fs:-LIHUX Al
*LIHUX : 88180868681 mov eax,
*LIHUX : 881806886 movw ds, ax
LINUX:88188888 assume ds:nothing
*LIHUX : 8818068688 mov es, dx
LINUX:8818888A assume es:nothing
*LIHUX : 8818068687 movw fs, ax
LINUX:8818888C assume fs:nothing
* LIHUYX : 8818088C movw gs, ax
LINUX:8818888E assume gs:nothing
* LIHUYX : 881 8068BE mov edi, offset unk_18208084
*LIHUX : 881886813 mov eax,
LIHUX : 86100618
LINUX :88100618 loc_1080818: ; COD
#* LINUYX:88188818 stosd
:' LIHUX: 8818086819 add eax,
:' LINUX :8818881E cmp edi, offset unk_1848688
L * LINUX :88188824 jnz short loc_1086618
*LIHUYX : 881808826 movw eax, offset off_168108084
*LIHUX : 881806828 mov cr3, eax
* LIHUY : 881 80682E mov eax, cr@
* LIHUYX : 881886831 or eax, offset unk_80080800808
* LIHUX : 881808836 mov crB, eax
* LINUX 88188839 jmp short %$+2
* LIHUYX : 881806838 mov eax, offset unk_981880842
* LINUX : 881868848 jmp eax
LINUX 88188848 ; ——— -~
*LINUX : 88188842 db #@Fh -
+| | ]
[UMKNOWN 001000042 LINUX:00 100004

This code sets up paging table, enables paging, and then jumps to the "real" kernel entrypoint.

Adding symbols

Kernel symbols are available as /proc/ksyms or /proc/kallsyms pseudo-file after booting.
If you get that file from the VM to the host, you can add the symbols to your disassembly. Go to
File | Python command... and enter the following short script:

ksyms = open(r"D:\ksyms") #path to the ksyms file

for line in ksyms:
addr = int(line[:8], 106)
name = line[9:-1] # use line[ll:-1] in case of kallsyms
idaapi.set debug name (addr, name)
MakeNameEx (addr, name, SN NOWARN)
Message ("$08X: %s\n"% (addr, name)

)

Click OK and wait a bit until it finishes. After that you should see the symbols in the dissassembly
and name list:


file:///D:/ksyms

Happy debugging!

_ibix)

I arne

D empty_zero_page 90704000

D dizable it 90107020

D enable_hit 0107030

D defaul_ide 30107040

D machine_real restart 00110

D machine_restart 90107100

D mackine_hal 501 07250

D machine_power_aff 901 07260

D dump_thread 0107670

D get_wchan 907107330

D _ down_failed A01070Aac

D _ down_falled_interuptible AN 07DAS

D down_failed trylock A a7De4

D up wakeup S01070C0

D dump_stack 901 034E0

D disable_irg 90104650 -l

k. Cancel Help Search |

|Line 1of 1212 v
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