Debugging Windows kernel under VMWare using
IDA's GDB debugger
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Current versions of VMWare Workstation include a GDB stub for remote debugging of
the virtual machines running inside it. In version 5.4, IDA includes a debugger module
which supports the remote GDB protocol. This document describes how to use it with
VMWare. As an example, we'll debug a Windows kernel.

Preparing VM for debugging

Let's assume that you already have a VM with Windows (32-bit) installed. Before
starting the debugging, you can copy the kernel for symbol retrieval later. Copy
ntoskrnl.exe or ntkrnlpa.exe (depending on the VM configuration) from
Windows/sytem32.

Now edit the VM's .vimx file to enable GDB debugger stub:

_loix

File Edit Format Wiew Help

ethernetl. generatedaddress = "00:0c:29:82:ed:1e" -
ethernetd. generatedaddressoffser = "0"

wvmci0.id = "-830282722"

tools.remindInstall = "FALSE"

ush:1.deviceType = "hub”

ush:0.deviceType = "mouse”

checkpoint.wvmstate = "

idel:0.startConnected = "TRUE"
tools.syncTime = "FALSE"
hgfs.maprootshare = "TRUE"
isolation.tools.hgfs.disable = "FALSE"
sharedrolder.maxNum = "1"

sharedrolder(O. present = "TRUE"
sharedrFolderd. enabled = "TRUE"
sharedFolderd. readaccess = "TRUE"
sharedrFolderd.writeaccess = "TRUE"
sharedrolder0. hostrath = "D:“wvmwareshared"
sharedrolder0. questName = "vmwWareShared"”
sharedrFolderd. expiration = "never”

debugstub. 1isten. guest32 = "TRUE"
debugstub. hideBreakpoinjts= "TRUE"

L]

Add these lines to the file:

debugStub.listen.guest32 = "TRUE"
debugStub.hideBreakpoints= "TRUE"

Save the file.

In VMWare, click "Power on this virtual machine" or click the green Play button on the
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Starting Windows

To direct input o this VM, dick inside or press CHrl+G. [er=1=k LA

Wait until the VM boots.

Debugging in IDA
Start IDA.

Hew Dizazzemble a new file

‘whark, an paur o

Load the ald dizazsembly

[ Dan't dizplay thiz dialog box again

If you get the welcome dialog, choose "Go".
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Remote GDB debugger

Remote Linux debugger
Remote Mac 05 X debugger
Remote Symbian debugger
Remote WIinCE debugager
Remote Windbg debugger
Remote Windows debugger
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lauto Down  [Disk |

Choose Debugger | Attach | Remote GDB debugger.

Debug application setup: gdb |

Debugger specific options |

Hosthame |Iu:u::alhn:|st x| Port IEE‘32 =l

[~ Save network settings a5 default

] Cancel Help

Enter "localhost" for hostname and 8832 for the port number.
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<enter a PID ta attach:

] 4 Cancel Help Search

|Line 10f 2 v

Choose <attach to the process started on target> and click OK.

—lo/x]
* MEHORY :8261B853 db 90h ; kL |
MEHORY:8261B85% ; ———
EP ¥
* MEHORY :8261B855 push ebp
* MEHORY:8261B856 push ebx
* MEHORY :8261B857 push esi
* MEHORY:8261B858 push edi
* MEHORY:8261B859 sub esp, Shh
* MEHORY :8261B35C mou ebp, esp
* MEHORY :8261B35E mou [ebp+iih], eax
* MEHORY :8261B261 mou [ebp+iBh], ecx
* MEHORY:8261B864 mou [ebp+3Ch], edx
* MEHMORY :8261B867 test dword ptr [ebp+708h], offset off_2000
_ - * MEMORY:8261B86E jnz short loc_8261B82C o
* MEHORY :8261B378 cmp word ptr [ebp+i&Ch], &
- 2 HEMORY :8261B875 jz short loc_8261B826
1 * MEMORY :8261B877 mov word ptr [ebp+508h], fs
| * MEHORY :8261B87A mou word ptr [ebp+ZE2h], ds
; * MEHORY :8261B87D mou word ptr [ebp+Zih], es
i * MEMORY:8261B888 mov word ptr [ebp+ZBh], gs
| HEHMORY:8261B883
' HMEMORY:8261B883 loc_8261B883: ; CO
—** MEHORY :8261B883 mou ebx, 36h ; '@’
| * HEMORY :8261B888 mov eax, 23h ; '#'
! HMEHORY :8261B88D db G6h |
Al | B
+  |UnKNOWN  [3261B861: MEMORY:B261B861

The execution should stop somewhere in the kernel (address above 0x80000000). You
can step through the code, but it's not very convenient without any names. Let's try to add
some symbols.

Identifying kernel base

To load the kernel symbols from PDB file, we first need to know at which address it is
loaded. There are many ways to find it, but we will use the KernBase pointer in the



DBGKD GET VERSIONG64 structure, which, in turn, is referenced from the KPCR
structure pointed to by the fs register.

To retrieve the base of the segment pointed to by fs, we can use the VMWare's debug
monitor "r'" command. Make sure you switch the commandline interpreter to "GDB":

& | IDA - C:\WINDOWS\TEMP\ida37885.idb (<GDB remote process>)

File Edit Jump Search View Debugger Options Windows Help

‘ P .IHethe GDE debugger | ‘ | Eg Ep ED [ | E) pE

# Gereral registersl Ell Threads DA Yiew-EIP | ID.-'-‘-.View-ESF'l

e

IDAPyThon version 1.1.0 final (serial 0]
Copyright (c) 2004-2009 Gergely Erdelyi - http:/ /d-dome.net/id

The initial autoana 5 has been Tinished.

IDC - Mative built-in language I
H GDB REEFM:I a command to GOB monitor
ri Pythot - IDAPython plugin

Then type "r fs" in the commandline (hint: use "." to switch to commandline and Esc to
switch back to disassembly):

The initial autoanalysis has been Tinished.
GDE=r T3
fs 0x320 base OxB82787a00 1imit Ox00002008 type Ox3 s 1 dpl 0 p 1 db 1

GOB||
lau: idle Down  |Disk: 414GE  [Enter a GDB command

The address mentioned after "base" will be the address of KPCR.

Navigate to the address in IDA (Jump | Jump to addres... or just "g"). You will see the
start of the KPCR structure.
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* MHEMORY :827879FF db i |
* HEMORY :82787A88 db BFFh
* MEMORY :82787A81 db BFFh
* MEMORY :82787A82 db BFFh
* MEMORY :82787A83 db BFFh
* MEMORY :82787a04 db ]
* MEMORY :82787A05 db ]
* MEMORY :827870A06 db ] 1
* MEMORY :82787007 db ]
* MEMORY :827870 88 db a
* MEMORY :82787A 82 db a
* MEMORY :82787An8A db a
* MEHMORY :82787ABE db a
* MEMORY :82787A8BC db a "'|
+| | B
IUNKNCWN  |[82787400: MEMORY:82787A00

We could just follow some well-known offsets, but for convenience we will make use of

the structure definitions bundled with IDA.

Choose View | Open subviews | Type libraries or press Shift-F11. You might get this

warning, which is normal in this situation:

waming x|

] |0 Pro has failed to recoghize the compiler uged to create thiz program.
. |f wour kniows which compiler was wused to create the program,
pleaze presz Ing to add the comezponding type infarmation library fle.

Press OK to close it. If you cannot see the Loaded Type Libraries window, right-click the
Types tab on the main IDA window and make sure "Desktop window" item is checked:

wViewEIP | 2] D4 ViewEsP T

(00002008 twvpe 0x3 s 1 dol O

[ | Loaded Type Libraries

Edit Search

Mexk winday F&
Previous windaw Shift+Fa
Close window Alt+F3

File

| Description

v Desktop window
Desktop window on top

In the Loaded Type Libraries window choose "Load type library..." from the context

menu or press Ins.



] Available Type Libraries =10 x|

File Loa... | Description :l
T nim Mebware types
T ntapi M5 Windows NT 4.0 Mative AP <ntapi bz <ntdlLh:
[ WS Windows <nkddk. b
T ntddkE4 Windowsbd NTDDE for AMDE4 J
T wcBwin Wisual C++ vB
T wvedamd... Wigual C++ w8 headers for aMDE4 -
n - s T I - 1 - Cer) I . . 1 Ty ﬂJ
k. Cancel Help Search |
Intdd Wy

In the list, choose file named "ntddk" (hint: you can start typing the name to quickly
navigate to it) and click OK. This will make available various structures from the

Windows Device Driver Kit.
Now open the structures window (View | Open subviews | Structures or Shift-F9). There,
press Ins or choose "Add struct type..." from the Edit menu.

Create structure/union x|
[

Structure name |Eine

[T Create befare cument structure
[T Don't include in the list
[T Create union

Add standard structure |

F, Cancel | Help

Click "Add standard structure". The list of predefined structures we loaded will appear.



_loix

| Tupe name I Declaration :l
ft KEV_ WALUE_PARTIAL_INFORMATION_ALL.. stuct _KEY WAlLUE_PARTIAL_INFORM,
ft KEV_WwWRITE_TIME_INFORMATIOMN ghruct _KE‘r’_"-A-fFHTE_TIr-.-1E_Ir\lFIIIFlh-h“-"«TII_I
ft KFLOATIMG_SAWVE shruct _EFLOATIMNG_SAWVE
ft KIPI_COUMTS gtruct _EIFI_COUNTS
ft KLOCE_QUEUE_HAMOLE ghuct _KLOCK_QUEUE_HAMDLE
ft FMUTANT ghruct _FMUTAMT
ft FMUTE struct _FMUTAMT
Fi G shuct_KPCR
ft KSaLLOCATOR_DISPATCH ghruct _ESALLOCATOR_DISPATCH -
4 | of
(] Cancel | Help Search |
KPC 4

In the list, choose structure named KPCR (again, you can start typing its name). Click
OK.

Now let's go back to the disassembly and apply the structure. Make sure you're at the
address (fs base) we found earlier, and choose Edit | Structs | Struct var... or just press

Alt-Q.
_iojx
M ame I Size |
_KPCR::$03EFEBIEB02F3B CYCCDE220. . ooc
ﬂ _MT_TIB:$D184ACEF 2036874733360 3030 .. non4
B NT_TIE 0o1c
ﬂ K.PCR::$03EFE333B0Z2FE9ES1CYCCOEZ20. .. ooc
JAg K 0054
k. Cancel Help Search
|Line 5 of 5 W

Choose the KPCR structure and click OK. You might get this warning, which can be

ignored:
warning x|

] Initialized union inztances can not be dizplayed in aszembly.
[ |D& will uze the firgt union field ta dizplay the union value.

[~ Don't display this message again

The dissassembly will display structure fields nicely represented and commented.



=

* MORY :82787A00 stru_82787A80 dd BFFFFFFFFh ; al=|
MORY :B27B7A0A DATA XREF: HEHOD
MORY :82787A00 dd @ anonymous_H@_HET
MORY :82787A00 dd @ anonymous_H@_HET
MORY :82787A00 dd offset unk_861DA0O0OO anonymous_H@_HET
MORY :82787A00 dd offset unk_2FDDEG anonymous_H@_HET
MORY :82787A00 dd offset unk_1 anonymous_@.HET
MORY :82787A00 dd @ anonymous_@.HET

MORY :82787A00 dd offset stru_82787A00 SelfPcr

MORY :82787A00 dd offset off_82787B20 Prch L
MORY :82787n008 db 2 Irgl

MORY 8278700 db 3 dup{@)

MORY :B2787A00 dd A : IRR

MORY :B2787A00 dd A ; IrrActive

MORY :82787A00 dd BFFFFFFFFh : IDR
MORY:82787A00 dd offset off_82786{h88 ; KdVersionBlock
MORY:82787A00 dd offset off_83540400 : IDT

MORY :82787A00 dd offset unk_83540000 : GDT

MORY :82787A00 dd offset unk_8@1DA0on : T53

Kl »

|UNKZI'~.IDWN |BZ?S?AUU: MEMORY:stru_82757A00

Find the field commented KdVersionBlock and double-click or press Enter to follow
it. Name the location KdVersionBlock so that it can be easily found later.

Now we need to apply a structure DBGKD GET VERSIONG64, but it is not available in
the type libraries shipped with IDA. Its definition is available in the file wdbgexts.h
shipped with Debugging Tools for Windows or can be found on the Internet. We could
create the structure manually from its definition, but it's much easier to use IDA's built-in
C parser.

Go to View | Open subviews | Local types or press Shift-F1. Press Ins or choose
"Insert..." from the context menu.

=

Pleaze enter a new wpe declaration

<« debugger exten=ion=. Thi=z i= the addres= of tﬁ:l
A

## There will alwavs be an entrv for the debugger
B

TLOHGed DebuggerDatalist:
|} DBEGED GET_VERSION&ed . =*=PDEGED GET VERSIOHG4 ;

4| | b

()% Cancel | Help |




Paste the definition of the DBGKD GET VERSION64 structrure from wdbgexts.h
file or Internet. Click OK.

{0

Edit Search
Ordinal | I arne | Sizel Sync | D ezcription

w1 K.PCH 00000054 Ao struct funion _KPCR::$03EFERS

struct {USHORT M ajorersion;U

1| | 0

Line 2of 2 A

The structure will appear in the Local Types list, but it will not be available yet in the
Structures list or in Struct var... command.

b0 DB GKD i i
Insert.... Ins
Delete Del
Edit... Ctrl+E
4 | Refresh Cirl+U
e - EET
Ly Export totheader file
Copy Ctrl+Ins

Right-click it and choose "Synchronize to idb". Click Yes in the confirmation notice and
OK in the info messagebox. Now we can apply the structure.

Go to the KdVersionBlock location we noted before and apply the new structure
(using Edit | Structs | Struct var... or Alt-Q). The structure will initially appear collapsed,
press Numpad + to uncollapse it (or choose Unhide from the View menu).



R=IEY
MEMORY :82786A83 db (] ;|
MEMORY :82786A84 db 92h ; °
MEMORY :82786A85 db (]

MEMORY :82786A86 db (]

MEMORY :82786A87 db (]

MEMORY :82786A88 [{dVersionBlock dw OFh ;: Majo
MEMORY :B2786A88 ;: DATA XREF: MEMORY:s
MEMORY =82786A88 dw 1BS8h : MinorUersion

MEMORY -82786A88 db & : ProtocolUersion
MEMORY :82786R88 db @ ; KdSecondaryUersion
MEMORY :B2786A88 dw 3 ;: Flags =
MEMORY :82786A88 dw 14Ch ; MachineType

MEMORY :82786A88 db OCh : MaxPacketType

MEMORY -82786A88 db 3 : MaxStateChange
MEMORY - 82786A88 db 2Fh : MaxManipulatE

MEMORY :B2786A88 db B : Simulation

MEMORY :B2786A88 dw B : Unused

MEMORY :82786A88 dq BFFFFFFFF8264F BBBh : KernBase

MEMORY :82786A88 dq BFFFFFFFF827A6G838h : PsLoadedModulelList
MEMORY :82786A88 dq BFFFFFFFF829C4FEChH ; DebuggerDatalist
MEMORY :82786AB8 db BECh ; M -
« | H
IUNKNOWN  |32736A33: MEMORY :kdVersionBlock

Now everything is nicely represented, and we can follow the KernBase pointer (the Fs
at the beginning of the address are caused by sign extension and can be ignored here;

double-click or Enter key still work). After following the pointer, you can see the familiar
MZ signature.

=
HEMORY :8264EFFE db ? -
HEMORY :8264EFFF db ?
HEMORY :8264F 800 unk_8264F008 db  4Dh ; I
HEMORY :8264F881 db 5Ah ; 2
HEHORY :8264F 08082 db 90h ; |k =
HEMORY :8264F 883 db §
HEMORY :8264F 884 db 3
HEMORY :8264F B85 db § |
1| I
[UNKNOWN  |[8264F000: MEMORY :unk_8264F000

Loading symbols
To load the symbols, we will make use of the new feature IDA 5.4. Go to File | Load File

| PDB file...

Enter path to the kernel .exe you copied from the VM and the kernel base address we

found.




x
[nput file: ID:W’mWareS haredsritkrmlpa. exe j _|
ddress [0+8264F D00 =]

0k, Cancel |

Press OK and IDA's PDB loader plugin will retrieve the PDB file for the .exe from
Microsoft's symbol store and apply its symbols to the disassembly.

=10] x|

M ame I .ﬁ.ddressl F'..I -

D _iCompletionlipFlags T odwoid S264F000 b
[x] S2ER0000
D PshedSetEmorSourcelnfolx] 32650004
D PshedDizsableE rmors ourcex) 2650008
D PshedG et njgctionCapabiliies]«] 2650000
D PshedlnijectEmors,4.0.0,8,4.4.4,4] 32650010
D PshedFinalizeEmorRecard]x.« 32650014
D P:zhedBugCheckSystemlx 2] 28800148
D PsheddttemptE morRecovenyx] g8265001C
D Pshedw/riteE morR ecord(x.x.x] g2eR0020
D PshedFreetdemon=] B2eh0024
D PshedCleaE morF ecordx,=.4] B26R0028
D Pshed zSysteriwheaE nabled(] 32600020
D Pshedinitizlize]x ) 2650030

D P:shedReadE moecord|= «.x.x.% %) 22600034 ;I

k. Cancel Help Search |
Line 2 of 18231 y

This should make your work much easier.

Happy debugging!

Copyright 2009 Hex-Rays SA
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