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Introduction

Quick Overview

The trace replayer is an IDA pseudo debugger plugin that appeared first in IDA 6.3. This plugin can
replay execution traces recorded with any debugger backend in IDA, such as local Win32 or Linux
debuggers, WinDbg, remote GDB debugger, etc...

Following this tutorial

This tutorial was created using the Linux version of IDA and a Linux binary as target. However, it
can be followed on any supported platform (MS Windows, Mac OS X and Linux) by setting up
remote debugging. Please refer to the IDA online help for more information regarding remote

debugging.

Supplied files

Among with the tutorial the following files are also provided at http:/www.hex-
rays.com/products/ida/support/tutorials/replayer/ida-replayer-tutorial.tar.gz

File name SHA1 Description

intoverflow.c |6424d3100e3ab1dd3fceae53c7d925364cea75c5 |Program's source code.
intoverflow.elf |69a0889b7c09ec5c¢293702b3b50f55995ala2daa |Linux ELF32 program.
no_args.trc 773837c2b212b4416c8ac0249859208fd30e2209 |IDA binary trace file version 1
second_run.trc |4e0a5effa34f805cc50fe40bcOe19b78ad1bb7c4 |IDA binary trace file version 1
crash.trc f0ee851b298d7709e327d8eee81657cfObeae69b |IDA binary trace file version 1

Replaying and managing traces

Recording traces

Before using the trace replayer plugin we will need to record an execution trace of a program. We
will use the following toy vulnerable program as an example:

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int foo(char *arg, int size)

{
char *buf;


http://www.hex-rays.com/products/ida/support/idadoc/
http://www.hex-rays.com/products/ida/support/tutorials/replayer/ida-replayer-tutorial.tar.gz
http://www.hex-rays.com/products/ida/support/tutorials/replayer/ida-replayer-tutorial.tar.gz
http://www.hex-rays.com/products/ida/support/idadoc/1463.shtml
http://www.hex-rays.com/products/ida/support/idadoc/1463.shtml

Please compile this sample program (in this example, we used GCC compiler for Linux) or use the
supplied ELF binary, open the binary in IDA and wait until the initial analysis completes. When
done, select a suitable debugger from the drop down list (“Local Linux debugger”, or “Remote
Linux debugger” if you're following this tutorial from another platform):

v # @ X P O Olocallinuxdebugger (| % & & § §

jorg BO48430h
assume £s:nothing, ss:nothing, ds: _data, fs:nothing, gs:no

We have two ways of telling IDA to record a trace:

1. Break on process entry point and manually enable tracing at this point.
2. Or put a trace breakpoint at the very first instruction of the program.

In the case we prefer the first approach we will need to click on the menu “Debugger — Debugger
Options” and then mark the check box “Stop on process entry point” as shown bellow:



» Debugger setup

Events
[l stop on debugging start

k4 |Stop on process entry poink|

[] Stop on thread sktart/exit
] Stop on library load/unload
] stop on debugging message

Event condition [ | v |

Log
[ segment modifications

i Thread start/exit

& Library load/unload
[ Breakpoint

1 Debugging message

Options
[ Reconstruct the stack

[ show debugger breakpoint instructions

] Autoload PDB files

| Edit exceptions | | Reload exceptions |

| Help || cancel || OK |

After checking this option press OK and run the program pressing F9. When the entry point is
reached, we can select from the menu “Debugger — Tracing” one of the following three options:

1. Instruction tracing: All instructions executed will be recorded.

2. Function tracing: Only function calls and returns will be recorded.

3. Basic block tracing: Similar to instruction tracing but, instead of single stepping instruction
by instruction, IDA will set temporary breakpoints in the end of every known basic block, as
well as on function calls.

For this example we will select “Instruction tracing”. Check this option and let the program
continue by pressing F9. The program will resume execution and finish quickly. Now, we have a
recorded trace! To see it, select “Debugger — Tracing — Trace Window”. A new tab will open with
a content similar to the following:



IDA View-A 3¢

E7 Trace window X | [T

Hex View-A it Structures ¥ | [E]

Thread

Address

Instruction

00004 3

| & 000047F8
| 52 000047F8
| & 000047F8
| § 000047F8
' & 000047F8
| & 000047F8
| 52 000047F8
| & 000047F8
| § 000047F8
' & 000047F8
| & 000047F8
| 52 000047F8
| & 000047F8
| § 000047F8
' & 000047F8

.text:_start
.ext:_start+2
text: start+3
.text:_start+5
.text:_start+8
.text:_start+9
.ext:_start+A
text: start+B
.text:_start+10
text:_start+15
.text:_start+16
.ext:_start+17
text: start+1C

.ple:__ libc_skart_main

Memory layout changed:

xor ebp, ebp

pop esi

mov  ecx, esp

and esp, OFFFFFFFOh
push eax

push esp

push edx

push offset _ libc_csu_Fini
push offset _ libc_csu_init
push ecx

push esi

push offset main

call _ libc_start_main
jmp ds:off_804A004

As previously stated, there are two ways to record traces: enabling it manually, or using an “Enable
tracing” breakpoint. To set such a breakpoint we will go to the program's entry point (Ctrl+E) and
put a breakpoint (F2) in the very first instruction. Then right click on the new breakpoint and select
“Edit breakpoint”. In the dialog check the option “Enable tracing” and then select the desired
“Tracing type” (for this example, we'll use “Instructions™):

-

] Module relative

] symbolic

(] Source code

[l Low level condition

Hardware breakpoint mode

[ Read
0] Write
O Execute

A Breakpoink settings X
Location |0x8048430 v
Condition [ v]
Settings Actions

¥ Enabled (] Break

[ Hardware [] Trace

(] Refresh debugger memory

Enable tracing

(] Disable tracing

Tracing type [Instructinns >

Size |(}:-c‘l v |

Help

H Cancel H oK l




Remove the “Stop on process entry point” option we set in the prior example and press F9 to run
the program.

This way is more convenient than the first because the tracing is turned on automatically and does
not need manual intervention.

Working with traces

Now we have a new recorded trace, no matter which method we used. What can we do with it?
First, we can check which instructions were executed, as they are highlighted in the disassembly,
like in the screenshot bellow:
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08048530
0804859E
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0804859E

main

arg_0
arg_4

loc_8048572:

locret B04853D:

main

public main

proe near ; DATA XREF start+17To

push
mev
and
sub
cmp
jz
mev
call

leave
retn
endp

dword ptr &
dword ptr OCh

|
ebp
ebp, esp
esp, OFFFFFFFOh
esp, 10h
[ebp+arg 0], 3
short leoc_ 8048579

dword ptr [esp], offset aInvalidNumberO ;

_puts
eax, 2
short leeret_B804859D

"Invalid number of arguments!”

; CODE XREF: main+DTj
eax, [ebptarg 4]

eax, B

eax, [=ax]

[esp], eax ; nptr
_atoi

edx, [ebptarg 4]

edx, 4

edx, [edx]

[esp+d], eax ; size
[esp], edx : sre
foo

; CODE XREF: main+20Tj

(the highlight color can be changed in “Debugger — Tracing — Tracing Options”)

Highlighting makes it clear which instructions have been executed.



We can also check what functions have been executed (instead of instructions) by opening the
“Trace Window” via “Debugger — Tracing — Trace Window”, right clicking on the list and then
selecting “Show trace call graph”:

[ = '

L L L i
= = il e B3 kil e =1
._1ihc_ltlrt_mlin' _ libe_esu_init ' i ' @
1 1 Y ¥
il s B3 il s B3 é [
.:Lnit_prcu: ' __ieé86.get_pc_thunk. bx' .puts '

"I "I é
frame_dummy __do_gleobal_ctors_aux

Now let's inspect the register values in order to understand why the check at 0x0848566 doesn't
pass. Please select “Debugger — Switch debugger” and in the dialog box click on the “Trace
replayer” radio button:

A Select a debugger

Available debuggers
O Local Bochs debugger

O Local Linux debugger
O Remote GDB debugger

C Remote Linux debugger

@ [Trace replayer]

Default debuggers (autoselected For new databases):
NONE
[] Set as default debugger

| cancel |[ oK

Click OK and press F4 in the first instruction of the “main” function.



The trace replayer will suspend execution at the “main” function and display the register values
that were recorded when the program was executed:

IDA View-EIP

-text:0804859E

We can single step by pressing F7, as usual. Let us keep pressing F7 until the

reached:

EH e

IDA View-EIP

main endp

B @ & ) v @O S FvEda X p

0o

4
3

{31

' e &

G~ IR B &3 w B0 dd F FvFwX » OO wegr A- B»
] 3
O TTRRDT00 1 N IR U I e 2
i3t General registers
.text:08048557 [~||eA% rrEREFOE W
-text:08048557 public main
.text:08048557 main proc near . DATA XREF: start+17to ERX FT6FBET4 L
.text:08048557 | ||[ECX 7TES57C3E '+
.text:08048557 arg 0= dword ptr & _||EDX 00000001 '+
-text:08048557 arg_4= dword ptr OCh | 3 ESI 00000000 ZF 1
ot 080asss7 push  ebp S L 2 o
-text: pus!
-text:08048558 mov ebp, esp LT L CTTE R PF1
.text:0804855A and esp, OFFFFFFFOh ESP FFEB6E5SC '+ CFo
-text:0804855D sub esp, l0h EIP 08048557 “% main
-text:08048560 cmp [ebp+arg 0], 2 EFL 00000246
-text:08048564 jz short loc_ 8048573
.text:08048566 mov dword ptr [esp], offset alnvalidNumberO ; "Invalid number of arguments!"
-text:0804856D call _puts
.text:08048572 mov eax, 2
-text:08048577 jmp short locret_ B8048535D
-text:08048579
-text:08048573
-text:08048573 loc_8048573: ; CODE XREF: maln+DTj
.text:08048573 mov eax, [ebptarg 4]
.text:0804857C add eax, 8
.text:0804857F mov eax, [eax]
.text:08048581 mow [esp], eax ; nptr
.text:08048584 call _atei
.text:08048583 mov edx, [ebp+arg_4]
.text:0804858C add edx,
.text:0804858F mov edx, [edx]
.text:08048591 mowv [esp+4], eax ; size
.text:08048595 mov [esp], edx ; src
-text:08048598 call foo
-text:0804859D
-text:0804859D0 locret 804853D: ; CODE XREF: main+ZDTj
-text:0804859D0 leave
text:0804853E retn

jz” instruction is

I

i3t General registers

-text:08048557
-text:08048557
-text:08048557
-text:08048557
-text:08048557
-text:08048557
-text:08048557
-text:08048557
-text:08048558
-text:0804855A
-text:0804855D
.text:08048560
-text:08048564
-text:08048566
-text:0804856D
-text:08048572
-text:08048577
-text:080485739
-text:08048573
-text:080485739
-text:08048573
-text:0804857C
-text:0804857F
-text:08048581
-text:08048584
-text:08048583
-text:0804858C
-text:0804858F
-text:08048591
-text:08048535
-text:08048538
-text:0804853D
-text:0804853D
-text:0804853D
-text:0804853E
-text:0804853E

public main

main prec near ; DATA XREF: _start+17Te

arg 0= dword ptr &

arg_4= dword ptr 0OCh

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 1loh

cmp [ebp+arg 0], 32

jz shoert loe 8048579

mov dword ptr [esp], offset alInvalidNumberO ; "Invalid number of arguments!"
call _puts

mev eax, 2

jmp short locret_ 804853D

loc_B8048573: ; CODE XREF: maln+DTj
mov eax, [ebptarg 4]

add eax, 8

mev eax, [eax]

mov [esp], eax ; nptr

eall _atei

mov edx, [ebp+arg_4]

add edx,

mov edx, [edx]

mov [esp+4], eax ; size

mov [esp], edx ; src

call foo

locret_804853D: ; CODE XREF: main+20Tj
leave

retn

main endp

s

ERX FFERB6F04
EBX F76FBFF4
ECX JE557C3E
EDX 00000001
ESI 00000000
EDI 00000000
EEF FFERGESS
ESP FFER6E40
EIP 08048564
EFL 00000293

(™

w
[
[
[
[
[
(™
[

main+D

EF 0

PF O
CF1

The comparison “cmp [ebp+arg_0], 3” was not successful (ZF=0) so the check does not pass. We
need to give to the program two arguments to pass this check and record a new trace.



Loading an overlay and viewing differences in flow

Before doing another run, let's save the first trace to a file. Select “Debugger — Tracing — Trace
Window”, right click in the middle of the newly opened tab, and select “Save trace” from the popup

menu:

[y

Ctrl+C

" copyal Ctrl+Shift+ins |
all Opy & r ! ns SP=
T W Quick filter Ctrl+F
N Modify filters... Ctrl+shift+F [SP=
Show trace info Ctrl+ sp=
Clear trace Ctri+X e
e Load trace Ctri+L gp=
no| 'BP=
e Change trace description Ctrl+E :SP=
s showtrace call graph ctrl+G [SP=
WS Export trace to text file SP=
all OVEFIE}" SP=
now EUA, [ESP T V] cBX=
atn F=p=
Then save the file:

% Save trace file -0
Mame: [nn_arguments_executinn.trc| ]
Save in folder: I " II tmp || traces | Create Fclderl
Places Mame v  Size Modified ||

\, Search argurments_execution.trc S35 KB 12:40
X Recently Used argurments_execution 2.tre 335KB 12:41 |
A aundro
M Desktop
.. File system ~ A
o | *tre S |
[ |
Cancel Save
X | |

You will also be offered a chance to give the trace a description:




Trace description

Enter description (or leave empty) [Runnihg without arguments. v |

| cancel .I[ oK |




Now let's record a new trace but this time we will pass two command line arguments to the
program. Select “Debugger — Process Options” and set “AAAA 4” as the arguments:

A Debug application setup: linux )
Application [,r"home,.l’jaxeanf[}ocumentosfhexraysfreplayerfintoverﬂow | VI [ ]
Input file [,"homefjnxean![}ocumentcsjhexraysfreplayerfintoverl‘low | VI [ ]
Directory [fhomejjoxeanf[}o-:umentosfhexraysfreplayer | VH ]
Parameters [AAAA 4 ‘ VI
Hostname [ | VI Port

Password [ | VI

[] save network settings as default

Help H Cancel H oK

Close the dialog, revert to the “Local Linux debugger”, and press F9. A new trace will be recorded.
If we check the “main” function we will see that different instructions have been executed this time:

‘ IDA View-A ¢ ‘Ej Trace window 3¢ ||§| Hex View-A 32 | Structures 3¢ |[j Enums X | Imports X

.text: 08048557 public main

.text: 08048557 main proc near ; DATA XREF: _start+l7To
.text: 08048557
.text: 08048557 arg 0
.text: 08048557 arg 4
.text: 08048557

dword ptr &
dword ptr OCh

.text: 08048557 push ebp

.text:08048558 mev ebp, esp |

.text:0804855A and esp, OFFFFFFFOh

.text:0804855D sub esp, 10h

.text:08048560 cmp [ebp+arg 0], 3

.text: 08048564 jz short loc 8048573

.text:08048566 mov dword ptr [esp], offset aInvalidNumberQ ; "Invalid number of arguments!”
.text:0804856D call _puts

.text:08048572 mov eax, 2

.text: 08048577 Jmp short locret_ 804855D

.text: 08048579
.text: 08048579

.text:08048579 loc_B048573: ; CODE XREF: main+DTj
.text:08048579 mov eax, [ebpt+arg_4]

.text:0804857C add eax, B

.text:0804857F mov eax, [e=ax]

.text:08048581 mov [esp], eax ; nptr

.text:08048584 call _atei

.text:08048589 mov edx, [ebpt+arg_4]

.text:0804858C add edx, 4

.text:0804858F mov edx, [edx]

.text:08048591 mov [esp+4], eax ; size

.text:08048595 mov [esp], edx ; sre

.text: 08048598 call foo

.text:0804859D

.text:0804859D locret 804853D: ; CODE XREF: main+20Tj

.text:0804859D leave




Let's check which instructions are different between the first and the second run.

First, we will need to load the previous trace as “overlay”:

~libc_csu_init ESP=FFDEBCHC
Copy Ctrl+C ESP=FFCOEBCES
Copy all Ctrl+shift+Ins ESP=FFDEBCE4
T K filt Crl+F ESP=FFOEBCEQD
Quick filter ' ESP=FFDEBCSC
i Modify filters... Ctrl4+shift+F
Show trace info Ctrl+ ESP=FFDEBCSE
Clear trace Ctrl+x
Save trace ctrl+s - -
ch ; q it Ctrl+E ESP=FFOEEBEDS&
ange trace description r EBP=FFDEBBDE
Show trace call graph ctri4+G ESP=FEFDEBEDA
E)(pﬂl"t trace to text file ESP=FFDEEBEDD
call _ i686 get pc_thunk bx ESP=FFDEEBCS

Select the trace we saved:

LY Please select a trace - o x
B E)

Location: [nu_arguments_executinn.trc l

Places | Mame v | Size Modified
+, Search arguments_execution.trc S35 KB 12:40

5 Recently U... arguments_execution_2.trec 335 KE 12:41

A% gundro ; no_arguments_execution.trc 716 bytes 12:46

M Desktop
.. File system
. Storage

__ intel_120g...

(<]

* trg Y

‘ ogancel ‘ ‘ 'J Qpen ‘




Note that we have now other options in the 'Overlay' submenu, now that there is an overlay present:

st Copy Ctrl+cC

I3A4 Copy all Ctrl+shift+ins ESP=FFDEBCS8
13AF e

1384 W Quick filter Ctri+F ESP=FFDEBCS4
c_c§ Show trace info Ctri4 ESP=FFDEBBDS
€% Cleartrace Ctrl+x EEP=FFDEEBDE
€8 Load trace Ctrl+L ESP=FFDEBBDA
c-5 Save trace Ctrl+5s ESP=FFDEBEDO
€_es A descriot I ESP=FFDEBBCC
c_cs Change trace description Ctri+E ink_bx ESP=FFDEBRBCE
35 ¢ Show trace call graph Ctrl4+G EBX=080485AB
15 o Export trace to text file ESP=FFDEEBCC
c ¢ Crverla Show overlay info Ctrl+shift+1 9FF4 F
c_csu_init+11 sub  esp, 1Ch Clear overlay ctrl+shift+x Z2BBO.
c_csu_init+14 call _init_proc aad overla BAC
aroc push  ebp N Subtract overlay ctr+Dp °BAB
aroc+1 mov  ebp, esp EBF=FFUESBAS

e LT T Y e CoM—CEMEDD A A



Now go back to the disassembly view and check how the disassembly code is highlighted in three
different colors:

‘ IDAView-A ¥ |E] Tracewindow 3¢ [O] HexView-A 3¢ Structures 3¢ | [E] Enums X [ Imports X

08048566 dword ptr [esp], offset alnvalidNumberC ; "Invalid number of arguments!|"

-text:0804856D call _puts
.text:08048572 mov eax, 2

|-text:08048577 Jmp short locret 804853D

.text:08048579
.text: 08048579
.text: 08048579 loc_B048573: ; CODE XREF: main+DTj
.text:08048579 mov eax, [ebpt+arg_4]
.text:0804857C add eax, B
.text:0804857F mov eax, [e=ax]
.text:08048581 mov [esp], eax ; nptr
.text:08048584 call _atei
.text:08048589 mov edx, [ebpt+arg_4]
.text:0804858C add edx, 4
.text:0804858F mov edx, [edx]
.text:08048591 mov [esp+4], eax ; size
.text:08048595 mov [esp], edx ; sre
.text: 08048598 call foo
.text:0804859D
.text: 08048590 locret 804853D: ; CODE XREF: main+20Tj
.text:0804859D leave

The code highlighted in yellow is the code executed in the current trace (the one listed in the “Trace
Window”). The pink code was executed only in the overlay trace. And the code in purple is the code
common to both traces. We can immediately see that there is some new code that have been
executed, like the calls to atoi and foo.



Let's go to the “foo” function and see what happened here:

| IDA View-A 3 | E] Tracewindow 3¢ | (2] HexView-A 3¢ [&] Structures 3¢ | [E] Enums b4

.text:080484E4

.text:080484E4 ptr = dword ptr -0Ch
.text:080484E4 src = dword ptr B
.text:080484E4 size = dword ptr 0OCh
.text:080484E4

.text:080484E4 push ebp

.text:080484E5 mov ebp, esp

.text:080484E7 sub esp, 28h

.text:080484EA mowv eax, [ebp+src]

.text:080484ED mowv [esp]l, =ax HE

.text:080484F0 call _strlen

.text:080484F35 mowv edx, eax

.text:080484F7 mowv eax, [ebp+size] |
.text:080484FA cmp edx, eax

.text:080484FC jbe short leoc 8048511

.text:080484FE mowv dword ptr [esp], offset s ; "Too bigl"
.text:080485035 call _puts

text:0804850A mowv eax, 1

.text:0804850F Jmp short locret BO048555

EERE I DBOABI]] | e e e e e e e
.text: 08048511

.text:08048511 lec 8048511: ; CODE XREF: foo+l8Tj
.text: 08048511 mowv eax, [ebp+size]

.text:08048514 mow [esp]l, eax ; size

.text: 08048517 call _malloc

.text:0804851C mowv [ebp+ptr], eax

.text:08048351F mowv eax, [ebp+src]

.text: 08048522 mowv [esptd4], eax ; sre

.text:080483526 mowv eax, [ebp+ptr]

.text: 08048529 mewv [esp]l, =ax ; dest

.text:0804852C call _strepy

.text: 08048531 mewv eax, offset format ; "Buffer is %s\n"
.text:08048536 mowv edx, [ebptptr]

.text: 08048539 mewv [espt+d], edx

.text:0804853D mowv [esp]l, eax ; format
.text:08048540 call _printf

.text: 08048545 mow eax, [ebp+ptr]

The code in yellow tells us that the check for the size at 0x800484FC passed and the calls to
malloc, strcpy and printf were executed. Let's save this trace for later analysis and comparison
with the future runs. As before, go to the trace window, right click on the list and select “Save
trace”. Set the trace's description to 'Correct execution'.



It's time to record another trace with different arguments to see what happens. For this new
execution, we will longer command line arguments (eight “A” characters instead of four). Let's
change the arguments in “Debugger — Process Options”, switch back to the “Local Linux
debugger”, and run it. We have a new trace. Let's compare it against the previously recorded one. As
we did before, go to the “Trace Window”, right click on the list, select “Overlay”, then “Load
overlay”, and select the trace with description “Correct execution”.

-

L | L |
. W . W
T30 dword ptr [esp], offset & Teo kigl
call puts 1| |[lec_Bod4@511:
L e, 1 mov eax, [sbptsize]
inp short lecret 8048555 mav [esp], =ax ; sime
eall _malles
mav [ebp4pre], eax
oV wax, [sbpierc]
oy [esp+d] , sax i Bre
mov ean; [sbpiptr]
mov [esp], =ax 1 dest
=all _SEEepy
o eax, offset format ; "Buffer is Yahn"
mav adx, [sbpdptr]
mov [esp+d], edx
mov [esp], =ax i format
call _printf
mav eax, [ebpiptr]
Bay [esp], sax ; ptr
call _fres
mow sax, 0
|

As we see, the code that alerts us the about a too big string was executed (it's highlighted in yellow).
Let's save this recorded trace with the “String too big” description. Now we will record one more
trace but this time we will use the number “-1” as the second command line argument.



Change the arguments in “Debugger — Process Options” as shown bellow:

Debug/application setup: linux

Application [fhnme,fjoxean_!'Dccumentcsfhexraysfreplayerfintoverflcw | VI [ ]

Input file lfhnmefjoxeanf[}ocumentcsfhexrays,freplayerfintuverFl-::w |VH ]

Directory [,i'hnmefjoxean,!'Dccumentosfhexraysfreplayer | vl l ]

Parameters [AAAAAAAAH | v]

Hostname [ | Command-line argu melnts !;o pass to the application |

Password [ | v ]

[] save network settings as default

Help H Cancel H oK

Then switch back again, to the “Local Linux debugger” (or to “Remote Linux debugger” if needed)
and run it by pressing F9. The process will crash somewhere in the call to strcpy:

f E F7622578: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 21828)

Stop the debugger and save this trace (let's call it “Crash”). Then diff this trace against the “Correct
execution” trace.



We will see the following in the disassembly view:

IDA View-A 3 | E] Tracewindow 3¢ [O] HexView-A 3¢ Structures 3¢ | [&] Enu

:080484FE dword ptr [esp], offset 5 ; "Too bigl"”
;08048505 _puts

;08048504 eax, 1

:0804850F short locret 8048555

.text:08048531 mowv eax, offset format ; "Buffer is %s\n"
.text: 08048536 mov edx, [ebp+ptr]

.text 08048532 mov [esp+4], edx

.text :0804853D mov [esp], =ax ; format
.text:08048540 call _printf

.text:08048545 mov eax, [ebp+ptr]

.text:08048548 mov [esp], e=ax ; ptr

.text :0804854B call _free

.text:08048550 mowv eax, 0

As we see, pretty much the same code as in the previous run was executed until the call to strcpy.
It's time to replay this last execution and see what happened.

Diffing traces

When both a “main trace” and an “overlay trace” are present, the context menu item “Overlay —
Subtract overlay” becomes available.

This allows one to subtract the list of events (e.g., instructions) that are present in the overlay, from
the main trace:



Thread Address Result

Memory layout changed:

Instruction

2 15 segments

| &l oooo7288 Copy Ctrl+C STO=FFFFFFFFFFFFFFFF ST1=FFFF
| 28 00007288 text:_start Copy all Ctri+shift+ins ZF=1SF=0
R L oo croseces
g Tea T Modify filters... Ctrl+Shift+F -
| g5 00007288 text: start+5 ESP=FFDEBCS0 PF=0 ZF=0 SF=
| &5l 00007288 text:_start+8 Show trace info Ctri+1 ESP=FFDEBC7C
| &5 00007288 text: start+9 Clear trace ctrl+x ESP=FFDEBCT78
| €51 00007288 text: start+A Load trace Ctr+L ESP=FFDEBC74
_ 00007288 text: start+B Save trace Ctres ESP=FFDEBC70
| & 00007288 text: start+10 Change trace description Cr+E ESP=FFDEBCEC
00007288 text: start+15 ESP=FFDEBC68
H - Show trace call graph ctrl4+G
| €51 00007288 text: start+16 Eoort trace to text fi ESP=FFDEBC64
00007288 text: start+17 >port trace 1o text hie FSP=FFNFRCAQ
' 00007288 text: start+1C Ove Show overlay info Ctrl+shift+
| & 00007288 plt:__libc_start_main jmp  ds:off_804A004 Clear overlay Ctrl+shift+x
00007288 .plt:080483AA Load overlay ctri+shift+L

&8 00007288 plti080483AF | Subtractoverlay  Ctrl+D |

00007288 .plt:08048384
N Remove, from the main trace, events that are
00007288 .plt:0804838A |

[T n Tt = =Tt =0

_ 00007288 .text: libc_csu_init push ebp ESP=FFDEBEDS
_ 00007288 text: libc_csu_init+1 mov  ebp, esp EBP=FFDEBBDS
_ 00007288 text: libc_csu_init+3 push edi ESP=FFDEEBBD4
_ 00007288 text:_libc_csu_init+4 push esi ESP=FFDEBBDO
00007288 text: libc_csu_init+5 push  ebx ESP=FFDEBBCC

Will give the following results:

DA View-& . |BE] Trace window | Breakpoints | [O] HexView-1 | [A] Structures i | [F] Ent
Thread Addrass Instruction Result
00007288 text:_start Memory layout changed: 15 segments Memory layout changed: 15 5

00007288
00007288

STO=FFFFFFFFFFFFFFFF ST1=}

text:mainiloc_8048579 mov  eax, [ebp+argv]
00007288 .text:main+25 add eax, 8 EAX=FFDEBCE8C PF=0 ZF=0
00007288 text:main+28 mov  eax, [eax] EAX=FFDEDC24
00007288 .text:main+2A mov  [espl, eax ;i nptr
00007288 .text:main+2D call _atoi ESP=FFDEBBBC
00007288 .plt:_atoi jmp  ds:off_804A018
00007288 .plt:080483FA ESP=FFDEEEBES
00007288 .plt:080483FF
00007288 text:maint32 mov  edx, [ebp+argy] EDX=FFDEBCS84
00007288 .text:main+35 add edx, 4 EDX=FFDEBCS8 AF=0
00007288 .text:main+38 mov  edx, [edx] ECX=FFDEDCEF
00007288 .text:main+3A mov  [esp+4], eax | size
00007288 text:main+3E mov  [espl.edx s
00007288 .text:main+41 call foo ESP=FFDEBBEC
00007288 text:foo push ebp ESP=FFDEBEBS
00007288 .text:foo+1 mov  ebp, esp EEP=FFDEBEBS
00007288 textfoo+3 sub  esp, 28h ESP=FFDEBBSO
00007288 text:foo+6 mov  eax, [ebp+s] EAX=FFDEDCSF

As you can see, many events that were present in both the overlay & the main trace have been
removed. Only those that were only present in the main trace remain.

Reverting the diff

The diffing operation is reversible:



LI R 3= P [REL=LY i, [SRET Y ]

Copy Ctri+C EAX=FFDEDCS4

Copy all Ctrl4+shift+ins
. . ESP=FFDEEEEC
SV Quick filter Ctrl4+F
i Modify filters... ctrl+shift+F ESP=FFDEBBES
Show trace info Ctri+I
Clear trace Ctri+X EDX=FFDEBC84
Load trace Ctri+L EDX=FFDEBCEE AF=0
Save trace Ctrl+s EDX=FFDEDCEF
Change trace description Ctrl+E
Show trace call graph Ctrl4+G ESP=FFDEBBEC
Export trace to text file ESP=FFDEBERS
| Show overlay info Ctri+shift+I
sub  esp, 28h Clear overlay Ctri+shift+x
mov  eax, [ebp+s] Load overlay Ctri+5shift+L
mov [esp]. eax M- |
call  _strlen ESP=FFUEBEEL
imp  ds:off_804A00C Restore main trace to its original state

Fem—_ e

This will restore the main trace as it were, before the contents of the overlay were removed from it.

Replaying traces

We know that the program is crashing somewhere in the call to strcpy but we don't know why the
check at 0x080484FC passes since -1 is smaller than the size of the string (8 bytes). Let's put a
breakpoint at the call to strlen at 0x080484F0, switch to the “Trace replayer” debugger, and "run"
the program by pressing F9. Please note that we do not really run the program, we are merely
replaying a previously recorded trace.



The debugger will stop at the strlen call:

HHE e %% S e DO ddFFvFm X OO e - 8

]

L D O (il [ ol

=] IDA View-EIP x | = Call Stack X 10 General registers e
-text:080484E4 B ERXFFCOF41B OF o
.text:080484E4 ; int __cdecl foo(char #*src, size_t size) EBXF7707FF4 % DF 0
.text:080484E4 public feo ECX 00000000 IF1
.text:080484E4 foo proc near ; CODE XREF: main+4llp M TF 0
.text:080484E4 EDERLEITEE L SF1
.text:080484E4 ptr= dword ptr —0Ch ESI 00000000 '+ ZF 0
.text:080484E4 src= dword ptr & EDI 00000000 AF o
.text:080484E4 size= dweord ptr OCh EEF FFCOD3F8 EF 0
.text:080484E4 &
-text:080484E4 push ebp E::E’E‘CODSDO : el
-text:080484E5 mov ebp, esp 080484F0 fociC
.text:080484E7 sub esp, 28h EFL 00000282
.text:080484EA mov eax, [ebptsre]
_text:080484ED mov [esp], eax ;s
BT | text:080484FD call  _strlen |

.text:080484F5 mov edx, eax
.text:080484F7 mov eax, [ebp+size]
-text:080484FA cmp edx, eax
.text:080484FC jbe short loc_ 8048511
-text:080484FE mov dweord ptr [esp], offset s ;i "Tee bigl"
.text:08048505 call _puts
.text:0804850A mov eax, 1
-text:0804850F jmp short locret 8048555
.text:08048511 ; ————————————
Favt-ARNARRTT

In the trace replayer we can use all usual debugging commands like “run to cursor” (F4), “single
step” (F7), or “step over” (F8). Let's press F8 to step over the strlen call and check the result:

BH eve . mms & 3w B0 4t Fv£EX >OO ®d @~ 0~
] 3
S N e it W )
(@ IDA View-EIP x | = call stack X it General registers (@)=
.text:080484E4 [~]|EAX 0DDDOODE OF 0
.text:080484E4 ; int _ cdecl foo(char *src, size t size) EBXF7T0TEFE DF 0
-text:080484E4 public foo ECX 0000001E % IF1
.text:080484E4 foo proc near ; CODE XREF: main+4llp M TF 0
.text:080484E4 LB sFo
.text:080484E4 ptr= dwerd ptr —0Ch ESI 00000000 ZF o
.text:080484E4 src= dweord ptr 8 EDI 00000000 AF 0
.text:080484E4 size= dword ptr OCh EEP FFCOD3FE - PF O
.text:080484E4
ESP FFCOD3D0 '+ CFo
.text:080484E4 push ebp EIP 080484F5 % footll
-text:080484E5 mov ebp, esp oo
.text:080484E7 sub esp, 28h EFL 00000202
.text:080484EA mov eax, [ebp+src]
.text :080484ED mov [esp], eax H
[ ]
EEP  text:080484F5 mov edx, eax
.text:080484F7 mov eax, [ebp+size]
-text:080484FA cmp edx, eax
.text:080484FC jbe short loc_ 8048511
-text:080484FE mov dword ptr [esp], offset s ; "Teo bigl"
-text:08048505 call _puts
.text:0804850A mov eax, 1
-text:0804850F jmp short locret_ 8048555
P

It returns 8 as expected. Now move to the address 0x080484FC and press F4 or right click on this
address, select “Set IP”, and press F7 (we need to inform the replayer plugin that we changed the
current execution instruction in order to refresh all the register values). The difference between
“Run to” (F4) and “Set IP” is that “Run to” will replay all events happened until that point but “Set
IP” will directly move to the nearest trace event happened at this address (if it's in the recorded
trace, of course).



Regardless of how we moved to this point IDA will display the following:

BH eve s Bn88 ) o B0 dddFvLEX pOO W @ 0
NN O [Ty 1§ )
3 a v
= IDA View-EIP x| & call stack x 1Tt General registers (@)=
.text:080484E4 mFFFFFFFF L3 OF 0
.text:080484E4 ; int  cdecl foo(char *sre, size t size) EBXF770TFF4 ' bFoO
.text:080484E4 public foo ECX 0000001B ' IF1
.text:080484E4 foo proc near ; CODE XREF: main+4llp TF 0
.text:080484E4 LA sFo
.text:080484E4 ptr= dword ptr —0Ch ESI 00000000 “+ IFo
.text:080484E4 src= dword ptr & EDI 00000000 % AF1
.text:080484E4 size= dword ptr OCh EEP FFCOD3F8 BF1
.text:080484E4
ESP FFCOD3D0 % CF1
.text:080484E4 push ebp EIP 080484FC & footlS
.text:080484E5 mowv ebp, esp oo
.text:0B0484E7 sub esp, 2Bh EFL 00000217
.text:080484ER mov eax, [ebp+src]
.text:080484ED mov [esp], eax ; S
[ ]
.text:080484F5 mov edx, eax
.text:080484F7 mov eax, [ebpt+size]
.text:080484FR cmp edx, eax
I .text:080484FC jbe shert lec 8048511 |
.text:080484FE mov dword ptr [esp], offset s ; "Too bigl™
.text:08048505 call _puts
.text:0804850A mov eax, 1
.text:0804850F jmp short locret 8048555

.text:08048511 ; ———————————
.text:08048511

.text:08048511 loc_8048511: ; CODE XREF: foo+181j

.text:08048511 mowv eax, [ebp+size]

feert AmmamEt s oo

As we see, the jump was taken because CF was set to 1 in the previous instruction (“cmp edx,
eax”). Let's step back to this instruction to see what values were compared. Select “Debugger —
Step back” from the menu:



BH e B B 3w B dddF FvFSdwX pOO W - B

M R (it | 3

| IDA View-EIP x |5 call stack ® i General registers EE
.text:080484E4 B ERX FFFFFEFFF OF 0
.text:080484E4 ; int _ edecl foo(char *srec, size t size) EBX F7707FF4 '+ DF o
.text:080484E4 puklic foo ECX 000D001E IF1
.text:080484E4 foo proc near ; CODE XREF: main+41l}p M TF 0
.text:080484E4 LTINS SFo
.text:080484E4 ptr= dword ptr -0Ch EST 00000000 ' ZF o
.text:080484E4 src= dword ptr 8 EDI 00000000 AF g
tcxtg:g::::: size= dword ptr OCh EEP FFCOD3FE = PF O
.text:

ESP FFCOD3DO CE o
.text:080484E4 push  ebp — :
.text:080484E5 mov ebp, esp R Hoo
.text:080484E7 sub esp, 28h EFL 00000202
.text:080484EA mov eax, [ebpt+src]
.text:080484ED mov [esp], eax )
-

.text:080484F5 mov edx, eax
.text:080484F7 mev eax, [ebp+size]

ZEP | text:080484FA cmp edx, eax

The flags are reset to 0 and we can see that EAX (OxFFFFFFFF) and EDX (8) are compared. Press
F7 to step one instruction again and you will notice CF changes to 1. The instruction JBE performs
an unsigned comparison between 8 and OxFFFFFFFF and, as 8 <= OxFFFFFFFF, the check passes.
We just discovered the cause of the bug.

Let's continue analyzing it a bit more. Scroll down until the call to malloc at 0x08048517, right
click, choose “Set IP”, and press F7 (or simply press F4). As we see, the argument given to malloc
is OXFFFFFFFF (4 GB).



Press F8 to step over the function call:

HHE e B & B | v DO dd@d FvFuEX DO W @ B
i 3
SETTTE T ) e e e 1 e )
‘ IDA View-EIP ® | & call stack ® it General registers EIE]
.text:080484E4 B EAX 00000000 % OF 0
.text:080484E4 ; int  cdecl foo(char *src, size t size) EBXFT707FF4 bro
-text:080484E4 public foo ECX 00000001 IF1
.text:080484E4 foo proc near ; CODE XREF: main+dllp TF 0
.text:080434E4 R sFo
.text:080484E4 ptr= dword ptr —0Ch ESI 00000000 '+ ZFr1
.text:080484E4 src= dword ptr & EDI 00000000 “ AF 0
-text:080484E4 size= dword ptr OCh EBP FFCOD3F8 - BF1
-text:080484E4
ESP FFCOD3D0 CFo
-text:080484E4 push ebp EIP 0804851C b foot3s
-text:080484E5 mov ebp, esp {=izi
.text:080484E7 sub esp, 28h EFL 00000246
.text:080484EA mov eax, [ebp+sre]
.text :080484ED mov [esp], eax )
[ ]
-text:080484F5 mov edx, eax
.text:080484F7 mov eax, [ebp+size]
-text:080484FA cmp edx, eax
.text:080484FC jbe short loc_ 8048511
-text:080484FE mov dword ptr [esp], offset s ; "Too bigl"
.text:08048505 call _puts
.text:0804850A mov eax, 1
-text:0804850F jmp shert locret BO048555

text:08048511 ;| —————————
-text:08048511

.text:08048511 loc_B048511: ; CODE XREF: foo+l8Tj
.text:08048511 mov eax, [ebp+size]
.text:08048514 mov [esp]l, eax ; size
.text:08048517 call _mallec

B | text:0804851C mov [ebptptr], eax
.text:0804851F mov eax, [ebp+src]|
.text:08048522 mov [esp+4], eax ; sre
.text:08048526 mov eax, [ebp+ptr]
.text:08048529 mov [esp], eax ; dest
.text:0804852C call _strepy

Obviously, malloc can not allocate so much memory and returns NULL. However, the program
does not check for this possibility and tries to copy the contents of the given buffer to the address 0,
resulting in a crash.

Summary

In this tutorial we showed you the basics of trace management and the trace replayer module in
IDA. We hope you enjoy this new feature. Happy debugging!
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