Using the Universal PE Unpacker Plug-in included in IDA Pro
4.9 to unpack compressed executables. © pataRescue 2005

Since version 4.9, IDA Pro comes with an Universal PE Unpacker plug-in, whose source
code is available in the IDA Pro SDK. This tutorial will show how to use this plug-in in practice
and will briefly describe how it works internally.

The compressed application.

Here is what appear on our screen if we execute the sample program:

e |DA Pro debugging hello-upx125w.exe

Hi., I'm a packed program?

Ir"_-. The imports segment zeems to be destroped. Thiz MAY mean that
[ the file wag packed ar otherwize modified in arder to make it

more difficult to analyze. [F you want o see the imports

zegment in the onginal form, pleaze reload it with the

‘make imparts zection’ checkboy cleared.

[ ]Don't dizplay this message again

IDA detects an unusual imports segment, and tells us the file might be packed...
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Here is what we observe if we have a look at the Imports window:

Addrezs Ordinal | Mame Library
B LoadLibrarps, FERMEL32

I% 0o4000... GetProcaddress KERMEL3Z
I% 004000... ExitProcess KERMEL32
Line 1 of 3

Our program only imports three functions from KERNEL32.DLL. We can recognize the usual
LoadLibrary() and GetProcAddress() dynamic-link library functions, which will be more than
probably used by the unpacker engine to restore the original executable's imports.

Using the Universal PE Unpacker plugin.

Let's now start the unpacker through the Plug-ins sub-menu:

& | IDA - D:\IDA\REVERSING\PACKED hello-upx125w.exe

File | Edit Jump Search View Debugger Options Windows Help

&ﬂ ] |Te:-;t vlstart v| é, =
= Begin selection Alt+ § T =
= Select identifier  Shift+Enter | @ [@' % 8T f ‘@ ft E
OFF - - 3.3 A . . THomu
ﬂ'ucﬁé Code ool XMW B S HK i~ J PomE 5
[ MM Data D | | i I I
: . 3
'ﬁ' structvar.. 3 oot || I% Imports || M Mames: || \E_ﬂ Functions || . Shings || ﬂ_ Struch
= "+" Strings k
=] * array... = (PAVE MUM.)
2< Undefine u
N Rename NOBHHHHHE SUBROUT I NE L
Cperand type k
Comments » public start
Segments y art proc near
Shreac 5 pusha
"":.5 mow esi, offset dword 489808
Functions . lea edi, [esi-88686h]
Other » push edi
. loc_ 4OCS72
UPX1:06848C5608 Sample plugin Avvo
* UPX1:8840C562 Search plugin Alt+F7
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The plug-in options dialog appears:

Uunp parameters

1D, will zuzpend the program when the execution reaches
the original entry paoint area. The default values are in
thiz dialog bow. Pleaze werify themn and correct if you wizh,

ORIGIMAL EMTRY POINT AREA

Start address | D401 000 v |

End address | 0409000 v|

OUTPUT RESOURCE FILE MAME
Besource file | C:4DANREYERSIMNGAPACKEED S hello-up |

[ OF. ] [ Cancel ]

In this dialog, we can adjust the address range which, once reached, will cause the debugger to
suspend the program's execution. It is also possible to specify a file where unpacked resources will
be saved. After pressing OK, the plug-in starts our program, which will unpack itself until an
address inside the previously defined range is reached. This indicates the unpacking is terminated,
and the following dialog box appears, offering to take a memory snapshot of the result:

.i,. 1DA - DAIDANREVERSINGA\PACKED hello- upx115w exe - Running

T

I)Ill lsln@;nln @amltﬁlxlmrﬁmﬁl £ 8

. IDA Vigw-ESP | . ID.-’-'-.‘»-’lew-EIF'" @ Threads || . General registers|

Debugger: Process started: D:%IDAYWREVERSINGPACKED“hello-upxl25w.exe
Debugger: L'|t:rr'.flr3.r IDaded C: \hIhDDh‘stystEﬂzzkntd'ﬂ dil
Debugger: Sl emz2Y kernel3z.d11

Debuggerf Breakpoint reached: OxFCS0AC2S

Debugger ® Breakpoint reached: Ox0040C&8D

AU: idle LIMEMOWN

00401000: sub_401000

Please confirm

upx1 ; an ? The universal unpacker has finished it wark.
Do wou want ko take a memory snapshot and stop now?
[wou can do it pourself iF pou want]

L T T T T R R T )
=
=
=
-
=

Ni=: J [ Mo

UPX1:08 v
< i | R
— S

Note that two breakpoints were reached during the unpacking: we'll say more on these later.
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In order to rebuild original import section of the program, the plug-in created a new segment.

| s | [N

D& Viewd | [ Hewviews | 5

Exparts || % Irnparts || N Mames || ."LF_I] Functions || " Shings || ﬂ Structures || En Enumsl

=
E DA View-A

u -
flidata: 60406000

.idata:88485080
.idata:@8485008
.idata:88485080
.idata:@8485000
.idata:88485080
.idata: 88405004
.idata: 884065084
.idata: 868406008
.idata: 884086008
.idata: 868406008
.idata: 88486080
.idata: 868486000
.idata:88486818
\yidata:B84B6618

P

; Segment type: Externs
; _idata
: LPSTR GetCommandLineA(void)
extrn GetCommandLineA:dword ; DATA XREF: start+74Tr
: DWORD GetVersion{wvoid})
extrn GetUersion:zdword ; DATA XREF: start+2aTr
; void _ stdcall ExitProcess B{UINT uExitCode)
extrn ExitProcess_@:dword ; DATA XREF: sub_4@81149+1DT
; sub_ L481Bu9+91tr
; BOOL _ stdcall TerminateProcess{HANDLE hProcess,UINT uExitCode)
extrn TerminateProcess:zdword ; DATA XREF: sub 461BA49+
; HANDLE GetCurrentProcess{void)

extrn GetCurrentProcess:dword ; DATA XREF: sub 4B1B4Q

=)
Y

w
< 4 | >
F J
Debugger: Library loaded: C:\WIFDOws'system32'ntdl1.d11 A
Debugger: Library loaded: C DOWSh system32\ kernal3z.dll 5
Debugger: Breakpoint reached: JOx7TCBOACZS
DEI‘JU” =1 L - = o ] Fala®

33{Creat1’ng a new segment

(00406000-004060AC) ..

L)

e =
34. Creating a new segment
. OK

a-aa-a =

Debugger:

(0040604C-00409000) ... ... OK

There are no resgurces in the module
Process terminated by the user.

(=]

ALl idle Dowin

UMNKMOWMN

00406000: .idata:GetCommandLineA
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Once unpacked, we now recognize the more typical structure of the start() function:

B IDA View-A

UPXB:@BuE1B45 ; IIIIIIIIIIIIIE SUBROUT I NE JIINHIIIT I i ~
UPK8: 08481845
UPKXB:80481845 ; Attributes: bp-based Frame
UPX@8: 084810845
UPX0G:08401045 public start
UPXB:004081045 start proc near
UPX@a: 884810845
UPX@:88481845 var_20 = dword ptr -28h
UPXB:88481845 var_ 1C = dword ptr -1Ch
UPXB:88481845 var 18 = dword ptr -18h
UPKB:88481845 var 14 = dword ptr -14h
UPXB:8040810845 var 4 = dword ptyr -4
UPX@8: 08481045
* UPX0:004810845 push ebp
* UPX0:00481046 mouv ebp, esp
* UFXA:0084681048 push BFFFFFFFFh
* UPX8:88481840 push offset dword_4B60B0
“ UPXA:80848104F push offset sub_4B82638
* UPXB:88481854 moy eax, large fs:8
* UPXB:80481085A push eax
* UPX0:00401058 moy large fs: @, esp
" UPK@:068401062 sub esp, 18h
* UPX0:804810865 push ebx
* UPX0:08481866 push esi
* UFXA:008481067 push edi
* UPXB:884810868 mouv [ebp+var_18], esp
* UPXB:88481868 call GetUersion
* UPK08:08481071 xor ed=, edx
* UPK@:98481073 nou dl, ah
* UPK0:00481075 mou ds:dword_ 409928, edx
* UPX0:00401078 mouy PCX, eax
® UFX0:00848107D and ecx, BFFh
" UPXO:00481083 mou ds:dword_u489924, ecx
* UFXA:008481089 shl ecx, B
* UPXA:08040108C add ecx, edx
* UPXB:8848188E moy ds:dword_ 469924, ecz
* UPKB:8848109Y4 shr eax, 18h
* UPKO:00401097 mou ds:dword_48991C, eax
* UPK@:0848109C push a
* UPX0:06840109E call sub_4824D8
* UPXB:808481803 pop eCcx
" UPXA:0048100Y test Pax, eax
* UPXA:0084681006 jnz short loc_4816B4
® UPXA:0084681008 push 1Ch
* UPXA:8084818AR call sub_481149
* UPXB:884818AF pop ecx
UPX8:804618B0
UPXB:8046168B0 loc_4B108BB: ; CODE XREF: start+61Tj
* UPXB:084818B0 and [ebp+var_4], @
* UPXO:00461 0B84 call sub_4821B8
* UPXB:88481869 call GetCommandLineR i
4 >
However, let's try to improve this again in order to obtain the nicest disassembly possible!
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Applying signatures.

If we look at the strings found after the program was unpacked, we see that our program was
compiled by the Visual C++ compiler. Let's apply the associated FLIRT library signatures:

Address Length
L UPED,, 00000025

align &4

db B8Ah /
db 8an,8 | Fie O.. s =
3ilgn i e
B Pnice o
,wo32itf t
B oAk * famltn

db *<prog [ Search

align 18h
£

| £

|

Line 82 of 114

The final disassembly listing looks like this:

E IDA View-A

Much better, isn't it?

UPX0:06401089 call GetCommandLingccype es:nothing, ss:nothing, ds:UPX®, fs:nothing, gs:nothing
UPXA:0884818BF mov ds:dword_4B8AE

S oot ocg Call —dszgﬁﬁgfﬁggg; T N 1 T H e P T P T T R T e
UPX8:8848108CE call _SEtar‘gU g fAttributes: hp—haSEd Frame

UPX8:884818D03 call __setenvp

UPX0:00481008 call __cinit unpacked_main proc near; CODE XREF: start+aFlp

UFSA:a84818DD mov pax, d5:dwurdpu5h ebp

UPX8:884818E2 mov ds:dword_h899.., ebp, esp

UPXO:-804810E7 push cas push offset aHilMAPackedPro; “Hi, I'm a packed program?in”
UPX0:084810E8 push ds:dword_4699..44 printf

UPXA:884810EE push ds:dword_h899 4, Esp I

UPX8:804010F4 call unpacked_mainxur eax, eax

UPX0:004010F9 add esp, 6Ch 20 i

UPXA:884818FC mov [ebp+var_1C]..atn

UPX8:884818FF push eax; int unpacked_main endp

UPX8:804011680 call _exit -

L T 15T B 5 ] 1
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Behind the scene.

Let's now have some deeper look at how the SDK debugger API functions were used to implement
this unpacking in practice.

The main idea is to start the process, then react in an adequate way to various events caught by the
debugger, until we determine the program was properly unpacked. So we first setup a handler to
receive debugger events and to start the process until its entry point:

if ( 'hook to notification point (HT DBG, callback, NULL) )
{
warning ("Could not hook to notification point\n");
return;

}
// Let's start the debugger
if ( !run_to(inf.beginEA) )
{
warning ("Sorry, could not start the process");

unhook from notification point (HT DBG, callback, NULL);
}

Events will be sent to our notification handler, defined as follow:
static int idaapi callback(void * /*user data*/,
int notification code,
va list va)
switch ( notification code )
{ case dbg process start:
caéé.dbg_library_load:
caéé'dbg_run_to:
caéé.dbg_bpt:
caéé'dbgitrace:
caéé.dbg_process_exit:

}

return 0;

IDA Pro 4.9 Unpacking Tutorial 7



When we start our process through a call to run_to(), we will receive a corresponding dbg run_to
event, indicating the run_to() command was properly executed. We are now at the entry point of the
packed program, and setup a breakpoint on the GetProcAddress() dynamic-link library function
(assuming the unpacking engine has terminated its work before recreating the original import table
of the original application):

case dbg run to: // Parameters: thread id t tid
dbg->stopped at debug event (true);
gpa = get name ea (BADADDR, "kernel32 GetProcAddress'");

else if ( !add bpt(gpa) )
{
bring debugger to front();
warning("Sorry, can not set bpt to kernel32.GetProcAddress");
goto FORCE_STOP;
}
else
{
++stage;
set wait box("Waiting for a call to GetProcAddress()");
}
continue process();
break;

When our GetProcAddress() breakpoint is reached, we receive a dbg bpt event. We can extract the
return address from the stack, delete this first breakpoint, and setup a second breakpoint at the
return address in order to get notified as soon as the GetProcAddress() function returns:

case dbg bpt: // A user defined breakpoint was reached.
// Parameters: thread id t tid
// ea t breakpoint ea

/*tid t tid =*/ va_arg(va, tid t);
ea t ea = va_arg(va, ea t);

if ( ea == gpa )
{
regval t rv;
if ( get reg val("esp", &rv) )
{
ea t esp = rv.ival;
invalidate dbgmem contents(esp, 1024);
ea t ret = get long(esp);

if ( !del bpt(gpa) || 'add bpt(ret) )
error ("Can not modify breakpoint");
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Do you remember the two breakpoint messages we saw during the unpacking, occurring at
addresses 0x7C80AC28 and 0x00040C68D? The first one was our GetProcAddress() breakpoint,
while the second one was our breakpoint at the return address. In the following disassembly, you
can see the call leading to our GetProcAddress() breakpoint. We now only have to execute

instructions until the unpacking engine restores the program's original register contents and then

jumps to the real entry point of the unpacked program:

E IDA View-EIP H=E
+ UPX1:8@848C55C ; — e e e -
UPX1:8848C650C
UPX1:8848C65C Loadlibrary loop: ; CODE XREF: UPXA
r“‘*’UPx1:ﬂﬂuﬂEﬁEE mou eax, [edi]
. * UPX1:8848BC65E or eax, eax
r_}____: UPX1:8048C6608 jz short run_unpacked program
I * UPX1:88408C662 mouw ebx, [edi+4]
| : * UPX1:8B4BC665 lea eax, [eax+esi+BCHA6H]
- * UPX1:88408C66C add ebx, esi
; : * UPX1:8848C66E push eax
. * UPX1:8848C66F add edi, 8
; : * UPX1:8848C672 call dword ptr [esi+BCA28h] ; LoadLibrary
(- * UPX1:8848C678 xchg eax, ebp
| ! UPX1:084BC679
(. UPX1:8848C67? GetProcAddress loop: s CODE XREF: UPx1
; | —** UPX1:8040C679 mov al, [edi]
I * UPX1:8848C67B inc edi
: : * UPX1:8848C67C or al, al
oo UPR1:8B4BCGFE j=z short LoadlLibrary loop
: * UPX1:8848BC688 mow ecx, edi
I * UPX1:8848C682 push edi
: * UPX1:8848C683 dec eax
! * UPX1:88408C684 repne scash
| * UPX1:084BCAS ahn
! * UPXA A0 : dword ptr [esi+BCB2Ch] ; GetPrucﬂddress)
; * UPX Bdr, BdR
[ - 2 UPR1TOUIOCOT short loc 4BC698
: t * UPX1:884BC691 mow [ebx], eax
! | * UPX1:0848C693 add ebx, 4
| t * UPX1:8848C696 jmp short GetProcAddress loop
. | UPX1:BBABCADE ; ——————————m
; I UPX1:0848C698
I : UPX1:8848C698 loc 4BCG698: > CODE XREF: UPX1
| +** UPX1:084BC698 call dword ptr [esi+BCO36h]
! UPX1:8848CH9
; UPX1:8848C69H run_unpacked_program: ; CODE XREF: UPXA
----- ** UPX1:08040C69H popa
* UPX1:8848C69H jmp start
P BB B G e b
< >
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Step tracing is by far the easiest way to execute instructions until we reach an address in the
previously defined range. So let's enable step tracing as soon as we reach our second breakpoint:

del bpt(ea);
if ( !is library entry(ea) )
{
deb (IDA DEBUG PLUGIN, "%a: reached unpacker code, switching to trace mode\n",
ea);
enable step trace(true);

set wait box("Waiting for the unpacker to finish");

}

else

{
warning ("%a: bpt in library code", ea); // how can it be?
add bpt (gpa) ;

}

At each instruction step, we now check if the address matches the previously defined range. If we
reached this range, we stop to trace, reanalyze the unpacked code, adjust the entry point, rebuild the
import table, save resources, and... finally take a snapshot!

case dbg trace: // A step occured (one instruction was executed). This event
// notification is only generated if step tracing is enabled.
// Parameter: none

/*tid t tid =*/ va_arg(va, tid t);
ea t ip = va_arg(va, ea t);
if ( oep area.contains(ip) )
{
// stop the trace mode
enable step trace(false);
// reanalyze the unpacked code
set wait box ("Reanalyzing the unpacked code");
do _unknown range (oep area.startEA, oep area.endEA, false);
auto _make code (ip);
noUsed (oep_area.startEA, oep area.endEA);
auto mark range (oep area.startEA, oep area.endEA, AU FINAL);
// mark the program's entry point
move entry (ip) ;
set wait box();

set wait box("Recreating the import table");
invalidate dbgmem config();

create impdir();
set wait box("Storing resources to 'resource.res'");
if ( resfile[O0] != "\O0'" )
extract resource(resfile);
set wait box();
if ( take memory snapshot (true) )
goto FORCE_STOP;

The user has obtained a memory dump of the process in his IDA database, allowing him to start
analyzing the unpacked code as usual.

Don't hesitate to further look at the source code in the SDK, for all implementation details!
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